Raritan@ QUICK SETUP GUIDE

A trendof Slegend VIRTUAL APPLIANCE - VMWARE, XEN, HYPERV
CommandCenter Secure Gateway

This Quick Setup Guide explains how to install and configure the CommandCenter Secure Gateway.

For additional information on any aspect of CommandCenter Secure Gateway, see CommandCenter Secure Gateway help, which
can be accessed from the Product Support (http://www.raritan.com/support) section of Raritan's website.

This installation includes new deployments of the virtual CC-SG appliance on VMware, XEN, and HyperV virtual machines.

Download Installation Files

Log in to raritan.com to access the installation files. See Get Your License for detalils.
http://www.raritan.com/support/CommandCenter-Secure-Gateway.

The installation files are packaged in a .ZIP file. Download the .ZIP file for your virtual environment.

e VMware
e XEN
e HyperV

Deploying CC-SG on VMware

Requirements

1. ESXi5.0/5.1/5.5/6.0 to deploy the CommandCenter Secure Gateway virtual appliance
= Must have a datastore with 40GB minimum available
= Must have 2GB memory available
= 2 physical NICs in the server. (ESXi networking refers to these as "vmnic".)

= A high availability cluster with access to shared storage is recommended. Fault tolerance may also be used. See CC-SG
Admin Help "Using VMware High Availability or Fault Tolerance with a CC-SG Virtual Appliance".

2. Client computer running vSphere Client 5.0/5.1/5.5/6.0.

3. The virtual appliance .OVF file, which is available at http://www.raritan.com/support/commandcenter-secure-gateway. See
Download Installation Files for details.
= CommandCenter Secure Gateway Virtual Appliance link: You must log in to the Raritan Software License Key
Management site to view this link. See Get Your License.

Install CommandCenter Secure Gateway on VMware ESXi 5.5

Connect to the ESXi 5.5 from your client computer using vSphere 5.5.

Log in as a user that has permission to create, start, and stop virtual machines.

Choose File > Deploy OVF Template.

Select Deploy From File then click Browse to go to the directory where you unzipped the files. Select the .OVF file. Click Next.
Details about the virtual machine that will be created display. You can change the default name of the virtual machine. Click Next.
Select the inventory location. Click Next.

Select the Host where you want to deploy the CommandCenter Secure Gateway. A host that is part of a high availability
cluster is recommended for failover protection. Click Next.

If you selected a cluster, select the specific host. Click Next.
9. Choose the datastore where all files will be stored. Make sure the datastore has 40GB free. Click Next.
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Note: Datastore availability is critical for proper and reliable operation. The datastore should be highly available with redundant
network access and routine backup.

10. Choose the network your CC-SG is being deployed on. Click Next.
11. View the summary then click Finish. Wait several minutes while the virtual machine is created.

12. Power on the virtual machine and launch the console. For next steps, go to Log in to Diagnostic Console to Set CC-SG IP
Address (on page 10).
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Deploying CC-SG on XEN Virtual Server

Requirements
1. Xen server is running on a machine that supports hardware virtualization and is enabled in BIOS.
2. XenCenter Windows Management Console is running on a client machine that can access the XEN server.

Install CC-SG on a XEN Server

1. Extract the OVF and VHD files from the CC-SG release package to the client machine where XenCenter Windows Management
Console is installed.

2. Launch XenCenter Windows Management Console.
3. If needed, add the installed Xen server to XenCenter.
4. Once the XEN server is added, right-click on the XEN server and choose "Import...".
5. Click Browse, select the OVF file, and click Next.
r ™
€) Import OVF/OVA Package S i S S ==
@ Locate the file you want to import 9
Enter the pathname of an exported VM or template, an OVF/OVA package or a virtual hard disk image file or
. click Browse to find the file you want.
EULAs
Location
Filename: C\Users\subadra\Downloads\ XENYCommandCenter.1.0.1.73\CommandCente Browse...
Storsge m
Metworking
Security
Q5 Fixup Settings I
Transfer VM Settings |
Finish
h |
CITRIX"
< Previous [ MNext = J [ Cancel
L
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6. Select the XEN server as the location for the imported virtual machine.

; _ S
O oo e T ST=

@ Select the location where the imported VM will be placed o
Import Source Choose the pool or standalone server where you want to place the VM(s). If required, you can also specify a i
EULA Hame Server within the selected pool for each impaorted VM.

As
ImportVM(s) te:  xenserver-57-110 -
Storage o I
Assign imported YM(s) to a home server:
Metworking Il
M Home Server
Security CommandCenter61.0.1.73 0 0
Q5 Fixup Settings I
Transfer VM Settings |
Finish
. . f
CiTRIX |
[ < Previous ] [ MNext = ] [ Cancel ]
7. Specify the virtual disk. Local storage is shown in the example.
. == —— —
© ImpotOVF/OVAPackage e e e B e ——

@ Select target storage e

Import Source Place the virtual disks in the VMs you are importing onte storage repositories (SRs) in the destination pool or i
N standalone server.
EULAs
Location -
@ Place all imported virtual disks on this target 5R:

|
Networking Local storage on xenserver-57-110, 129.5 GB available - |
Security () Place imported virtual disks onto specified target SRs: i
05 Fixup Settings | VM - Virtual Disk Storage Repository I

Transfer VM Settings |

Finish
|
- - P b I
CiTRIX |
-
< Previous ] [ MNext = ] ’ Cancel ]
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8. Choose the Network Connection for both the CC-SG interfaces.

r ™
€) Import OVF/OVA Package IS S T S [ESR
% Select network to connect VM 9
Import Source Map the virtual network interfaces in the VMs you are imperting to networks in the destination pool or
R standalone server.
EULAs
Location Virtual netwerk interfaces in imported VMs:
Storage VM - Virtual Network Interface Target Network
M CommandCenter5.1.0.1.73 - Pool-wide network associated with eth0 (cei9b:8%1e:28:15) | Metwork 2 -
Security CommandCenter5.1.0.1.73 - Poel-wide network associated with ethl (16:34:03:4 d:a0:d9) -
Q5 Fixup Settings I
Transfer VM Settings |
Finish
- L
ciTrRIX
[<Ere\fious ] [ MNext = ] [ Cancel ]

h

9. Use the default option "Don't use Operating System Fixup". The CC-SG VM was created on XEN server.

i B
€) Import OVF/OVA Package M s B S B
e
% Use Operating System Fixup to ensure hypervisor interoperability 9
=
Import Source Operating System Fixup creates a basic level of interoperability for OVF packages and disk images that

originated on non-XenServer platforms, for example, an OVF Package created from a VMware environment.

EULAs It attempts to repair problems with imperted VMs that might prevent the operating system of the VM frem
Location booting.

Sterage Operating System Fixup is supplied as a bootable ISO image which is attached to the DVD drive of the
Networking imported VM and which performs necessary repairs to the VM when it is first started.

Security

@ Don’t use Operating System Fixup
0S Fixup Settings Select this option if the VMs being imported were created on XenServer. I

Transfer VM Settings . |
() Use Operating System Fixup
Finish
Select this option if the VMs being imported were created on a hypervisor other than XenServer.

[Choose an ISO SR]

CiTRIX

<Erevious” MNext = H Cancel
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10. Configure networking options. You can configure with DHCP or Static. This configuration does not impact network parameters of
CC-SG. Once the CC-SG VM is running, you can configure CC-SG network parameters from CC-SG admin console.

-
°ImportOVFf0‘u’APackage - e - — —

Lo [ (S

~

==
@ Configure networking options for the Transfer VM

o

Import Source
EULAs
Location
Storage
Metworking
Security

Q5 Fixup Settings

Finish

Transfer VM Settings

Select the netwerk on which the temporary VM (Transfer VM) used to perform the import operation will run.

Metwork: | Metwork 2 (management]

Metwork Settings
Autematically obtain netwerk settings using DHCP
@ Use these network settings:

IP address: 192

Subnet mask:

Gateway:

-
°ImportOVFf0‘u’APackage - e - — —

==
@ Configure networking options for the Transfer VM

Import Source
EULAs
Location
Storage
Metworking
Security

Q5 Fixup Settings

Finish

Transfer VM Settings

Select the netwerk on which the temporary VM (Transfer VM) used to perform the import operation will run.

Metwork: | Metwork 2 (management]

Metwork Settings
Autematically obtain netwerk settings using DHCP
@ Use these network settings:

IP address: 192168.57.115

Subnet mask:  255.255.255.0

Gateway: 192168.57.126

[ <previous | [ mea> || cancel
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11. Once network is configured, click Next and review. Click Finish.

CEEEETITI i %ﬂ

@ Review the import settings

Import Source All the necessary information has been collected and the wizard is ready to import using the settings shown
. below.
EULAs
Location Please review these settings and click Previous if you need to go back and make any changes, otherwise
N click Finish to import and close this wizard. Import may take several minutes,
Storage
Networking Package name: CommandCenter5.1.0.1.73
I Security Werify manifest content: Nao
|| 05 Fixup Settings Werify digital signature: No
I Transfer VM Settings Use 05 Fixup: No
Target: xenserver-57-110
Storage: Local storage on xenserver-57-110 I
Network: Netwaork 0
Netwaork 0
Transfer VM network interface: Network 2
Transfer VM IP address: Obtain automatically through DHCP

| <Previous | [ Finish || Cancel |

12. It will take 20-25 minutes for the CC-SG VM to be created. Start the VM and launch the console. For next steps, go to Log in to
Diagnostic Console to Set CC-SG IP Address (on page 10).

Deploying CC-SG on Hyper-V

Requirements
e Hyper-V feature is enabled on a Windows 8.1/2012 client.
e Hyper-V Manager can be accessed.

Install CC-SG on Hyper-V
1. Extract the VHDF file from the CC-SG installation zip file.
2. Launch the Hyper-V manager. Windows 8.1 HyperV manager is shown in the example.

23 x
File  Action  Wiew Help
| z[E 8

33 Hyper-V Manager Actions

3 WINBCLIENTS4EIT Virtual Macr:mes TR TR N
Mame State CPUUsage  Assigned Memory Lt New »
5 icee 1,058t ot (% Import Virtual Machine...
= CommandCenter6.1.0.1.47 oif
3 CommandCentes 1.01.73 oft [#] Hyper-¥ Settings..
= CommandCenter6.1.0.1.73est  Off FT irtual Switch Manager.

Virtual $4H Manager..

@
¢4 Edit Disk...
[ inspect Disk...
(®) Stop Service
7< Remove Server
3 Refresh
Wi »
2 Help
|gheckpuints
| Details
I
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3. Inthe Action list, choose New> Virtual Machine to open the New Virtual Machine wizard.

Choose a name and location For Ehis virtual machine.

The name is displayed in Hyper-¥ Manager. We recommend that you use a name that helps vou easily
identify this virtual machine, such as the name of the guest operating system or workload.

Specify Generation

Assign Memory Mame: | \
e ftgie i g You can create a folder or use an existing Folder to store the virtual machine. TF you dont: select a
Cormect virtual Hard Disk Folder, the virtual maching is stored in the default Folder configured for this server.
Installtion Options [T Stare the virtual machine in a different location
Summary Location:  C:\ProgramDatatMicrosaftiwindowsiHyper-4, Browse. ..

& 1F wou plan ko kake checkpoints of this virtual machine, select a location that has enough free
space, Checkpoints include virtual machine data and may require a large amount of space.

[ext = Einish

4. Enter a name for the VM, and choose a location to store the VM. Click Next.

Specify Name and Location

Before You Begin Chanose a name and location for this virtual machine.

lame and

The name is displayed in Hyper-V Manager. W'e recommend that you use a name that helps you easily

Specify Generation identify this virtual machine, such as the name of the guest operating system or workload,

Assign Memory Meme: | CC-6-1-0-7-3-Subadra-51-230
Canfigure Metworking You can create a folder or use an existing Folder ko store the wirtual machine, I you dan't select a
Connect Yirtual Hard Disk folder, the virtual machine is stored in the default folder configured for this server.

Store the virtual machine in a different location

Installation Options
Summary Location; |C:\CCiSubadra-CC-6-1-0-1-73)] H Browse...

1F you plan ta take checkpoints of this virtual machine, select a lacation that has enaugh fres
spare. Checkpoints include virtual machine data and may require alarge amount of space,

< Previous ‘ | Mext > | ‘ Finish | | Cancel
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5. In the Specify Generation page, select Generation 1 only. CC-SG does not support Generation 2. Click Next.

! Specify Generation

Before You Begin Choose the generation of this virtual machine.

Specify Name and Location (@ Generation 1

This virtual machine generation provides the same virtual hardware ko the wirtual machine as in

Assign Memary previous versions of Hyper-¥,
Configure Networking (D) Generation 2
. 5 This virtual machine generation provides suppaork For Features such as Secure Boot, SCSI boot, and
Conpecibalpanive s PYE boot using a standard network adapter. Guest operating systems must be running at least
Installation Cptions 'windows Server 2012 or 64-bit versions of Windows 8,
Surmmary A Onee a virkual machine has been created, vou cannot change its generation,
[<povoss | [ nots | [ omeh | | cona |

6. Inthe Assign Memory page, change the default value of 512 MB to recommended memory of 4GB. Minimum value is 2GB. Click
Next.

Assign Memory

Before You Begin Specify the amount of memory to allocate to this virtual machine. ¥ou can specify an amount from 32
3 4 ME through 6626 ME. Ta improve performance, specify more than the minimum amount recommended
Ppeciilomebpdioeation for the operating system.

Specify Generation

Startup memory:

[] Use Dynamic Memary For this virtual machine,

Configure Networking

@ Wwhen you decide how much memory to assign to a virtual maching, consider how you intend ko

Connect Virtual Hard Disk use the virtual machine and the operating system that it will run.

Installation Options

Surnrmary

< Previous H Hext = H Einish || Cancel

CC-SG Virtual Appliance Quick Setup Guide - VMware, XEN, and HyperV 8
QSG-CCVirtual-NotServed-v6.2-0E-E ¢ 255-80-7015-00-RoHS



Raritan.

A brand of Lllegrand

7. In the Configure Networking page, select the network configuration in your client environment. Click Next.

Configure Networking

Before You Begin Each new virtual machine includes a network adapter, You can configure the network adapter to use a

wirtual switch, or it can remain disconnected.
Specify Mame and Location !

Specify Generation Connection: | Ratitanhetwaork v

Assign Memary

Connect Yirtual Hard Disk
Installation Options

Summary

‘cP_rewnus H Mext > H Einish H Cancel |

8. In the Connect Virtual Hard Disk page, select "Use an existing virtual hard disk", then click Browse to select the .VHDX file
extracted earlier. Click Next.

Connect Virtual Hard Disk

EBefore You Begin A virtual machine requires storage so that you can install an operating system. ¥ou can specify the
SpeciFy Hame and Locatian storage now or configure it later by modifying the virtual machine’s properties,
() Create a virtual hard disk

Use this option to create a YHDY dynamically expanding virtual hard disk.

Specify Generation
Assign Mermory
Configure Netwarking Mame:  CC-6-1-0-7-3-Subadra-51-230,vhdx

Connect Virtual Hard Disk

Location:  C\CCYSubadra-CC-6-1-0-1-73CC-6-1-0-7-3-5ubadra-51-230 Wikl Browse. ..

Summary
Size: 127 GB (Maximum: &4 TE)

(®) Use an existing virtual hard disk
Use this option to attach an existing virtual hard disk, either YHD or YHDX Farmat.

Locakion: (i r6.1.0, mmandCes 0. A Browse...

(") Attach a virbual hard disk later

Use this option to skip this step now and attach an existing virtual hard disk later.

< Previous | | Mext = | | Einish | | Cancel
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9. A summary of the VM displays. Click Finish.
,5‘1 x

&/ Completing the New Virtual Machine wWizard

Before You Begin ‘You have successfully completed the MNew Virtual Machine Wizard, You are about bo create the
) ; Fallowing virtual machine.,
Specify Name and Location

Specify Generation i
Assign Memary Mame: CC-6-1-0-7-3-Subadra-51-230
Configure Networking Generation:  Generation 1

Memory: 2048 ME
Metwark: Raritanhetwork
Hard Disk:  C:lUsers)StevelDownloads\CommandCenters., 1.0.1, 73| CommandCenteré. 1,01, 73.vhe

Connect Vireual Hard Disk

<

To create the virtual machine and close the wizard, click Finish,

10. Select the newly created VM, then click Settings and add another network.

Bs Hyper-¥ Manager = B
File Action View Help 2] =
e xnE B |CC-6-1-0-7-3-Subadra-51-230 v 4 b |G
&3 Hyper-v Manager # Hardware # Add Hardware
3 WINBCLIEMTS4BIT 4 Add Hardware L.
& BIOS ou can use this setting to add devices ko your virtual machine. L
Bl Memory Select the devices you want to add and click the Add button, 4

3 Processor
= B IDE Contraller 0 n Ada
a Hard Drive Legacy MNetwork Adapter
= B 10E Controller 1 Fibre Channel Adapter
% DVD Drive
¥ 5051 Controller

[0 Metwork Adapter _m

(? COM1 A netwark adapter requires drivers that are installed when yvou install inkegration
f? oMz services in the guest operating system.

[ Diskstts Drive

]

(L] Mame

Iil Integration Services »
1] Checkpoint File Location

S Smart Paging File Location
i[;) Aubomatic Stark Ackion

-
ig) Automatic Stop Ackion L—

11. Start the new VM, and launch the console. For next steps, go to Log in to Diagnostic Console to Set CC-SG IP Address (on
page 10).

Log in to Diagnostic Console to Set CC-SG IP Address
1. Log in as admin/raritan. Usernames and passwords are case-sensitive.
2. You will be prompted to change the local console password.

a. Type the default password (raritan) again.

b. Type and then confirm the new password.
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3. Press CTRL+X when you see the Welcome screen.

File

Operation

CC-56 Administrator Comsol

SN :ACCHABBEZY, Uer:6.2.8.5 .4 m 21 14:57:35 EST -#586)

Exit: <ctleQ or <ctlel

Choose Operation > Network Interfaces > Network Interface Config. The Administrator Console appears.

In the Configuration field, select DHCP or Static. If you select Static, type a static IP address. If needed, specify DNS servers,
netmask, and gateway address.

Select Save.

Default CC-SG Settings

IP Address: 192.168.0.192

Subnet Mask: 255.255.255.0
Username/Password: admin/raritan

Log in to CC-SG

1.

Launch a supported browser and type the URL of the CC-SG: https://<IP address>/admin.
For example, https://192.168.0.192/admin.

Note: The default setting for browser connections is HTTPS/SSL encrypted.

When the security alert window appears, accept the connection.

You will be warned if you are using an unsupported Java Runtime Environment version. Follow the prompts to either download
the correct version, or continue. The Login window appears.

Type the default username (admin) and password (raritan) and click Login.
The CC-SG Admin Client opens. You are prompted to change your password. Strong passwords are enforced for admin.

Get Your License

1. The license administrator designated at time of purchase will receive an email from Raritan Licensing Portal from the emalil
address licensing@raritan.com, with the subject line Your CommandCenter Secure Gateway License is Available.
2. Click the link in the email to go to the Software License Key Login page on Raritan's website. Create a user account and login.
The username is your email address. The licensing account information page opens.
3. Click the Product License tab. The licenses you purchased display in a list. You may have only 1 license, or multiple licenses.
4. To get each license, click Create next to the item in the list. If you have more than 1 license, such as a base license of
CCSG128-VA and an add-on license of CCL-1024, create the base license first.
Note: If you are migrating from a license server configuration, to not-served configuration, you must get rehosted licenses. You
cannot use the old license files. Make sure you create and download the new licenses. If you do not see new licenses listed,
contact Raritan Technical Support to request rehosted licenses that will allow you to operate CC-SG in not-served configuration.
5. Select New Deployment - For Use Without License Server (Non Served).
6. Enter the Host ID of the virtual machine where you installed the CC-SG virtual appliance.
= For new deployments, copy the Host ID from the Administration > License Management page in the Admin Client, in the
CC-SG Host ID field at the top of the page.
= For users migrating from a license server configuration, copy the Host ID from the Status Console. Launch an SSH client,
specify the IP address, or IP hostname of the CC-SG virtual machine. Specify 23 for the port. Default SSH port is 22. If you do
not change the port to 23, the SSH client accesses the command line interface of CC-SG, not the status console. Click to
CC-SG Virtual Appliance Quick Setup Guide - VMware, XEN, and HyperV 11
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connect. At the login prompt, type status. Copy the 40 character Host ID. In SSH clients, you may need to copy the whole
console page and paste in a text document, then copy the Host ID from there. Leave the status console open to verify status
later when installing your new license.

= Sample Host ID: 98A77180737E600FVP9FF1707EDOCE2154CF7FD6
7. Click Create License. The details you entered display in a pop-up. Verify that your Host ID is correct.

Warning: Make sure the Host ID is correct! A license created with an incorrect Host ID is not valid and requires Raritan Technical
Support's help to fix.

8. Click OK. The license file is created.
9. Click Download Now and save the license file.

Install and Check Out Your License

Choose Administration > License Management.

Click Add License.

Read the license agreement and scroll down the whole text area, then select the | Agree checkbox.

Click Browse, then select the base virtual appliance license file. The file name should contain "CCSG128VA".
Click Open.

The feature included in the license display in a list. Continue adding license files as needed for other features.
Select the CCSG128-VA base license then click Check-Out to activate it.

To activate Add-On licenses, select each license then click Check-Out.

O N O~ ODNR

Additional Information

For more information about CommandCenter Secure Gateway and the entire Raritan product line, see Raritan's website
(www.raritan.com). For technical issues, contact Raritan Technical Support. See the Contact Support page in the Support section on
Raritan's website for technical support contact information worldwide.

Raritan's products use code licensed under the GPL and LGPL. You can request a copy of the open source code. For details, see the Open Source Software Statement at
(http://www.raritan.com/about/legal-statements/open-source-software-statement/) on Raritan's website.
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