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What's New in the CG&G Administrators
Help

The following sections have changed or imnfiation has been added to the
CommandCenter Secure Gateway Administrators Help based on enhancements
and changes.
1 For new installations, default network config option is DHCP
1 Strong passwords are enabled in-€G by defaultSecurity Defaultgon
page278
1 Ciphers for TLS can be configured by all usawafigure Encryption Mode
(on page280)
1 CIM details are displaye®evice Profile Scregion page43)

1 Custom view set as system view can be set as default for all Wssng
Cusbm Views in the Admin Clierfon page207)

1 AKC client launch needs trusted certificaeerequisites for Using AKGn
page2498)

1 Admin passwords of SX2 and KX3 devices can bEamfiguring
Administrator Passwords of the Devicésn page58)

1 New changes in WAPI
1 Support for new iLO and DRAC versions

See the Release Notes for a more detailed explanation of the changes applied
to this versim of the CESG.
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Introduction

The CommandCenter Secure Gateway-$GF Administrators Guide offers
instructions for administering and maintaining your-8G.

This guide is intended for administrators who typically have all available
privileges.

Users who are not administrators shoulkeesRaritan'sCommandCenter Secure
Gateway User Guide

In This Chapter

TerminOlOgY/ACIONYIMS .. .uiiiieeieee e e e ieeitie e e e e e e e e e e s e s st erreeeeeeaesseannnnne 2
Client Browser REQUIFEMENTS .......ccoiiiiiiiieiiiiiiee ettt 4
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Apperdix A Introduction

Terminology/Acronyms

Terms and acronyms found in this document include:

Access ClientHTMlL:based client intended for use by normal access users who
need to access a node managed bySI& The Access Client does not allow the
use of administration functions.

Admin Client Javabased client for GSG useable by both normalcass users
and administrators. It is the only client that permits administration.

Associations relationships between categories, elements of a category, and

L2NIa 2NJ RSOAOSE 2NJ o20K® C2NJ SEF YL S5 AT
category with a deice, create associations before adding devices and ports in

CGSG.

Category a variable that contains a set of values or elements. An example of a

/T GS3I2NE Aa [20FG4A2yZ 6KAOK YIF& KIF@S St SYS
Gt KAf F RSt LKA X éwhenNduadil ldavites dnd pbris SoMEG M @ €

you will associate this information with them. It is easier if you set up

associations correctly first, before adding devices and ports to them. Another

SEFYLX S 2F | /I GS32NE A& dahchast@llSzé 6KAOK
G2AYyR264a¢ 2NJ a! yYAEE 2N a[ Ay dzE dé

CIM (Computer Interface Modulehardware used to connect a target server

and a Raritan device. Each target requires a CIM, except for the Dominion

KX101 V2, which is attached directly to one target and therefore does

require a CIM. Target servers should be powered on and connected to CIMs,

and CIMs should be connected to the Raritan device BEFORE adding the device

and configuring ports in C8G. Otherwise, a blank CIM name will overwrite the

CCSG port name. Serremust be rebooted after connecting to a CIM.

Device Group defined group of devices that are accessible to a user. Device

groups are used when creating a policy to control access to the devices in the

group.

Devices Raritan products such as DominioK Kl, SX I, and KX1¥1 that are

managed by GSG. These devices control the target servers and systems, or

"nodes" that are connected to them. Check the-8G Compatibility Matrix on

the Raritan Support web site for a list of supported devices.

Elemeits-@ t dzSa 2F | OFGS3I2NRBd C2NJ SEF YLX Sz (K
0St2y3a G2 GKS a[20lGA2ye OFGSI2NEBI FyR (K
ah{ ¢&L)lsSe¢ OFIGSI2NEO®

Hostname- can be used if DNS server support is enabled Abeait Network

Setup(on page250).

The hostname and its FulQualified Domain Name (FQDN = Hostname + Suffix)
cannot exceed 257 characters. It can consist of any number of components, as
long as they are separate&b & ®¢ O
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Each component has a maximum size of 63 characters and the first character
must be alphabetic. The remaining characters can be alphabetic, numeric, or
G OKRLIKSY 2NJ YAydzo o

¢KS fFad OKIFNIYOGSNI 2d O2YLRYySyd Yl @

While the system presges the case of the characters entered into the system,
the FQDN is cadasensitive when used.

iLO/RILOEHewlett Packard's Integrated Lights Out/Remote Insight Lights Out
servers that can be managed by-8G. Targets of an iLO/RILOE device are
poweredon/off and recycled directly. iLO/RILOE devices cannot be discovered
by CESG; they have to be manually added as nodes. In this guide, the term
iLO/RILOE includes all supported versions of iLO/RILOE.

In-band Accessgoing through the TCP/IP network to oect or troubleshoot a
target in your network. KVM and Serial devices can be accessed via these
in-band applications: RemoteDesktop Viewer, SSH Client, RSA Client, VNC
Viewer.

IPMI Servers (Intelligent Platform Management Interfacggrvers that can be
controlled by CE&G. IPMI are discovered automatically but can be added
manually as well.

Out-of-Band Accessusing applications such as HKC, Virtual KVM Client (VKC)
or Active KVM Client (AKC) to correct or troubleshoot a KVM or serial managed
node in you network.

Policies define a user group's access within the ®& network. Policies are
applied to a user group and have several control parameters to determine the
level of control, such as date and time of access.

Nodes- target systems, such as servers, desktop PCs, and other networked
equipment, that CE&SG users can access.

Interfaces- the different ways a Node can be accessed, whether through an
out-of-band solution such as a Dominion KX2 connection, or thramgh
in-band solution, such as a VNC server.

Node Groups a defined group of nodes that are accessible to a user. Node
groups are used when creating a policy to control access to the nodes in the
group.

Ports- connection points between a Raritan devicedamnode. Ports exist only
on Raritan devices, and they identify a pathway from that device to a node.

SASL (Simple Authentication and Security Layeethod for adding
authentication support to connectiohased protocols.

SSH clients, such as PUTTY@penSSH, that provide a command line interface
to CCSG. Only a subset of §G commands is provided via SSH to administer
devices and GSG itself.

User Groups sets of users that share the same level of access and privileges.

y 2 i
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Client Browser Requirements

For a complete list of supported browsers, see the Compatibility Matrix on the
Raritan Support web site.
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Accessing G6G

You can access &G in several ways:

f

Browser Access for Users and Admins: Th&G@ccess Client and Admin
Client can be accessed with numerous supported web browsers. For a
complete list of supported bresers, choose Administration >

Compatibility Matrix.

Desktop Admin Client: The Windows, Mac, and Linux desktop versions of
the Admin Client are installed on your client computer and function exactly
like the browsetbased Admin Client, but uses an embeddiava library.

You are not required to install Java on your PC.

Thick Client: You can install a Java Web Start thick client on your client
computer. The thick client functions exactly like the browisased Admin
Client.

SSH: Remote devices connectedthi@serial port can be accessed using
SSH.

Diagnostic Console: Provides emergency repair and diagnostics only and is
not a replacement for the browsdsased GUI to configure and operate
CGSG.

Note: Users can be connected simultaneously, using the browser, thick client,
and SSH while accessingS&.

In This Chapter

CGSG Admin Client USiNg @ BrOWSEL.......ccoiiuviiieiiiiieiee i 5
CCSG Desktop ADMIN ClEMLS........cccveiiieieiieeeae e e e e e eeened 6
CCSG AAMIN ClieNt OVEIVIEW......eeeiiiieeeeee i e e e e eeeeeeeeeeeeee s 12
CCSG Access Client UsiNg @ BrOWSET...........ccovvvvvvvviieiiiiiiieiie e eeeeaeaeaens 14
TRICK ClIENT. ...ttt eaeeae s 14

CCSG Admin Client Using a Browser

The CE&SG Admin client is a Jalbased client that provides a GUI for both
administrative and access tasks, depending on your permissions.

Raritan.
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Using a supported Internet browser, allow paps, then type the URL of
the CESG and then typeatimin: http(s):/AP addres&dmin, for example,
http://10.0.3.30/admin (https://10.0.3.30/admin) or
https://10.0.3.30/admin.

If you see the JRE Incompatibility Warning window, select the JRE version
that is appropriate for your client computer and install it. Once JRE is
installed, try this procedure again. SHRE Incompatibilityon page6) and
Install a Supported Java Runtime Environment (JRE) Version

Or, you can continue without installing a new JRE version.
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2. If you see a Restricted Service Agreement, read the agreement text and
select the | Understand and Accept the Restricted Service Agnee
checkbox.

3. Type your Username and Password and click Log In.
4. Upon valid login, the GEG Admin Client opens.

JRE Incompatibility

If you do not have the minimum required version of JRE installed ondjieat
computer, you will see a warning message before you can access{86&CC
Admin Client. The JRE Incompatibility Warning window opens wh&GCC
cannot find the required JRE file on your client computer.

If you see the JRE Incompatibility Warningdew, select the JRE version that
is appropriate for your client computer and install it, or you can continue
without installing a new JRE version.

You must launch G8G again once JRE is installed.

Administrators can configure the JRE minimum version that is recommended
and the message that appears in the JRE Incompatibility Warning window. See
Configuring Custom JRE Settings page264).

CCSG Desktop Admin Clients

Desktop Admin Clients are installed onto your client machine. A desktop icon is
provided to launch the client.

Installationfiles can be downloaded directly from your CommandCenter Secure
Gateway by going to: https://<CCGSG IP address or hosthame>/standalone

Directory Listing - /standalone/

Name
i ]
CC-SGAdminClient.msi

CC-SGAdminClient.dmg
CC-SGAdminClient.x86_64.rpm

Follow these links to specific instructions for your client type.

1  Windows Desktop Admin Clierfbn page?)
1 Mac Desktop Admin Clier{bn page9)
1 Linux Desktop Admin Clierion pagelQ)
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Windows Desktop Admin Client

The Windows Desktop Admin Client is a version of the Admin Client that does
not require Java to be installed on your PC. The Windows Admin Client is
installed wth a standard Windows installer onto your PC. A desktop icon is
provided to launch the client.

The client uses an embedded Java library that is internal to the client, so you
can have all the features of the Jalvased Admin Client, and avoid issues
surrounding Java.

No Java Applets. Insecure NPAPI protocol is not used.

No Java virtual machine running on your PC.

No Java updates required.

No Java incompatibility between applications.

No browser used.

No Java/browser security issues.

= =4 -4 —a —a -1

Install the Windows Desktop Admin Client

P> To install the Windows Desktop Admin Client:

1. Download the install file directly from the €3& by going to:
https://<CGSG IP address or hostname>/standalone

2. For the Windows client, choose thesi file.

ﬁ CC-SGAdminClient.msi ~

3. Launch the installer and click Next to start the installation.

4. Follow the prompts to setup the installation. Accept security prompts if
they appear.

5. When the installation is complete, you will find the-SG Admin Client
icon on your desktop.

SO [ H)
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Launch the Windows Desktop Admin Client

P>  To launch the Windows Desktop Admin Client:

1. Doubleclick the desktop icon, then enter a<SG IP address and click
Start.

|£| CommandCenter(R) Secure Gateway El_‘ﬁ

CommandCenter(R) Secure Gateway

@ Please enter CommandCenter IP address.

IP to connect 192.168‘59.1244 ~
[ o]
T []Show debug pane
[
CC-5G
Admin Client
Start Close

" 4

2. The Adnn Client login page opens.

https://192.168.59.124:443 - CommandCenter(R) Secure Gateway

Raritan.
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Log In

Username: *

R

CommandCenter® Secure Gateway

Password: *

Status:

* Indicates Required Fields

Interface Support in CSG Desktop Admin Client

The C&SG Desktop Admin Client does not support connections to the following
interfaces because they require JRE-add in a browser:

1 DRACS
1 DRACG6

Raritan.
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Mac Desktop Admin Client

» To download

1. Download the install file directly from the €3 by going to:

https://<CCGSG IP address or hostname>/standalone

2. For the Mac client, choose thdmg file.

> Toinstall
1 Doubleclick the downloaded Mac Desktop Admin Client installation file
(.dmg).
] CC-SG 1.0 Admin Clent
CC-SG 11.0 Admin Client

To allow all users to run the client, drag it to the Applications folder:

¢ B B~ = Appbcaters. 2]
| © focests X < ey
[ A Appscar £ g a 17
& Duiip Aso Stare Ausomator Books Cakcutator Catercier

— | 0 @ 2

@ Network Clock Contacts Dictionary FaceTime Fakcon

= | & ©® o @ &

® Groen

® Bl
| ® Purpse
® oy

Q

©C-$6 10
Adin Cient

Fird My

T

Keynote

Chess
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> To launch:
1 Doubleclick client icon to launch the Mac Desktop Admin Client.

You may see the following warning upon first laungtihout an Open button
that allows you to continue. Choose one of the options below to fix this if
needed.

“CC-SG Admin Client” can’t be opened

- because Apple cannot check it for malicious
p software.
L2

This software needs to be updated. Contact the
developer for more information.

raritan.com

2 ~ Show in Finder “
1 Option #1.
D2 G2 {eadSY t NEBFSNByOS B {SOdzNRGe&
ARSYUGATASR RSOSt2LISNBRE dzy RSNJ a! ¢t 2
gAff RAALILFE® 6AGK | odziGz2zy G2 ahlLIS
1 Option #2:

Instead of downloading the .dmg file directly from the Maachine,

download it on a Windows machine, save the file to a USB drive, then copy
the file back to the MAC machine to install; or SCP from another machine
into MAC to install the client.

Note: When making a target connection with a Java web start apmicginip),
install the latest Java runtime from the Java website.

To open this Web Start application you need
r — ) to download the Java Runtime Environment.

Click "More Info..." to visit the website for the Java
Runtime Environment.

More Info...

Linux Desktop Admin Client

» To download

1. Download the install file directly from the €& by going to:
https://<CCSG IP address or hosthame>/standalone

2. For the Linux client, choose thgom file.

Raritan.
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To install

Run the following command as root user on any Linux that supports rpm
installation:

rpm -i CC - SGAdmInClient.x86_64.rpm
Or run with sudo if you are not logged in as system administrator:
sudo rpm -i CC - SGAdmInClient.x86_64.rpm

To launch:

Find C&SG Admin Client under Applications/Internet.
Or

Runccadmin command.

Note for Fedora 29 or later:

If Java Web Start applitans, such as VKC, SSH, and so on do not launch
when you connect to a target from €315, install the following package:

dnf install libnsl

To uninstall:
rom - e CC- SGAdmiInClient
Or

sudo rpm - e CC- SGAdminClient

Note: When making a target connection with a Java web start application, a
warning message about Java upgrade might appear at the background of the
CGSG client. Click the Later button for connection to be launched properly and
prevent further warning mesges.

11
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CGSG Admin Client Overview

This overview shows the Admin Client. The Admin Client looks the same,
whether you reach it via browser or using the installed desktop version. There
are a couple of functional differences between the two versions:ISteeface
Support in CE&G Desktop Adin Client(on pages).

CommandCenter® Secure Gateway

Secure Gateway WUsers Devices Nodes Assogiations Reports Access Adminisiration System Maintenance View Window Help

He Ml FEHBERBTE RO

Server Time: 15:15 (GMT-05:00)

Nodes Users Devices Mode Profile

x

B 25 1-DRACH @ Please provide node properties.
25 1-DRACS
25 1-DRACE
% 1-DRAC Node Name: *

= [192.168.59.54

Description:
25 1-USC-Blade
2§ 1-WNC Interfaces Associations Location & Contacts ‘ Notes | Wirtual Host Data

125192.168.59.54

Default Interface:*

2§ 192.168.55.78 VIC: 192.168.59.54

25 CC-53-248-localport
25 cC-57-238-localport

H-8-8--8--8-F

4 CC-57-243-serialport Interfaces
Bl-'2f CC-El-iso-mode-53-147 Type | Name Status | Availability Raritan Device
I2F CCSG-7-Peter-59.90 VI Client |192.168.59.54 lup |1dle |esx9-systemtest.rarit...

3§ CC5G-59-38-SerialTarg
(Jf CCSG-Peter-59.173

145 Dominion_KSX¥2_Portl
145 Dominion_KSX2_Port3
145 Dominion_KSX2_Port4

¥ Search For Node

Ready

User: admin | English (United States)

Raritan.
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Nodes tab: Click the Nodes tab to display all known target nodes in a tree
view. Click a nod® view the Node Profile. Interfaces are grouped under
their parent nodes. Click the + andigns to expand or collapse the tree.
Rightclick an interface and select Connect to connect to that interface.
You can sort the nodes by Node Name (alphabetijcaiiNode Status
(Available, Busy, Unavailable). Rightk the tree view, select Node

Sorting Options, and then select By Node Name or By Node Status.

Users tab: Click the Users tab to display all registered Users and Groups in
a tree view. Click the #nd - signs to expand or collapse the tree.

Devices tab: Click the Devices tab to display all known Raritan devices in a
tree view. Different device types have different icons. Ports are grouped
under their parent devices. Click the + argigns to expandr collapse the
tree. Click a port to view the Port Profile. Righitk a port and select

Connect to connect to that port. You can sort the ports by Port Name
(alphabetical), Port Status (Available, Busy, Unavailable) or Port Number
(numerical). Rightlick the tree view, select Port Sorting Options, and then
select By Node Name or By Node Status.

Quick Commands toolbar: This toolbar offers shortcut buttons for
executing common commands.

Operation and Configuration menu bar: These menus contain commands
to operate and configure GEG. You can access some of these commands
by rightclicking on the icons in the Nodes, Users, and Devices Selection
tabs. The menus and menu items you see are based on your user access
privileges.

Server time: The current time arigne zone as configured on €& in
Configuration Manager. This time is used when scheduling tasks in Task
Manager. Sedask Managel(on page291). This time may be different

than the time yourclient PC uses.

13
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CCSG Access Client Using a Browser

The CESG Access client is an HTbéised client that provides
non-administrator CESG users with a GUI for access tasks, based on your
permissions.

Raritan.

Abrand of O legrand’

Command Center® | Node | My profile Power Control | Help |

Secure Gateway Home

Dec 08, 2022 15:33 EST Message Of the Day
User ID: admin

Logout CommandCenter Secure Gateway

Centralized access and control for your global IT infrastructure
Search for Nodes:

All Nodes| Favorites | Recent

£5192.168.59.53 =
$5192.168.59.54
$5192.168.59.208

=]
EF ACIIC CAradIMuiA_\IMATAM CC

1. Using a supported Internet browser, type the URL of theSGChttp(s):/IP
addres, for examplehttp://10.0.3.30 (https://10.0.3.30) or
https://10.0.3.30. The login page opens.

2. If the CESG Administrator has enabled the Restricted Service Agreement,
read the agreement text, and then select the | Understand and Accept the
Restricted Service Agreement checkbox.

3. Type your Username and $&vord then click Log In.
4. Upon valid login, the CGEG Access Client's Home page opens.

Thick Client

The CESG thick client allows you to connect to-€G by launching a Java Web
Start application instead of runnjnan applet through a web browser. The thick
client can be faster than a browser. You must install a supported version of Java
to use the thick client.

Raritan.
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Install the Thick Client

To download the thick client from GSG:

1. Launch a web browser and type this URL:
http(s)://<IP_address>/install where<IP_address> is
the IP address of the C&G.

A If a security warning message appears, click Start to continue the
download.

2. When the download is complete, a new window in which you can specify
the CCSG IP address opens.

3. Type the IP address of the GG unit you want to access in the IP to
Connect figd. Once you have connected, this address will be available
from the IP to Connect dredown list. The IP addresses are stored in a
properties file that is saved to your desktop.

4. Click Start.

A A warning message appears if you are using an unsupported Java
Runtime Environment version on your machine. Follow the prompts to
either download a supported Java version, or continue with the
currently installed version.

5. The login screen appears.

6. If the Restricted Service Agreement is enabled, read the agreement te
and then select the | Understand and Accept the Restricted Service
Agreement checkbox.

7. Type your Username and Password in the corresponding fields, and then
click Login to continue.

Use the Thick Client

Once the thick client is installed, there are two ways to access it on your client
computer.

To access the thick client:

1 Launch the thick client from the Java Control Panel's Java Application
Cache Viewer.

1 Use the Java Control Panel's Java Application Cache Viewer to install a
shortcut icon on your desktop for the thick client.

Raritan. 15
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Getting Started

Before you can begin configuriagd working in CSG, you must have valid
licenses installed. Then, upon first login, you should confirm the IP address,
install certificates, set the C8G server time, and check the firmware and
application versions installed. You may need to upgraddithevare and
applications.

Once you have completed your initial configurations, proceed to Guided Setup.
SeeConfiguring C&G with Guided Setufmn page26).

In This Chapter

o =Y 1S o T 17
Install or Upgrade VMware TOOIS.......uuuuuuiiiiiiieieieeeeeeeeeeeeeeeeee e 21
Configure Backups and Snapshots of Virtual Appliancetanag® Servers..22
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Confirming 1P AQArESS.....oveiieieiieiie e 22
Create and Install Certificates. ... 22
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Appendix AGetting Started

Licensing

Raritan.

Abrand of Olegrand’

Licenses are based on the number of nodes configured 8&C

Your purchase of a physical or virtual appliance includes a license to use a
specific number of nodes. This "base license" enableS@@&inctionality and
includes licensing for up to the setimber of nodes. If you need more nodes,
you will also purchase an Adbdh license for additional nodes. If you want to
use the WSAPI feature, you must also purchase an Afulicense for W8Pl
access.

License files for physical appliances and for viraygiliances are associated
with a specific GSG unit's or virtual GEG virtual machine's Host ID.

This means that license files are not transferable.

>

Limited Operation Before License Install

Until you have installed and checked out the proper licen§#SG operations
are limited. Only the following menu choices are enabled.

1

Diagnostic Console: To retrieve necessary information and logs, configure
network interfaces.

Note: You can access both the Administrator Console and Status Console
interfaces via VGA/Keyboard/Mouse Port (if applicable), serial port (if
applicable) or SSH. Status Console interface is also available from a Web
interface when enabled.

Change Passwor

Secure Gateway: To view Message Of The Day, Print, Print Screen, Logout,
and Exit.

Administration > Cluster Configuration: To configure the cluster and assign
roles to the cluster nodes. Building the cluster is aqgguisite for

operating with a clustebased license. Clusters are available on physical
appliances only.

Administration > License Manager: To allow uploading and removing
license files, and license chealtt and checkn.

System Maintenance: The following menu choices are enabled.

A RestoreTo allow restore of licenses to &G, in case you do a full
reset and remove the licenses by mistake.

A Maintenance Mode: To enter and exit Maintenance Mode as needed
to create cluster or perform upgrades.

A Restart

A Upgrade

A Shutdown

View

Help: To view online help documentation.
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Getting, Installing, and Checking Out Licenses

Follow these instructions to ensure that you have valid licenses installed and
activated.If you are using clusters, s€uster Kit Licensing vs. Standalone
Licensingon pagel9).

Step 1- Get your license:

1. The license administrator designated at time of purchase will receive an
email from Raritan Licensing Portal when licenses are available. Use the
link in the email, or go directly to www.raritan.com/support. Create a user
account and login, then click "Wi¥he License Key Management Tool".
The licensing account information page opens.

2. Click the Product License tab. The licenses you purchased display in a list.
You may have only 1 license, or multiple licenses Avadable Licenses
(on page20).

3. To get each license, click Create next to the item in the list, then enter the
CommandCenter Secure Gateway Host ID. For clusters, enter both Host IDs.
You can copy and paste the Host ID fribve License Management page.
SeeFind Your Host ID and Check Number of Nodes In Datafiaspage
20).

4. Click Create License. The details you entered display in-agpogerify
that your Host ID is correct. For clusters, verify both Host IDs.

Warning: Make sure the Host ID is correct! A license created with an
incorrect Host ID is not valid and requiresifRa Technical Support's help
to fix.

5. Click OK. The license file is created.

6. Click Download Now and save the license file.

P> Step 2: Install your license

1. Inthe CE&SG Admin Client, choose Administration > License Management.
2. Click Add License.

3. Read the license agreement and scroll down the whole text area, then

select the | Agree checkbox.
4. Click Browse, then select the license file and click OK.

P> Step 3:Check out the licenses you want to activate:
You must check out licenses to activate the features.

1 Select a license from the list then click Check Out. Check out all the licenses
you want to activate.

18 Raritan.
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Cluster Kit Licensing vs. Standalone Licensing

Physical hardware clusters can operate under standalone licensing or cluster kit
licensing. Virtual appliance clusters use standalone licensing only.

A Cluger Kit license enables 2 physical units operating as a cluster to share
licenses. The system will allow limited operations until the cluster is created
and actively operating, and the license is installed and checked out on the
primary cluster node. TheGSG units in the cluster can temporarily operate as
standalone units to allow for independent maintenance of each unit. The 2
CGCSG units must be f@ined for continuous full functionality. These
restrictions only apply to physical hardware clusters @pi@g under Cluster Kit
licenses.

In all clusters, each €& in the cluster must be able to take over as primary,

so they must have identical licensed node capacity at all times. Cluster kit
licenses automatically ensure this since they are copied fimrptimary onto

the backup. When operating a cluster with standalone licenses, this is enforced
through a licensed node capacity check when you join the cluster.

Note: If the 3eday standalone grace period of a cluster license expireSGC
operations ardimited until the cluster is joined.

When creating a cluster license file on the Raritan Licensing Portal, you must
enter the Host IDs for each &G unit. Find these numbers on the
Administration > License Management page of eactsGQinit.

P> To deploya physical hardware cluster with a Cluster Kit license:
SeeConfiguring CEG Cluster®n page268) for full details on CSG clusters.

1. Find the Host IDs for each unit. S6ad Your Host ID and Check Number
of Nodes In Databasén page20).

2. Get the Cluster Kit license file. SBetting, Installing, and Checking Out
Licensegon pagels).

3. Create the cluster. Seereate a Clustefon page269).

4. Install the license file on the primary node in the cluster.The file will be
copied to the secondary node when the cluster is created. Check out the
licenses you want to activate. Make suredheck out the Cluster Kit
license. Se&etting, Installing, and Checking Out Licenges pagels).

Raritan. ¢
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Find Your Host ID and Check Number of Nodes In Database

The License Manager page contains information about your licenses, including
the number of licensed nodes currently in your database. You can retrieve the
Host ID from the License Management page. You must enter your
CommandCenter Secure Gateway's Hoswlen creating a license file on the
Raritan Licensing portal. S@etting, Installing, and Checking Out Licenges
pagel8) for details.

> Toew your Host ID and check number of nodes in database:
Choose Administration > License Management.

2. The Host ID of the CommandCenter Secure Gateway unit you are logged
into displays in the License Management page. You can copy arelthast
Host ID.

3. Check the number of nodes in your database on this page. You can
determine how many more nodes you can add up to your licensed limit.

License Manager x

@ The License Manager allows yvou to add and remove licenses, check out and check in features required for operation of
CommandCenter Secure Gateway, Ensure that you have added and checked out the necessary base and add-on licenses for
the CC-2G appliance, for Additional Nodes/Interfaces, and services,

CiC-5G Host I0: |?EC369EC-ZBBS-9395—F32C-5ABDSQBSBBQS

License Sumrmary

MOT SERVED CCEG-57-238 raritan.com FECEE9EC-ZBR3-95395-F32C-5AROSOSGRBROS Operational

|433 of 384 Licensed Modes Currently in Database

N T Ty

P T T P T I S PV P S

Available Licenses

CCSG product Description Information needed to create license for first
time
CCEX}128 CCSG E1 Appliance, Host ID of the GSG unit
includes 128 Node License
CCE1256 CCSG E1 Appliance, Host ID of the GGG unit
includes 256 Node License
CCE1512 CCSG E1 Appliance, Host ID of the GSG unit
includes 512 Node License
CCV1-128 CCSG V1 Appliance, Host ID of the GSG unit

includes 128 Node License

Raritan.
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CCSG product

CGV1-256

CCSGG¥A

CCSG128A

CG2XE1512

CG2XE11024

CG2XV1256

Addon Licenses

Appendix AGetting Started

Description Information needed to create license for first
time
CCSG V1 Appliance, Host ID of the GGG unit

includes 256 Node License

CGCSG Virtual Appliance, Host ID of the GSG virtual appliance machine
includes 64 Node Licenses

CGSG Virtual Appliance, Host ID of the GSG virtual appliance machine
includes 128 Node License

Cluster Kit: 2 GE6G E1 Appliances,  Host IDs of each €& unit in the cluster
includes 512 Node License

Cluster Kit: 2 GE6G E1 Appliances,  Host IDs of each €& unit in the cluster
includes 1024 Node License

Cluster Kit: 2 GSG V1 Appliances,  Host IDs of each €& unit in the cluster
includes 256 Node License

Licerses for additional nodes and valt Host ID of the GSG unit
added services, such as WX8I.

Install or Upgrade VMware Tools

Raritan.

Abrand of O legrand

VMware Tools is recommended by VMware for all virtual machine
deployments. Once you install VMware Tools on your CommandCenter Secure
Gateway virtual appliance, you can follow this process to upgrade it when
VMware makes a new release.

The virtual C&G OW package has a version of VMware Tools installed by
default.

P> Toinstall or upgrade VMware Tools:

Login to the vSphere client and connect to the ESX host that is hosting the
CGCSG virtual appliance.

2. Select the virtual machine then cki the Console tab. The Diagnostic
Console displays.

3. Rightclick the virtual machine, then choose Guest > Install/Upgrade
VMware Tools. Select Interactive Tools Upgrade, and click OK. This mounts
the files onto the virtual machine so that SG can do the installation.

4. Open a browser and login to the Admitie@t.

5. Choose System Maintenance > Install / Upgrade VMware Tools. When the
installation is complete, a success message displays.
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Configure Backups an8inapshots of Virtual Appliance and Storage Servers

Once the CGG virtual appliance is deployed, make sure to configure backups
of the virtual appliance through VMwateand of the storage servers used by
the virtual appliance.

You should also enable snapshots through VMware.

See the VMware documentation at
http://www.vmware.com/support/pubs/vs_pubs.html for details on
configuring these features.

Virtual Appliances with Remote Storage Servers

If your CESG virtual appliance uses a remote server for file storage, and access
to that storage is lost, you may experience an interruption in accessir®3CC

until the storage server has completely booted upuYnay see a Problems
Retrieving Configuration Data message.

Confirming IP Address

1. Choose Administration > Configuration.
2. Click the Network Setup tab.

3. Check that the network settingare correct, and make changes if needed.
SeeAbout Network Setugon page250). Optional.

4. Click Update Configuration to submit your changes.
5. Click Restart Now to confirm your settings and restarHSGC

Create and Install Certificates

It is strongly recommended to install your owCertificate in GSG. This

ASOdzNRA e boSad LINFY OGAOShH NBRdzOSa (GKS ydzyo S
messages, and avoids manthe-middle attacks. It also prevents future Java

versions and browser versions from blocking access to yol8&C

For information on creating and installing certificates, €mstificates(on page
286)

Log into Diagnostic Console to Set €3G IP Address

1. Log in agsdmin/raritan. Usernames and passwords are casasitive.
2. You will be prompted to change the local console password.

a. Type the default passwordaritan) again.

b. Type and then confirm the new password.

Raritan.
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3. Press CTRL+X when you see the Welcome screen.

File Operation
CC-5G Administrator Console: Welcome:
to tl

4. Choose Operation > Network Interfaces > Network Interface Config. The
Administrator Console appears.

5. Inthe Configuration field, select DHCP or Static. If you select Static, type a
static IP address. If needed, specify DNS servers, netmask, and gateway
address.

6. Select Save.

Default CESG Settings

IPAddress: DHCP

Subnet Mask: 255.255.255.0
Username/Password: admin/raritan

Setting CESG Server Time

CGSG's time and date must be accurately maintained to provide credibility for
its devicemanagemencapabilities.

Important: The Time/Date configuration is used when scheduling tasks in
Task Manager. SeEask Managefon page291). The time set on your client
PC may be different than the time set on GG.

Only the CC Supdiser and users with similar privileges can configure Time
and Date.

Changing the time zone is disabled in a cluster configuration.

P> To configure the CSG server time and date:
1. Choose Administration > Configuration.
Click the Time/Date tab.
a. To set the date and time manually:

A Date - click the dropdown arrow to select the Month, use the up and
down arrows to select the Year, and then click the Day in the calendar
area.

Raritan. 23
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A Time- use the up and down arrows to set the Hour, Minutes, and
Seconds, and then click the Time zone ddopvn arrow to select the
time zone in which you are operating -SG.

a. To setthe date and time via NTP: Select the Enable Network Time
Protocol checkbox at the bottom of the window, and then type the IP
addresses for the Primary NTP server and the Secondary NTP server in
the corresponding fields.

Note: Network Time Protot (NTP) is the protocol used to synchronize the
attached computer's date and time data with a referenced NTP server.
When CESG is configured with NTP, it can synchronize its clock time with
the publicly available NTP reference server to maintain coarsatt
consistent time.

3. Click Update Configuration to apply the time and date changes #8@&C
4. Click Refresh to reload the new server time in the Current Time field.
Choose System Maintenance > Restart to restar6GC

Log in to CGSG

1. Launch a supported browser and type the URL of th&GChttps://<IP
address>/admin.

For example, https://192.168.192/admin.

Note: The default setting for browser connections is HTTPS/SSL encrypted.

2. When the security alert window appears, accept the connection.

3. You will be warned if you are using an unsupported Java Runtime
Environment version. Follow the prompts to either download the correct
version, or continue. The Login window appears.

4. Type the default usernameadmin) and passwordréritan) and click Login.

The CE&G Admin Client opens. You are prompted to change your password.
Strong passwords are enforced fimin

Checking the Compatibility Matrix

The Compatibility Matri¥sts the firmware versions of Raritan devices and
software versions of applications that are compatible with the current version
of CCSG. C&G checks against this data when you add a device, upgrade
device firmware, or select an application for useh# firmware or software
version is incompatible, C8G displays a message to warn you before you
continue. Each version of €3G will support only the current and previous
firmware versions for Raritan devices at the time of release. You can view the
compatibility matrix on the Raritan Support web site.

P>  To check the Compatibility Matrix:
1 Choose Administration > Compatibility Matrix.

Raritan.
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Checking and Upgrading Application Versions

Check and upgrade applications used for accessing nodes.

>

>

To check an application version:
Choose Administration > Applications.

Select an Application name from the list. Note the number in the Version
field. Some applications do not automatically show a version number.

To upgrade an application:

If the application version is not current, you must upgrade the application. You
can dwnload the application upgrade file from the Raritan website. For a
complete list of supported application versions, see the Compatibility Matrix on
the Raritan Support website.

The best practice is to enter Maintenance Mode before upgrading applications
SeeEntering Maintenance Modéon page316).

1.
2.

7.

Save the application file to your client PC.

Click the Application name dregiown arrow and select the applicati

that must be upgraded from the list. If you do not see the application, you
must add it first. SeAdd an Applicationon page247).

Click Browse, locate and select the applicationragg file from the dialog
that appears then click Open.

The application name appears in the New Application File field in the
Application Manager screen.

Click Upload. A progress window indicates that the new application is
being uploaded. When complete r@w window will indicate that the
application has been added to the SG database and is available to use.
If the Version field does not automatically update, type the new version
number in the Version field. The Version field will automatically update f
some applications.

Click Update.

Note: Users who were logged in during the upgrade must log out-8iGCtBen
log in again to ensure that the new version of the application is launched. Also,
seeOlder Version of Applicatin Opens After Upgradingpn page247).

Raritan.
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Configuring C&G with Guided Setup

Guided Setup offers a simple way to complete initialSBCconfiguration tasks

once the network configuration is complete. The Guided Setup interface leads

you throughthe process of defining Associations, discovering and adding

devices to CSG, creating device groups and node groups, creating user groups,

assigning policies and privileges to user groups, and adding users. Once you

have completed Guided Setup, you @ways edit your configurations

individually.

Guided Setup is divided into four tasks:

1 Associations Define the categories and elements that you use to organize
your equipment. SeAssociations in Guided Setpn page27).

1 Device SetupDiscover devices in your network and add them teStiC
Configure device ports. S&evice Setugon page28).

1 Create GroupsCategorize the devices and nodes tR&ESG manages into
groups and create full access policies for each groupCseating Groups
(on page30).

1 User Managemernt Add users and user groups to-SG, and select the
policies and privileges that govern user access withi¥$G@nd to devices
and nodes. Sedser Managemen{on page32).

SeeNaming Conventiongon page442) for details on C&G's rules for name
lengths.

In This Chapter

Before You Use Guided SEtUP.........uuveiiiiiiiiii et 26
ASSOCIations iN GUIdEd SETUD........iveiiiieiiiiiie e 27
DEVICE SEIUD....eeiiiiitiiie ettt e et e e 28
CreatiNng GrOUPS. ... ueiiiei it ettt ettt e et e s 30
USEI MaNAGEIMENT... ..ttt et e e e aai e e e e etaan e e eeaeees 32

Before You Use Guided Setup

Before proceeding with GEG configuration, you must complete system
configuration.

1 Configure and install KVM and serial devices, including assigning an IP
address.
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Associations in Guided Setup

Create Categories and Elements

To create categories and elements in Guided Setup:

1. Inthe Guided Setup window, click Associations, and then click Create
Categories in the left panel to open the Create Categories panel.
2. Inthe Category Name field, type the name of a category into which you
glyild (2 2NAHIFIYAT S 82dIY®EdzA LIYSY (X &adzOK

3. Inthe Applicable for field, indicate whether you want the category to be
available for devices, nodes, or both. Click the Applicable for-domm
menu and select a value from the list.

4. In the Elements table, type the name of an element within thezgary,
4dzOK Fa awlkNRGFY ! { ®¢
A Click the Add New Row icc@ to add more rows to the Elements
table.
A To delete arelement, select its row, and then click the Delete Row

icon IE

5. Repeat these steps until you have added allélmments within the
category to the Elements table.

hd G:uided Tasks Create Categories
B Associations

- Create Categories Category Name:
- Summary |Data Center East

" Device Setup Applicable For:
B- Create Groups Devi 4 Nod -
E- User Management Svices and Mades

Elements

Room 1
Room 2
Room 3l

At ke Mg by |

B
&

6. To create another category, click Apply to save this category, and then
repeat the steps in this section to add additional categor@stional

7. When you have finished creating categories and elements, click OK. The
Association Summary panel displays adfghe categories and elements
that you created.

8. Click Continue to start the next task, Device Setup. Follow the steps in the
next section.
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Device Setup

The second task of Guided Setup is Device Setup. Devige &ketws you to
search for and discover devices in your network, and add those devices to
CCSG. When adding devices, you may select one element per category to be
associated with the device.

Important: Ensure that no other users are logged on to the deviduring
CGCSG configuration.

Discover and Add Devices

The Discover Devices panel opens whea glick Continue at the end of the
Associations task. You can also click Device Setup, and then click Discover
Devices in the Guided Tasks tree view in the left panel to open the Discover
Devices panel.

SeeDiscovering and Adding IPv6 Network Devig¢ea page46) for details on
supported devices and how to add them.

¥ Guided Tasks Discover Devices
B Associations
B Device Setup @ Please provide IP range.

Discover Devices

Add Device ¥ Discover
: ~ Summary

M- Create Groups
M- User Management

From 1P Address: To IP Address:
192.168.59.0 | [192.168.50.255

Device Types:
Dominion KSX2 Broadcast Discovery
Dominion KX2
Dominion KX2-101
Dominion KX3
Dominion KX4-101

Discover ‘ ‘ Stop ‘
1Pv4 Address| Device Type Device Name Mana... Description ‘
192.168.59... [Dominion PX DPCS20-20 Yes Dominion PX, Model = PX (DPCS204-16)
192.168.5%... |Dominion PX DPX520-20 Mo Dominion PX, Model = PX (DPX520-20)
192.168.59...|Dominion 53X |SX_59_86 Mo Dominicn 5X model 5X32 ver, 3.5.0.5.5
192.168.59... [Dominion KSX2 |kxs2_5992 No Dominion KSX2 model DKSX2_188 ver. 2.7.0...
192.168.59... [Dominion KX3 |DKX3-100 No Dominion KX3 model DKX3-416 ver. 3.6.0.1....
192.168.59... [Dominion SX2 |SX2 Yes Dominion SX2 model DSX2-32M ver. 2.2.0.5....
192.168.5%... |Dominion KX... |PilotUnit#52_DKX4-101 |No Dominion KX4-101 model DKX4-101 ver. 4.0....
152.168.58... [Dominion KX3 |MYSDKX3-116 Mo Dominion KX3 model DKX3-116 ver. 3.5.0.5....
192.168.59... [Dominion KX3 |DKX3-832_STTesting... [No Dominion KX3 model DKX3-832 ver. 3.5.0.5....
192.168.59... |Dominion SX2 |sx2-59-138-subadra No Dominion SX2 model DSX2-16 ver. 2.1.0.5.1...
192.168.59... [Dominion KX3 |KX3-59-139 No Dominion KX3 model DKX3-808 ver. 3.4.0.1....
152.168.58... [Dominion KX3 |KX3-Monica Yes Dominion KX3 model DKX3-232 ver. 3.5.0.5....
192.168.59... [Dominion KX... |DKX4-101 Mo Dominion KX4-101 model DKX4-101 ver. 4.0....
192.168.59... [Dominion KX... [KX4-101-1IT8B00011... No Dominion KX4-101 model DKX4-101 ver. 4.0....
192.168.59... [Dominion KX3  |Dominionkx No Dominion KX3 model DKX3-232 ver. 3.6.0.1....
192.168.58... [Dominion KX... |KX4-101 No Dominion KX4-101 model DKX4-101 ver. 4.0....

Add Skip

P> To discover and add devices in Guided Setup:

1. Type the IP address range in whigou want to search for devices in the
From address and To address fields.
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14.
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16.
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In the Device types list, select the type of device you want to search for in
the range specified. Press and hold down the Ctrl key while you click device
types to select multiplelevice types.

Select the Broadcast discovery checkbox if searching for devices on the
same subnet on which €&G resides. Deselect the Broadcast discovery
checkbox to discover devices across all subnets.

Click Discover.

If CESG has discovered deviceglud specified type and in the specified
address range, the devices appear in a table in the bottom section of the
Discover Devices panel. Click the black arrow at the top of the panel to
hide the top section, expanding your view of the discovery resultisan
bottom section of the panel.

In the table of discovered devices, select the device you want to add to
CCSG, and then click Add. The Add Device panel opens. The Add Device
panel is slightly different, depending on the type of device you are adding.

You can change the Device name and Description by typing new
information in the corresponding fields.

Confirm that the IP address you assigned when you prepared the device to
be added to CSG displays in the Device IP or Hostname field, or type the
corred address in the field if necessary.

The TCP Port Number field will be populated automatically based on the
device type.

Type the Username and Password you created when you prepared the
device to be added to G8G in the corresponding fields.

In the Heartleat timeout field, type the number of seconds that should
elapse before timeout between the device and-§G.

If you are adding SX, SX2, KX2, KX318X4KSX2 version 2.2 or later
device, select the Allow Direct Device Access checkbox if you wantwo allo
local access to the device. Deselect the Local access: Allowed checkbox if
you do not want to allow local access to the device.

If you are manually adding a PowerStrip device, click the Number of ports
drop-down arrow and select the number of outlets tRewerStrip
contains.

If you are adding an IPMI Server, type an Interval, used to check for
availability, and an Authentication Method, which needs to match what
has been configured on the IPMI Server, in the corresponding fields.

If you want to configurall available ports on the device, select the
Configure all ports checkbox. <SG will add all ports on the device to
CCSG and create a node for each port.

In the Device Associations section at the bottom of the panel, click the
drop-down arrow in the Elment column that corresponds to each
Category you want to assign to the device, and then select the element
you want to associate with the device from the list.

28



Appendix AConfiguring CSG with Guided Setup

Note: A node or device that has more than one element of the same
category assigned to it willppear more than once in a Custom View based
on categories and elements.

17. If you want the Element to apply to the device and to the nodes connected
to the device, select the Apply to Nodes checkbox.

18. If you want to add anther device, click Apply to save this device, and
repeat these stepOptional.

19. When you have finished adding devices, click OK. The Device Summary
panel displays a list of the devices that you added.

20. Click Continue to start the next task, Create Grouplow the steps in the
next section.

Creating Groups

The third task of Guided Setup is Create Groups. Create Groups allows you to
define groups of devices and groups of nodes and specify the set of devices or
nodes included in each group. Administrators can save time by managing
groups of similar devices amsbdes, rather than managing each device or node
individually.

Add Device Groups and Node Groups

P> To add device groups and node groups in Guided Setup:

1. The Device Group: New panel opens when you click Continue at the end of
the Device Setup task. You can also click Create Groups, and then click Add
Device Groups in the Guided Tasks tree view in the left panel to open the
Device Group: New panel.

2. Inthe Goup Name field, type a name for a device group you want to
create.

3. There are two ways to add devices to a group, Select Devices and Describe
Devices. The Select Devices tab allows you to select which devices you
want to assign to the group by selectingeth from the list of available
devices. The Describe Devices tab allows you to specify rules that describe
devices, and the devices whose parameters follow those rules will be
added to the group.

A Select Devices
a. Click the Select Devices tab in the Device Group: New panel.

b. Inthe Available list, select the device you want to add to the group,
and then click Add to move the device into the Selected list. Devices in
the Selected list will be added to the group.

c. Toremove a device from the group, select the device name in the
Selected list, and then click Remove.

d. You can search for a device in either the Available or Selected list.
Type the search terms in the field below the list, and then click Go.
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A Describe Devies

a. Click the Describe Devices tab in the Device Group: New panel. In the
Describe Devices tab, you create a table of rules that describe the
devices you want to assign to the group.

Click the Add New Row icc]% to add a row to the table.

Doubleclick the cell created for each column to activate a ddapvn
menu. Select the rule componentsyaant to use from each list.

Select the Create Full Access Policy for Group checkbox if you want to
create a policy fothis device group that allows access to all nodes and
devices in the group at all times with control permission.

To add another device group, click Apply to save this group and repeat
these stepsOptional.

When you have finished adding device groupskcD&. The Node Group:
New panel opens. You can also click Create Groups, and then click Add
Node Groups in the Guided Tasks tree view in the left panel to open the
Node Group: New panel.

In the Group Name field, type a name for a node group you want tatere
There are two ways to add nodes to a group, Select Nodes and Describe
Nodes. The Select Nodes section allows you to select which nodes you
want to assign to the group by selecting them from the list of available
nodes. The Describe Nodes section afilgwu to specify rules that

describe nodes, and the nodes whose parameters follow those rules will be

added to the group.

A Select Nodes

a. Click the Select Nodes tab in the Node Group: New panel.

b. Inthe Available list, select the nodewwant to add to the group, and
then click Add to move the node into the Selected list. Nodes in the
Selected list will be added to the group.

c. Toremove a node from the group, select the node name in the
Selected list and click Remove.

d. You can search f@ node in either the Available or Selected list. Type
the search terms in the field below the list, and then click Go.

A Describe Nodes

a. Click the Describe Nodes tab in the Node Group: New panel. In the
Describe Nodes tab, you create a table of rules that describe the
nodes you want to assign to the group.

Click the Add New Row ic@ to add a row to the table.

Doubleclick the cell created for each column to activate a ddapvn
menu. Select the rule components you want to figen each list. See
Policies for Access Contr@n page201).
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9. Select the Create Full Access Policy for Group checkbox if you want to
create a policy for this node group thallows access to all nodes in the
group at all times with control permission.

10. To add another node group, click Apply to save this group and repeat these
steps.Optional.

11. When you have finished adding node groups, click OK. The Groups
Summary panel displays a list of the groups that you added.

12. Click Continue to start the next task, User Management. Follow the steps
in the next section.

User Management

The fourth task of Guided Setup is User Management. User Management
allows you to select the Privileges and Policies that govern the access and
activities of groups of users. Privileges specify which activities the members of
the user group can perform in G8G. Policies specify which devices and nodes
the members of the user group can view and modify. Policies are based on
Categories and Elements. When you have created the user groups, you can
define individual users and add themttee user groups.

Add User Groups and Users

The Add User Group panel opens when you click Continue at the end of the
Create Groups task. You can also click User Management, and then click Add
User Group in the Guided Tasks tree view in the left panel to open the Add
User Group panel.

To add user grups and users in Guided Setup:

1. Inthe User Group Name field, type a name for the user group you want to
create. User group names can contain up to 64 characters.

2. Inthe Description field, type a description of the user group.

3. To set a maximum number of KVM sessions per user in this user group
when accessing devices that have this feature enabled, select the Limit
Number of KVM Sessions per Device checkbox, and select the number of
sessions allowed in the Max KVM Sessior) {ield. Optional. SeeLimit
the Number of KVM Sessions per Ugen pagel86) for details.

4. Click the Privileges tab, and then select the checkboxes that correspond to
the Privileges, or types of €35 activities, that you want to assign to the
user group.

5. In the Node Access section, you can specify whether you want the user
group to have acceds In band and Out of band nodes, and to Power
Management functions. Select the checkboxes that correspond to the
types of access you want to assign to the group.

6. Click the Policies tab.
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In the All Policies list, select the Policy that you want to assighe user

group and click Add to move the Policy to the Selected Policies list. Policies
in the Selected Policies list will be assigned to the user group. Repeat this
step to add additional policies to the user group.

To remove a policy from the user gmuselect the policy name in the
Selected Policies list, and then click Remove.

If you want to associate remotely authenticated users with Active
Directory modules, click the Active Directory Associations tab when the
AD-configured Active Directory Assotians tab is not hidden. Select the
checkbox that corresponds with each Active Directory module you want to
associate with the user group.

To add another user group, click Apply to save this group and repeat these
steps.Optional.

When you have finished dihg user groups, click OK. The Add User panel
opens. You can also click User Management, and then click Add User in the
Guided Tasks tree view in the left panel to open the Add User panel.

In the Username field, type the name that the user you want toadd

use to log in to GSG.

Select the Login Enabled checkbox if you want the user to be able to log in
to CGCSG.

Select the Remote Authentication checkbox only if you want the user to be
authenticated by an outside server, such as TACACS+, RADIUSyLAIAP,
If you are using remote authentication, a password is not required. The
New Password and Retype New Password fields will be disabled when
Remote Authentication is checked.

In the New Password and Retype New Password fields, type the password
that the user will use to log in to €%55.

Check the Force Password Change on Next Login if you want the user to be
forced to change the assigned password the next time the user logs in.

Select the Force Password Change Periodically checkbox if you want to
specfy how often the user will be forced to change the password.

In the Expiration Period (Days) field, type the number of days that the user
will be able to use the same password before being forced to change it.

In the Email address field, type the user'sanaddress.

Click the User Group dregiown arrow and select the user group to which
you want to assign the user from the list.

If you want to add another user, click Apply to save this user, and then
repeat the steps in this section to add additional sser

When you have finished adding users, click OK. The User Summary panel
displays a list of the user groups and users that you ad@etional.
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About Associations
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You can set up Associations to help organize the equipment th&G&C

manages. Each Association includes a Category, which is theviep
organizational group, and its related Elements, which are subsets of a Category.
For example, you mdyave Raritan devices that manage target servers in data
centers in America, Asia Pacific, and Europe. You could set up an Association
that organizes this equipment by location. Then, you can customize #&3CC

to display your Raritan devices and nodesading to your chosen
CategorylLocation, and its associated Elemenfamerica, Asia Pacific, and

Europe, in the GSG interface. You can customize theSI&to organize and
display your servers however you like.

Association Terminology

I Associations the relationships between categories, elements of a
category, and nodes and devices.

I Category a variable that contains a set of values called elements. An
example of a category is Location, which may have elements such as
G! YSNRAOI ¢ FyR al @Al tl OAFAOPE ' y2iKSNI SE
GKAOK Yl & KIF@S St SYSW s yahdEGK 2HNI G 2A A YHEEXDE &
1 Elementsi KS @I fdzSa 2F I OFiS3I2NED® C2NJ SEI YL
0St2y3a (2 GKS a[20FdA2yé¢ OFGSa2NRBO®

Associations Defining Categories and Elements

Raritan devices and nodes are organized by categories and elements. Each
category/element pair is assigned to a device, a node, or both.

A category is a group of similar elements.

Category Elements
OS Type Unix, Windows, Linux

Department Sales, IT, Engineering
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Policiesalso use categories and elements to control user access to servers. For
example, the category/element pair Location/America can be used to create a
Policy to control user access to servers in AmericaP8éeies for Access
Control(on page201).

You can assign more than one element of a category to a node or device via
CSV file import.

As you add devices and nodes to8&, you will link them to your predefined
categories andlements. When you create node and device groups and assign
policies to them, you will use your categories and elements to define which
nodes and devices belong in each group.

How to Create Associatits

There are two ways to create associations, Guided Setup and Association
Manager.

1 Guided Setup combines many configuration tasks into an automated
interface. Guided Setup is recommended for your initialSGC
configuration. Once you have completed Guldgetup, you can always
edit your configurations individually. S@®nfiguring C&G with Guided
Setup(on pagez6).

1 Association Manager allows you to work only with associations, and does
not automate any configuration tasks. You can use Association Manager to
edit your Associations after using Guided Setup, too./Aklng, Editing,
and Deleting Categories and Elemer{tsn page35).

Adding, Editing, and Deleting Categoriasd Elements

Raritan.
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Association Manager allows you to add, edit, or delete Categories and
Elements.

Note: By default, GEG keeps default category names "System Type" and "US
States and territories" in English.

Add a Category

To add a category:
Choose Associations > Association.
Click Add. The Add Category window opens.

Type a category name in the Category Name field N&eming
Conventiongon page44?2) for details on C&G's rules for name lengths.

4. Select the Data Type for Elements.

w N =Y

A Select String ithe value is read as text.
A Select Integer if the value is a number.
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5. Inthe Applicable For field, select whether this category applies to: Devices,
Nodes, or Device and Nodes.

6. Click OK to create the new category. The new category name appears in
the Category Name field.

Delete a Category

Deleting a category deletes all of the elements created within that category.
The deleted category will no longer appear in the Nodes or Devices trees once
the screen refreshes or the user logs out and then logs back in®GCC

> To delete a category:
Choose Associations > Association.

2. Click the Category Name drajfown arrow and select the category you
want to delete.

3. Click Delete in the Category panel of the screen to delete the category. The
Delete Category window opens.

4. Click Yeto delete the category.

Add an Element

» To add an element:
Choose Associations > Association.

2. Click the Category Name dralown arrow and select the category to
which you want to add a new element.

3. Click the Add a new row icon.

4. Type the new element name in the blank row. Saming Conventions
(on paged4?) for details on C&G's rules for name lengths. Element
names are cassensitive.

5. Click OK to save your changes.

Adding Categories and Elements with CSV File Import

You can add categories and elements teS&GCby importing a CSV file that
contains the values. You must have the User Security Management and CC
Setup and Control privileges to import and export categories and elements.

36 Raritan.
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Categories and Elements CSV File Requirements

The categories and elements CSV file defines the categories, their associated
elements, their type, and whether they apply to devices, nodes or both.

1 AllCATEGORY aBATEGORYELEMENT records are related. A CATEGORY
record must have one or more CATEGORYELEMENT records.
1 CATEGORYELEMENT records can be present without a corresponding
CATEGORY record if that CATEGORY already exis&Gn B8 example, if
you are addingnore elements to an existing category, then you do not
have to include a row to redefine the category that the new elements
belong to.
1 Export a file from GSG to view the Comments, which include all tags and
parameters needed to create a valid CSV SkeeExport Categories and
Elements(on page38).
1 Follow the additional requirements for all CSV files. Semmon CSV File
Requirementqon page410).
P> To add a category to the CSV file:
Column 1 Column 2 Column 3 Column 4 Column 5
ADD CATEGORY Category Name  Type Apply
Values: Values:
A Integer A Nodes
A String A Devices
Default is A Both
String. Default isBoth .
> To add an element to the CSV file:
Column 1 Column 2 Column 3 Column 4
ADD CATEGORYELEMEN' Category Name Element Name

Raritan.
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Sample Categories and Elements CSV File
ADD, CATEGORY, OS, String, Node

ADD, CATEGORYELEMENT, OS, UNIX

ADD, CATEGORYELEMENT, OS, WINDOWS
ADD, CATEGORYELEMENT, OS, LINUX
ADD, CATEGORY, Location, String, Device
ADD, CATEGORYELEMENT, Location, Aisle 1
ADD, CATEGORYELEMENT, Location, Aisle 2
ADD, CATEGORYELEMENT, Location, Aisle 3

Import Categories and Elements
Once you've created the CSV file, validate check for errors then import it.
Duplicate records are skipped and are not added.

To import the CSV file:
Choose Administration > Import >Import Categories.
Click Browse and select the CSV file to import. Click Open.

w N Y

Click Validate. The Analysis Report area shows the file contents.

A If the file is not valid, an error message appears. Click OK and look at
the Problems area of the page for a description of thebtems with
the file. Click Save to File to save the problems list. Correct your CSV
file and then try to validate it again. S&eoubleshoot CSV File
Problems(on page412).
4. Click Import.
5. Check the Actions area to see the import results. Items that imported
successfully show in green text. Items that failed import show in red text.

Items that failed import because a duplicate item already existsas w
already imported also show in red text.

6. To view more import results details, check the Audit Trail report./ARekt
Trail Entries for Importingon page411).

Export Categories and Elements

The export file contains comments at the top that describe each item in the file.
The comments can be used as instructions for creating a file for importing.

To exportcategories and elements:

Choose Administration > Export > Export Categories.

Click Export to File.

Type a name for the file and choose the location where you want to save it
Click Save.

BwpNp Y
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The first time you save the file in Excel, you must choose Save As and MAKE
SURE to select CSV as the file type. After that, Excel will continue to save the
file as CSV.

If you don't set the file type correctly, the file will be corrupted and cannot
be usd to import.

Raritan. 30
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To add Raritan PowerStrip Devices that are connected to other Raritan devices
to CCSG, sedanaged Powerstripgon page99).

Note: To configure iLO/RILOE devices, IPMI devices, Dell DRAC devices, IBM RSA
devices, or other neRaritan devices, use the Add Node menu and add these
items as an interface. S&odes, Node Groups, and Interfacés pagel04).
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Viewing Devices

Raritan.
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Click the Devices tab to display all devices undeBG@nanagement.

Modes Users Devices
B & koc3-53-229
B B Lx-59-42

- I3l cc-sG-E1-59-66-local-port
- & Dominion_LX_Port2

- 48 Dominion_LX_Port3

- @ Dominion_LX_Port4

- U8l Dominion_LX_Ports

- & Dominion_LX_Ports

- i Dominion_LX_Port7

- [ Dominion_LX_Ports

- U8l Dominion_LX_Ports

- |45 Dominion_L¥_Port10

- i Dominion_L¥_Port11

- [ Dominion_LX_Port12

- [ Dominion_L¥_Port13

- i Dominion_L¥_Port14

- i@ Dominion_L¥_Port15

- U8l Dominion_LX_Port16

- |@ LX-59-42 Power Supply

®- B px-57-28

Each device's configured ports are nested under the devices they belong to.
Devices with configured ports appear in the list with a + symbol. Click the + or
to expand or collapse the list of ports.

Device and Port Icons

For easier identification, KVM, Serial, and Power devices and ports have
different icons in the Devices tree. Hold the mouse pointer over an icon in the
Devices tree to view a tool tip containing infieation about the device or port.

Icon Meaning

£

Device available

g KVM port available or connected

& KVM port inactive

=) Serial port available

= Serial port unavailable

== Ghosted port (See RaritarParagon Il Usel
Guidefor details on Ghosting Mode.)
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Icon Meaning
& Device paused
- Device unavailable
Power strip
Outlet port

Blade chassis available
DSAM port available

Blade chassis unavailable
DSAM port unavailable

Blade server available

& &

Blade server unavailable

Port Sorting Options

Configured ports are nested under their parent devices in the Devices tab. You
can change the way ports are sorted. Ports arranged by status are sorted
alphabetically within their connection status grouping. Devices will also be
sorted accordingly.

P> To sot the ports in the Devices tab:
Choose Devices > Port Sorting Options.

2. Select By Port Name, By Port Status or By Port Number to arrange the
ports within their devices alphabetically by name or by availability status or
numerically by port number.

Note: For blade servers without an integrated KVM switch, such as HP
BladeSysterservers, their parent device is the virtual blade chassis th&8&C
creates, not the KX2 device. These servers will be sorted only within the virtual
blade chassis device so they will not appear in order with the other KX2 ports
unless you restore thefdade servers ports to normal KX2 ports. Restore

Blade Servers Ports to Normal KX2/KX3 Pdas page72).
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Device Profile Screen

When you select a device in the Devices tab, the Device Profile screen appears,
displaying information about the selected device.

When a device is down, the information in the Device Profileestig
read-only. You can delete a device that is down. Beteting a Devicéon page
62).

1B s 192 16R02 500443 - CommandiCester]F) Seare Gaiewty a "

Gecws Gatemay Uiers Qeeicss Neded Addagutars Beperts Acosss Admnalalion Sysem Manenance Yew Windon Hek
b g BEAEQRREE RS Server Time: 03:48 (GNT-05:00]
Roder | Users | Devicas Part Prafiie: EVM x

W Coemmian_KX3_Part]
i Dominian_KX3_Part
A Dominian_KX3_Part

|z|: HMease wsbsct part prapsrhes ba vpcate
L

R Dominian_EX3_Parti bl

{8 Cominian_KX3_Parts Port Hame:* Part Btatug: Avaisnigy
{8 Dominian_KX3_Parts || Port1ael e ] Ldke

i Dominian_KX3_Parkl Rartsn Part 10 Poit Momites

;:dnununan KHI_Park; P_umdaduu:nr_:: :“ |

ﬂ 2::::: ::: 2: i'.'l-f:uiilnllfllrrﬁil: :.'IN Fammare Varmian: C1H Fardsars Vernian:
e Dominian_KX3_Parks s .l 42

ﬁ Dominian, KX3 Fark: Ciwvics Hame Devce Trge:

iH Dominian_K¥3_Fart: b‘.':] 5% H!I Dermunms KX

i Domminian_KNI_Partl ||| Bigvics [P o Heatnams e 1Pl Addrape:

A ovm-pa #2166 58229 o7 ac kel 1030: 20d: 54N S0y B 352

x1-58-323 P H
:‘ = e Accsnn Apphcabon:
i -1 0L-Lacsl
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i 52-224-Lacsl
a8 @ eusrm
| Qutiet L

¥ Search Far Oevice
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Click a live port of the connected device to see the information about the
connected CIM.

Note: The CIM information will not be seen when CIM is removed.

> Associations tab

The Associations tab contains all categories and elements assigned to the node.
You can change the associations by making different selections. See
Associations, Categorieand Elementgon page34).

> Location & Contacts tab

The Location & Contacts tab contains information about a device's location and
contact information, such as phomeimbers, that you may need when working
on a device. You can change the information in the fields by typing in new
information. SeéAdding Location and Contacts to a Device Profde page

61).

> Notes tab

The Notes tab contains a tool that enables users to leave notes about a device
for other users to read. All notes display in the tab with the date, username,
and IP address of the user who added the note.

If you have the Device, Port, and Node Managengeivilege, you can clear all
notes from the node profile by clicking Clear.

SeeAdding Notes to a Device Profilen pagetl).

> Blades tab

Blade chassis nodes, such as IBM BladeCenter, include the Blades tab. The
Blades tab contains information about the blade servers residing in the blade
chassis.

In addition to viewing the blade and connected CIM information, you can
configure the unconfigied blade servers by selecting the checkboxes that
correspond to them in this tab.

SeeConfiguring Slots on a Blade Chassis Deicepage69).

Topology View

Topology View displays the structural setup of all connected appliances in your
configuration.

Until you close the Topology View, this view replaces the Device Profile screen
that normally appears when a devicesislected.

> To open the topology view:

1. Click the Devices tab and select the device whose topological view you
want to see.
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2. Choose Devices > Device Manager > Topology View. The Topology View for
the selected device appears.

A Click + or to expand or collapse the view.

Right Click Options in the Devices Tab

You can rightlick a device or port in the Devices tab to display a menu of
commands available for the selected device or port.

Searching for Devices

The Devices tab provides the ability to search for devices within the tree.
Searching will only return devices as results and will not include port names.
The method of searching can be configured in My Profile C3eage your
default search preferencéon pagel98).

To search for a device:

At the bottom of the Devices Tab, type a search string in Search For Device
field, then press the Enter key.

1 Wildcards are supported in the search string. ®éiklcards for Searckon
page4bs).

Wildcards for Search

Wildcard Description

? Indicates any character.

[-] Indicates a character in range.

* Indicates zero or more characters.

Wildcard Examples

Example Description
KX? Locates KX2, and KXZ, but not KX:
KX* Locates KX2, KX, and KX2Z.

KX[B9][0-9]T Locates KX95T, KX66T, but not KX
and KX5PT.

Raritan. *
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Discovering and Adding IPv6 Network Devices
IPv6 must be enabled to discover and add IPv6 network devices. See
Configuring the CGG NetworkKon page250)
Over IPv6, CSG can discover and add:

KX4101

SX2: SeAdding SX2 by Hostnam(en pages6)

KX3

KX2 release 2.5 or later

KSX2 2.5 or later

KX2101-V2 3.5 or later

IPV6 is not supported for Dominion SX devices.

= =4 -4 —a A -1

If you attempt to add a supported device with an earlier versionrSGGwill
alert you with a message.

"Device firmware does not support €G communicating on a IPv6 address.
You maytry upgrading the device. Do you wish to continue adding the device?
If so device will be managed only on IPV4 address.”

You must upgrade the device to the supported release to operate with IPv6
under CESG management.

When adding devices via CSV file amipall information in messages is logged
to the audit trail report. Sedudit Trail Entries for Importingon page411).

Configure the DNS Server to Listen on IPv6
CGSG uses DNS when a device is added using a hostname.

Make sure the DNS server is listening on the same address tHaGC@as
configured for the DNS. The DNS is configured in Admatist >
Configuration, Network Setup tab. S€enfiguring the C&G Networkon
page250).

Refer to http://technet.microsoft.com/erus/library/cc783049(ws.10).aspx for
details These instructions are an example for a Windows DNS server, where
CCSG is configured with an IPv6 address for DNS.

To configure the DNS server to listen on IPv6:

Install Windows Support Tools.

Open the command prompt.

Type the following command: dnscmd /config /EnablelPv6 1

Ao pNpE Y

Restart the DNS Server service.
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Discovering Devices
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Discover Devices initiates a search for all devices on your netwosk. Aft
discovering the devices, you may add them teSIZif they are not already
managed.

>

To discover devices:
Choose Devices > Discover Devices.

Type the range of IP addresses where you expect to find the devices in the
From Address antlo Address fields. The To Address should be larger than
the From Address. From and To field are-populated with the IP range

of the local subnet or local link.

Note: The prgopulated range may be very large. You can euitfields,
or click Stop once discovery begins to stop the search.

When operating in IP Isolation mode, the broadcast/multicast will apply to
both the eth0 and ethl interfaces. The specified address range is used to
filter the display of discovered devices.

Select the Broadcast discovery checkbox if searching for dewicts
same subnet on which €&G resides. Clear Broadcast Discovery to
discover devices across different subnets.

To search for a particular type of device, select it in the list of Device types.
By default, all device types are selected. Use CTRLtecBelect more
than one device type.

Select the Include IPMI Agents checkbox to find targets that provide IPMI
power control.

Click Discover to start the search. At any time during the discovery, you can
click Stop to discontinue the discovery processc@®isred devices appear

in a list. When operating in duatack mode, the list includes hostname,

IPV6 address, and IPV4 address for each discovered device.

To add one or more discovered devices teSLE; select the devices from

the list and click Add. Thidd Device screen appears with some of the

data already populated.

If you selected more than one device to add, you can click Previous and

Skip at the bottom of the screen to navigate through the Add Device

screens for the devices you want to add.

The Adl Device page is different for different device types. See the

instructions on adding each device type-8G discovered.

A For KVM or Serial devices, skad a KVM or Serial Devig¢en page
49).

A For Powerstrips, se&dd a PowerStrip Devio@n page51).

A For Dominion PX powerstrips on the IP network, Add a Dominion
PX Devicéon pagebl).
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9. Click Apply to add a discovered device and continue to the next discovered
device. Click OK to add the current discovered device and stop the process
of adding the discoveredayices.

Adding a Device

Devices must be added to G before you can configure ports or add

interfaces that provide access to the nodes connected to ports. The Add Device
screen is used to add devices whose properties you know and can provide to
CGCSG. To search for devices tdause the Discover Devices option. See
Discovering Device@®n page4?).

To add Raritan PowerStrip Devices that are connected to other Raritan devices
to CGSG, sedManagedPowerstrips(on paged9).

> To add a device to CEG:
Choose Devices > Device Manager > Add Device.

Click the Device Type drafpwn arrow and then select the type of device
you are adding from the list. Depending on the device type you select, you
will see a slightly different Add Device page.

1 For instructions on adding KVM or serial devices AdeaKVM or Serial
Device(on page49).
1 For instructions on adding Powerstrip devices, Add a PowerStrip
Device(on pagebl).
1 For instructions on adding Dominion PX devices Agiba Dominion PX
Device(on pagebl).
Add Device

(i‘) Please enter device name.

Device | ype:

Dominion KSX2 Y
Dominion KSX2
Dominion KX2
Naminian KX2-101
Dominion KX3

Dominion KX4-101

Dominion PX
Dominion SX
Oominion SX2
PowerStnp
Raritan PX iPDU
ServerTech POU
ServerTech PRO3X
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Add a KVM or Serial Device

KVM and serial devices may support 2ZB6AES encryption, which €3G also
supports. If the device is set to the default encryption mode "awtgotiate”,
the device will negotiate with GEG to select an appropriate encryption level
to function with CESG.

Note: Before adding devices, check that the Security Settings > Login
Limitations > Enable Single Login Limitation is disabled on the device. This
setting prevents consistent, successful connections when the device is managed
by CESG.

Add Device

® Please enter device name.

Device Type:

|D0n‘|ini0n Kx2 =

Device Name:* Device IP or Hostname:™®

| | | Configure All Ports

A
{
Username:* Password:™* {

Heartbeat (seconds):* Discovery Port: *
5000 [ allow Direct Device Access

Description:
[

=P |

1. Type a name for the device in the Device nhame field.N&aming
Conventiongon paged4?2) for details on C&G's rules for name lengths.

2. Type the IP Address or Hostname of the device in the Device IP or
Hostname field. Se€erminology/Acronymgon page2) for hostname
rules.

Note: If the device supports IPv6, &iscovering and Adding IPv6
Network Deviceqgon page46)

Note about SX2: You must add SX2 devices with hostname instead of IPv6
address, because connections via IE 11 fail if IPv6 address is used. For more
details, seéddding SX2 by Hostnamen page56).

3. Type the number of the TCP communication port used to communicate
with the device in the Discovery Port field. The maximum is five numeric
characters, from 1 to 65535. The default port number for nfeatitan
devices is 5000.

4. Type the name used to log into this device in the Username field. The user
must have administrative access.

5. Type the password needed to access this device in the Password field. The
user must have administrative access.

6. Type the time (in seconds) that should elapse before timeout between the
new device and GE8G in the Heartbeat timeout (sec) field.

Raritan. *
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10.

11.

12.

13.

14.

When addinga KX4101, KX3, KSX2, SX, SX2, KX2 version 2.2 or later, or
KX2101-V2 version 3.5 or later device, the Allow Direct Device Access
checkbox enables access to targets directly through the device even while
it is under C&G management.

Type a short descrifpn of this device in the Description fiel@ptional.

Select the Configure all ports checkbox to automatically add all ports on
this device to the Devices tab and to create a Node for each port on this
device in the Nodes tab.

A Corresponding nodes and gis will be configured with matching
names.

A A new node will be created for each port and an-oftband interface
will be created for that node except for a blade chassis node or a
generic analog KVM Switch node.

A A node may or may not be created for a Bachassis appliance or
generic analog KVM switch connected to a KX2 or KX3 port, depending
on whether an IP address or hostname for the blade chassis or generic
analog KVM switch has been entered in KX2. See the KX Il or KX IlI
User Guide. A Web Browseterface is assigned to a blade chassis
node in CESG by default.

A A virtual blade chassis device will be created in the Devices tab for
blade servers that are directly connected to KX2 ports, if blade port
groups have been configured properly for these lelagrvers in KX2
or KX3. See the KX Il or KX Il User Guide.

A list of Categories and Elements can be configured to better describe and
organize this device and the nodes connected to it. Associations,
Categories, and Elemen{sn page34).

For each Category listed, click the Element ddop/n menu, and then
select the element you want to apply to the device from the list. Select the
blank item in the Element field for each Category you do not want to use.

If you want to assign the Element to the related nodes as well as the
device, select the Apply to Nodekeckbox.

If you do not see the Category or Element values you want to use, you can
add more through the Associations menu. ®&sociations, Categories,
and Elementgon page34).

When you are done configuring this device, click Apply to add this device
and open a new blank Add Device screen that allows you to continue
adding devices, or ckcOK to add this device without continuing to a new
Add Device screen.

If the firmware version of the device is not compatible with&&; a
message appears. Click Yes to add the device4®&ou can upgrade
the device firmware after adding it to €35 SeeUpgrading a Devicéon
page88).
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Add a PowerStrip Device

The process of adding a PowerStrip Device t&Garies, based orhigh
Raritan device the powerstrip is connected to physically.\daeaged
Powerstrips(on page99).

Add Device

@ Flease enter powerstrip name.

Device Type:

|PowerStrip -

Power Strip Name: * Number Of Outlets:

| ||8 v| Configure All Outlets o

Description:

To add a Dominion PX that is not connected to another Raritan devicAdsee
a Dominion PX Devidgen page51).

Add a Dominion PX Device

Choose the Dominion PX option when adding a Dominion PX1 deviceS6.CC
If you have PX2 or PRDUs, use the Dominion PX iPDU option./Atkka
Raritan PX iPDU Deviden page53).

Dominion PX devices are powerstrips that are connected only to your IP
network. A Dominion PX device is not managed by another Raritan device. If
you want to add a powerstrip that is managed by another Raritan device, there
is a different procedure. Sedanaged Powerstripgon page99).

Add Device

@ Please enter device name. l
Device Type:
|D0minion PX ~
Device Name: * IP Address/Hostname: * Heartbeat: *
| || ||EDD | Configure All Gutlets
Username:* Password:*
| | I | 4
Dlescription: }
L ————— ey -

1. Type a name for the device in the Device Name fiskENaming
Conventiongon page442) for details on C&G's rules for name lengths.

2. Type the IP Address or Hostname of the device in the IP
Address/Hostname field. S8&rminology/Acroryms(on page?) for
hostname rules.

3. Type the name used to log into this device in the Username field. The user
must have administrative access.

4. Type the password needed to access tlésice in the Password field. The
user must have administrative access.
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Warning: CESG will lose connectivity with the Dominion PX device if the
username or password changes. If you change the password on the PX, you
must modify the password for the P&uice in CSG. SeEditing a Device

(on pages8).

Type a short description of this device in the Description fi@jotional.

Select the Configure All Outlets checkbox to automatically add all outlets
on this Dominion PX to the Devices tab.

A list of Categories and Elements can be configured to better describe and
organize this device.

A For each Category listed, select the element you want to apply to the
device from the list. Select the blank item in the Element field for each
Category you d not want to use.

A If you do not see the Category or Element values you want to use, you
can add others. Se&ssociations, Categories, and Elemefis page
34).
When you are done configuring this device, click Apply to add this device
and open a new blank Add Device screen that allows you to continue
adding devices, or click OK to add this device without continuing to a new
Add Device screen.
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Add a Raritan PX iPDU Device

Choose the Raritan PX iPDU option when adding PX2 or PX3 PDLSGoI€EC

you have Dominion PX1 PDUs, choose the Dominion PX optioAd8ee

Dominion PX Devicgn page51).

Raritan PX iPDU devices are PX2 or PX3 PDUs that are connected only to your IP
network. Once you add the Raritan PX iPDU and configure the outlets as shown
here, you can associate nodes with outlets. Users can perform power control

on these nods in CESG. The power control menus in the KVM and Serial

Clients will not work.

» To add a PX2 or PX3:

Add Device

@ Please provide values for the required device parameters.

Device Type:

Device Name:* IP Address/Hostname:*

[px3 | [192.168.1.1 | Caonfigure All Outlets
Username:* Password:*

|adrnin | |........ |

SNMP Version: * Heartbeat:*

120

SNMP v1/v2c Parameters:

Read-0Only Community:® |public | Read-Write Community:* |private

SNMP v3 Parameters:

Authentication Protocol: I:I Authentication Passphrase: | |
Privacy Protocol: I:I Privacy Passphrase: | |

Description:

e e et b bttt e e B b ettt e b b b A e bt i A ot b s b 4§ gl Bkt s i bt n e

1. Select Raritan PX iPDU.

2. Type a name for the device in the Device Name field N&aring
Conventiongon page442) for details on C&G's rules for name lengths.

3. Type the IP Address or Hostname of the device in the IP
Address/Hostname field. S8&rminology/Acronymgon page?) for
hostname rules

4. Type the name used to log into this device in the Username field. The user
must have administrative access.

5. Type the password needed to access this device in the Password field. The
user must have administrative access.

6. Select the PDU's SNMP Versiof2clor 3, then enter the parameters:

A SNMP v1/2c: Enter the Re&@hly Community and Readfrite
Community strings.
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10.

11.

A SNMP v3: Enter theuwthentication Protocol, Authentication
Passphrase, Privacy Protocol and Privacy Passphrase.

Type a short description of this device in the Description fi@jotional.

Select the Configure All Outlets checkbox to automatically add all outlets
to the Devies tab.

A list of Categories and Elements can be configured to better describe and
organize this device.

A For each Category listed, select the element you want to apply to the
device from the list. Select the blank item in the Element field for each
Categoy you do not want to use.

A If you do not see the Category or Element values you want to use, you
can add others. Se&ssociations, Categories, and Elemefis page
34).
When you are done configuring this device, click Apply to add this device
and open a new blank Add Device screen that allows you to continue
adding devices, or click OK to add this device without continuing to a new
Add Device screen.

When the outles have been configured, associate each outlet with the
node it powers. Semterfaces for Power Control using Managed
Powerstrips and PDU@n pagel43).

Add a ServerTech PDU or ServerTech PRO3X

CCSG supports several ServerTech PDUs. Select the correct Device Type for
your model and configuration.

ServerTech PDUncludesServerTech CDU1 and PRO2 PDUs

A Linking configurations are supported. Link units must be physically
connected to the Master Unit before you add the PDU teSGC After
adding the PDU to G&G, if the physical connectivity of Master and
Link is changed, yauust delete the PDU from €85 and add it again.

ServerTech PRO3MKcludes only the ServerTech PRO3X

A Single PDU configurations only. Linking, Bridging, and
primary/secondary configurations are not supported in8&.
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» To add a ServerTech PDU or ServerTech PRO3X:

Add Device

® Please provide values for the required device parameters.

Device Type:

ServerTech PDU  ~

Device Name:* 1P Address/Hostname: *

[ServerTechPRO | [r92.168.55.155 | Configure All Outlets
Username:
‘admm ‘
SNMP Version: * Heartbeat:*
SNMP w1/v2c Parameters:
Read-Only Community: ‘ ‘ Read-Write Community:*
SNMP w3 Parameters:
Authentication Protocol: |MD5S ¥ | Authentication Passphrase: | oooooooo |

Privacy Protocol: Privacy Passphrase: | -------- |

Description:

1. Select the correct Device Type for your PDU: ServerTech PDU or
ServerTech PRO3X.

2. Type a name for the device in the Device Name field N&ering
Conventiongon page44?2) for details on C&G's rules for name lengths.
3. Type the IP Address or Hostname of the devic&@lP

Address/Hostname field. S8&rminology/Acronymgon page2) for
hostname rules.

4. Use the Username field for an SNMPv3 username. PRO3X also requires a

password.
5. Select the PDUSNMP Version: 1/2c or 3, then enter the parameters:

A SNMP v1/2c: Enter the Re&hly Community and Readfrite
Community strings.

A SNMP v3: Enter the Authentication Protocol, Authentication
Passphrase, Privacy Protocol and Privacy Passphrase.

6. Type a short dscription of this device in the Description field. Optional.

7. Select the Configure All Outlets checkbox to automatically add all outlets
to the Devices tab.

8. Alist of Categories and Elements can be configured to better describe and

organize this device.

9. Fa each Category listed, select the element you want to apply to the
device from the list. Select the blank item in the Element field for each
Category you do not want to use.

10. If you do not see the Category or Element values you want to use, you can

add others. Sed\ssociations, Categories, and Elemefs page34).
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11. When you are done configuring this device, click Apply to add this device
and open a new blank Add Device screen that allows you to continue
adding devices, or click OK to add this device without continuing to a new
Add Device screen.

12. When the outlets havéeen configured, associate each outlet with the
node it powers.

Adding a Device by Hostname

Adding a device by hostname only implies that the deviceSG@nd the client
are all in the same domain. If they are not all in the same domain, add the
device using the fully qualified domain name (FQDN). This will alle8GXG
provide the FQDN whemanterface is launched.

When adding a duadtack enabled device by hostname, if the hostname
resolution does not return both the IPV4 and IPV6 addresses, the device should
be added by IP address instead-8& will display a message to alert you that

the hostname could not be resolved to both addresses.

Adding SX2 by Hostname

You must add SX2 devices with their hostname instead of IPv6 address,
because connections via IE 11 fail if IPv6 address ik use

The SX2 hostname must contain a period, such as:
https://sxdevice.company.org/

Hostnames without a period, such as https://sxdevice/ may prevent IE from
loading HSC properly. IE may put the page in the intranet zone, which does not
work properly.

P> Soltions that prevent these issues:

Add the SX2 with a fully qualified hostname.domain_name. This will put it
into the internet zone rather than the intranet zone.

2. Disable Compatibility mode for intranet access. Instructions on how to do
this can be found here :

https://www.sonicwall.com/spport/knowledgebase/howto-turn-off-co
mpatibility-view-mode-in-microsoftiel0-and-ie11-for-accessinggmsand-a
nalyzer/170502904412584/
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Adding a KX3 or KX#01 Device with DSAM

When you add a Dominion KX3 or KO device with a Dominion Serial
Access Module (DSAM) connected to it, the DSAM will be detected
automatically by CSG.

SeeAdd a KVM or Serial Devigen page49).
W Devices

Device Profile: DSAM

\ld Dominian_KG3_Pertd (7} Please provide device properties ta change.
{3 Dominian_KX3_Port12 )
{H Dominian_k03_Portis
{5 Dominion_kX3_Port1% DSAM Marmar™ 1P Addressiastname:
il Dominion_K3X3_Port20n CeSAMY |
Number of Shots:

&l Dominign_ko(3_Port22
\H Daminian_kx3_Port24

Managing Device Name:
(x3-832

i

Nade Name: 08

& Dominian_KX3_Port25 e
i Dominion_k3(3_Fort26
T8 Bominian_kx3_Portit
{E pominien_koc3_pen3z
B (@ OFXRS-15(0FXRE-15)

5 Dominian_KX3_Port21

Associations | Location & Contacts | Mates [ DSAM Ports

E Device: Associations
B8 05AMZ Part 3
B CEAM2 Fort 2
B poAMD Part 3
B9 psamz Fort 4
B i} psama(osany)

O DsAM3 Port 1
B osam3 Port 2
2 SAMY Port 3
B3 DSAM3 Port 4

Category

i K¥3-832 Power Swooly

Modes Users | Dewvices |_

B & kx2

=- E kx3dsam

:E Dominion_KX3_Portg
- 15 Dominion_KX3_Port7
- 1i& Dominion_KX3_Port8
- i@ Dominion_KX3_Ports
- i@ Dominion_KX3_Port10
- {15 Dominion_KX3_Port11
- Ui Dominion_KX3_Port12
15 Dominion_KX3_Port13
- i@ Dominion_KX3_Port14
- 15 Dominion_KX3_Port15
5 Dominion_KX3_Port16
- i@ Dominion_KX3_Port17
- i@ Dominion_KX3_Port18
- {15 Dominion_KX3_Port19
- [i& Dominion_KX3_Port20
- i@ Dominion_KX3_Port21
- i@ Dominion_KX3_Port22
- 15 Dominion_KX3_Port23
- [I& Dominion_KX3_Port24
- i@ Dominion_KX3_Port25
- i@ Dominion_KX3_Port26
1E Dominion_Kx3_Port27
- [i& Dominion_KX3_Port28
- i@ Dominion_KX3_Port29
- i@ Dominion_KX3_Port30
- {15 Dominion_KX3_Port31
- [i& Dominion_KX3_Port32
B i, DSAM3(DSAMS)

- B8 DSAM3 Port 1

BB DsAMS Port 2

- B9 DSAMS Port 3

i B DSAM3 Port 4
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Editing a Device
You can edit a device to rename it and modify its properties, including the
change of a PX device's username and password.

Changes made to a device profile are logged to the audit trail, including Device
Name, Device IP/Hostname, Discovery Port, HTTPHPDRPS Port, Subnet

Mask, Default Gateway, Allow Direct Device Access, Heartbeat, Associations,
and Locations. Se&udit Trail Repor{on page235).

P> To edit a device:
Click the Devices tab and select the device you want to edit.
In the Device Profile page, change the parameters as needed.

A When a device is operating in desthck mode, you can edit the
IPV6 address, Prefix Length, and IPV6 Default Gateway.

A If a device is operating with DHCP, setting an IPv4 address will
configure the IPv4 address as static.

A If a device is operating with Rtau Discovery, setting an IPv6
address will configure the IPv6 address as static.

3. Click OK to save your changes.
4. To set password of a device:

Configuring Administrator Psswords of the Devices

You can set any user password (admin or-admin) of supported devices
from CommandCenter Secure Gateway.

1. Click the Devices tab and select the device you want to set the password
for.
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2. Click Devices > Device Maea > Set User Password

Gecure Gatewsy Qu-f!mhad-! Assogietions Beports Access Administration System Maintenante Yiew Window Melp

P> 2 sia Server Teme 20 38 (GMT-05 00

Qiscover Devices

g9 = Ml

M add Device

Delete Device X
Pact Manager » Btk Copy
Part Sarting Optians M) Wegrade Device —‘
I Corfiquration »

[[iodes | ners |
@ § s

Change View

| New Passmord
I Regtart Device —|
Ping Dewce
Pause Management

Launch Admin

Dixcopract Usery

Seb Lser Pasawand

'¥ Search For Device
[ Coniat cxbend be Lo A;irl ot Fuvemard ]’ Cancal I

ety [ User admin | English twnited States)

3. Enter the Username, New password,and Retype password for verification
then click Set Password.

Raritan

Secure Gateway Users Devices Nodes Assogiations Reports Access 4 System View Window Help

B SGEEERBTHE RO Server Time: 10:52 (GMT-05:00)

[TNodes | users | Devices |  SetUser Password x
B & kx3-53-74

E KX3-59-231 Username: *

& KX3-232-Pete [ ]

& § Kx3-Blade _ New Password: *

& loc-monica) = |

B & kx4 .
S X2 Retype New Password: *

B px2-2166R L ]
& sx

& 5x2-59-110

¥ Search For Device

| Set Password ” Cancel

Ready | User: admin | English (United States)
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Change the HTTP and HTTPS Ports for a Device

Change the HTTP and HTTPS ports for the following devices:
KX4101

KX3

KX2

KSX2

KX2101-V2

SX2

CGCSG propagatethe new port numbers to the device.

= =& —a —a -—a -8

The new ports will be used for communication betweenSi&and the device,

or for communication by client applications, such as AKC and VKC, directly with
the device. The new port numbers are not used for communicdiemween

the user's client computer and €355.

To change the HTTP and HTTPS ports:

Click the Devices tab and select the device you want to edit.

In the Device Profile page, tm new values for HTTP and HTTPS port.
Click OK.

w N Y

Editing a PowerStrip Device or a Dominion PX Device

You can edit a Managed PowerStrip device or a Dominion PX deviceatogen
it, modify its properties, and view outlet configuration status.

P> To edit a powerstrip device:
Click the Devices tab and select the PowerStrip device you want to edit.

2. Type the new device properties in the appropriate fields os tdreen. If
necessary, edit the Categories and Elements associated with this device.

3. Click the Outlet tab to view all outlets of this PowerStrip.

4. If an outlet is associated with a node, click the Node hyperlink to open the
Node Profile.

5. If an outlet is asociated with a node, select the outlet, and then click
Power Control to open the Power Control screen for the associated node.

6. To delete an outlet, deselect the checkbox next to the outlet name.
7. To configure an outlet, select the checkbox next to the etutime.

8. Click OK to save your changes. A message appears when the device has
been modified.
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Adding Notes to a Device Profile

You can use the Notes tab to add notes about a device for other users to read.
All notes display in the tab with the date, username, and IP address of the user
who added the note.

If you have the Device, Port, and Node Management privilege, you caraetllear
notes that display in the Notes tab.

P> To add notes to the device profile:

1. Select a device in the Devices tab. The Device Profile page opens.
2. Click the Notes tab.

3. Type your note in the New Note field.

4. Click Add. Your note appears in the Notes list.

> To clear all notes:

1. Click the Notes tab.

2. Click Clear Notes.

3. Click Yes to confirm. All notes are deleted from the Notes tab.

Adding Location and Contacts to a Device Profile

Enter details about the location of the device and conta@drimation for the
people who administer or use the device.

To add location and contacts to a device profile:

Select a device in the Devices tab. The Device Profile page opens.
Click the Location & Contacts tab.

Enter Location informabn.

A Department: Maximum 64 characters.

A Site: Maximum 64 characters.

w N Y

A Location: Maximum 128 characters.
4. Enter Contacts information.

A Primary Contact Name and Secondary Contact Name: Maximum 64
characters.

A Telephone Number and Cell Phone: Maximum 32 characters.
5. Click OK to save your changes.
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Deleting a Device

You can delete a device to remove it from8G management.

Important: Deleting a device will remove all ports configured for that device.
All interfaces associated with those ports will be removed from the nodes. If
no other interface exists for these nask, the nodes will also be removed
from CCGSG.

To delete a device:
Click the Devices tab and select the device you want to delete.
Choose Devices > Device Manager > Delete Device.

Click OK to delete the device. A message appears when the device has
been deleted.

w N =Y

Cetrtificates for IPv6 Enabled KX Il Devices

To prevent certificate errors with IPxéhabled Rardn devices managed by
CCSG, and added to €%5 with IP address, ensure that the CN in the
certificate has the leading zero suppressed value enclosed in [].

When interacting with a GEG managed Raritan device -8 provides a
"leading zero suppressed &8 in the URL for jar downloads. This means that
certs should have leading zero suppressed value enclosed in [] as the CN.

You could also use the hostname for the KX Il device as the CN, or use Subject

Alternative Names (SAN) in the Certificate SigninguBst (CSR), get that CSR
signed by an external Certificate Authority, and upload that certificate to the
Raritan device.

> Examples:
f  Correct CN:

[fd00:c:d:2400:0:2:3:4]

f Incorrect:
[fd00:c:d:2400::2:3:4]
 Incorrect:

[fd00:000¢:000d:2400:0000:0002:0003:0004]
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Configuring Ports

Raritan.

Abrand of Olegrand’

If all ports of a device were not automatically added by selecting Configure all
ports when you added the devicaese the Configure Ports screen to add
individual ports or a set of ports on the device to-8G.

Once you configure ports, a node is createdCSG for each port, and the
default interface is also created. SMedes Created by Configuring Pofts
page64).

Configure a Serial Port

>

To configure a serial port:
Click the Devices tab and select a serial device.
Choose Devices > Port Manager > Configure Ports.

A If all ports are configured, and you want to change a port's properties,
seeEditing a Port(on page64).

Click a column header to sort the ports by that attribute in ascendirder.

Click the header again to sort the ports in descending order.

Click the Configure button that corresponds to the serial port you want to
configure.

Type a name in the Port Name field. For ease of use, name the port after
the target that is connected to the port. S&laming Conventiongon page
442) for details on C&G's rules for naenlengths.

Type a node name in the Node Name field to create a new node with an
Out-of-Band interface from this port. For ease of use, name the node after
the target that is connected to the port. This means that you will type the
same name in the Port mae and Node Name fields.

Click the Access Application drdpwn menu and select the application

you want to use when you connect to this port from the list. To allow
CGCSG to automatically select the correct application based on your
browser, select Autdetect.

Click OK to add the port.

Configure a KVM Port

>

To configure a KVM port:
Click the Devices tab and select a KVM device.
Choose Devices > Port Manager > Configure Ports.

A Click a column header to sort the ports by that attribute in ascending
order. Click the header again to sort the ports in descending order.

Click the Configure button that corresponds to the KVM port yantwo
configure.
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4. Type a port name in the Port Name field. For ease of use, name the port
after the target that is connected to the port. SBaming Conventiongon
page44?) for details on C&G's rules for name lengths.

5. Type a node name in the Node Name field to create a new node with an
Out-of-Band interface from this port. For ease of use, name the node after
the target that is connected to the port. This means that yalli twpe the
same name in the Port name and Node Name fields.

6. Click the Access Application drdpwn menu and select the application
you want to use when you connect to this port from the list. To allow
CCSG to automatically select the correct applicatmased on your
browser, select Autdetect.

7. Click OK to add the port.

Nodes Created by Configuring Ports

When you configure the ports of a device, a node is created automatically for
each port. An interface is also created for each node.

When a node is automatically created, it is given the same name as the port to
which it is associated. If this node naniesady exists, an extension is added to
the node name. For example, Channell(1). The extension is the number in
parentheses. This extension is not included as part of the character count for
the node name. If you edit the node name, the new name will Istrieted to

the maximum number of characters. Sdaming Conventiongon page442).

Editing a Port

You can edit ports to change various paraeatrst such as port name, access
application, and serial port settings. The changes you can make vary, based on
port type and device type.

P> To edit a KVM or serial port name or access application:

Some ports support only one access application, so you cannot change the
access application preference.

1. Click the Devices tab and select a port you want to edit.
2. Type a new name for the port in the Port Name field, if necessary.

3. Clickthe Access Application dregiown menu and select the application
you want to use when you connect to this port from the list. To allow
CGCSG to automatically select the correct application based on your
browser, select Autdetect.
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4. Click OK to save youraiges.

Geosre GEtewasy Leere Devices fades Asgogabons Asparts fcoets Admirigiraton Spshem Msintssascs Yies @iades  Help

e N EAEODDREE RS Sarver Tirm: 0948 [GHT-05:00) |
Mades | Lhars | Devices Part Profile: KVH ®

il Dafmaracn_KXQ_Portd Fhaicis 882 pavl propaitie 1o updabe

o Darririen_KX)_Pertd @

o Darmirien_Kx)_Peet]

@ bsmiriea_k3a_pert] | [Port Proaerties

0 Damirion_kxd_Peid Pait Mafme: Pt Sated Baamlibibty

o Darrsrden_Kx)_Peetd [PartLd-1

il Darmirien_kx)_Petd Rarian Pert [0 Fort usber!

8 parrion_ya_put B

i Darmarien_kx_Peetd

"0 | €M Sanial Humberi CIM Fismaare Versds CIM Hardwire Wariien
:Eb-imn--:-ﬂ_n:l_#-:-h_ AR
il Damirion_EX]_Portd
B pamirion_ioe]_Patd [ewice Mame Desice Tppe
i Darmardn_KX]_Poetd
ol Darrarana_KE1_Poatd Eevice 1P ar Hagirams Dwsice Bvk dddvess
& -OF [19z.100.59.223 [ 7-2fa: oM 2000 204 0¥: feab: b152

B ENN-EI-2T] Powsr i
o EHa-101-Loal
i Partid-1
S rart1E

o ‘l FRR-HECCEMID-in 20270810 ot 09:49: 3 EDOT:Eeec:CammandCermier Clant ardi/or Com=asdCaster server are’is rurmng develcpmant sersan
o T Lo

B @ rsrar
¥ Cugtlat 1

ooes Applicatian
[Bute: Dontmt =

¥ Search For Davice

P> To edit a KSX2 or SX2 serial port's settings, such as baud rate, flow
control, or parity/data bits:

1. Click the Devices tab and select the serial port you want to edit, or just
select the device that contains the port you want to edit.

2. (Choose Devices > Device Manager > Launch Admin. The device's
administrative page opens.

Click Port Configuration.
Click the serial port you want to edit.
Edit the port settings.

Click OK to save your changes. Close the administrative page and return to
GGSG.

o g s~ w
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P> To edit an SX or SX2 serial port's settings, such as baud rate, flow control,
or parity/data bits:

1. Click the Devices tab and select a port you want to edit. The Port Profile
page opens.
Nodes | Users | Devices Port Profile: Serial
=] 5 SX2-32M @ Please select port properties to update.
€85X2-32M Port-1 1200

3 Sx2-32M Port-2 1800

Port Properties
829 5x2-32M Port-3 2400

Port Name:* Port Status: Availabilty:
&3 Sx2-32M Port-4 4800 BT Pore1 1200 ] - a—
€2 Sx2-32M Port-5 9600 L —
81 Sx2-32M Port-6 19200 Raritan Port ID: Port Number:
B Sx2-32M Port-7 38400 P_SX_000d5d16e13d_0j
&9 SX2-32M Port-8 57600 Device Name: Davics Types

8 5x2-32M Port-9 115200 -

&3 5x2-32M Port-10 230400

& 532-32M T | ot AL%360 Device IP or Hostname: Device [Pv6 Address:
‘i o min,
T [192.168.59.182 | [fdo7:2fa:6cH:2030:0:0:0:200
Baud Rate: Panty/Data Bits:
Flow Control:
[None =]

Interface Type:

dte v

Agcess Apphcapon:
[atovetex  +]

Node Association: $X2-32M Port-1 1200

¥ Search For Device

2. Edit the port sttings.
3. Click OK to save your changes.

Note: Interface type option is available in SX2 2.5.

Port Profile: Serial

Please select port properties to update.

©

-Port Properties

Port Name:* Port Status: Availability:
INode-Sync—SeriaI Port 9 I IDown ]
Raritan Port ID: Port Number:

Device Name: Device Type:

| S5X2-59-110 Dominion SX2

| Device IP or Hostname:
[192.168.59.110

Baud Rate: Parity/Data Bits:

%00~

Flow Control:

None b

Interface Type:

[auto >

Access Application:
[Auto-Detect ¥

Node Association: Node-Sync-Serial Port 9
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Deleting a Port

Delete a port to remove the port entry from a Device. When a port is down, the
information in the Port Profile screen is readly. You can delete a port that is
down.

Important: If you delete aport that is associated with a node, the associated
out-of-band KVM or Serial interface provided by the port will be removed
from the node. If the node has no other interfaces, the node will also be
removed from CESG.

To delete a port:

Click the Devices tab and select a device whose ports you want to delete.
Choose Devices > Port Manager > Delete Ports.

Select the checkbox of the port you want to delete.

Click OK to delete the selected port. A message appears when the port has
been deleted.

~BwpppE Y

Configuring a Blade Chassis Device Connected to KX2 or KX3

Blade Chassis Overview

There are two types of blade chassis devices: one is with an integrated KVM
switch, which can function as andéRabled KVM switch, and the other is
without.

Blade Chassis with almtegrated KVM Switch

A blade chassis with an integrated KVM switch, such as Dell PowerEdge and
IBM BladeCenter series, is connected to KX2 via a CIM. As only one CIM is
available to access all blade servers in that chassis, when a user accesses one
bladeserver, there are no paths left to the others.

When configuring all KX2 ports in-SG, théblade chassisonnected to the

KX2 device is configured. S&dd a Blade Chassis Devi@n page68). The

blade servers in this type of blade chassis are not configured yet, so you must
configure the blade servers later. SEenfiguring Slots on a Blade Chassis
Device(on paget9).

Raritan. o

Abrand of O legrand



68

Appendix ADevices, Device Groups, and Ports

Blade Chassis without an Integrated KVM Switch

A blade chassis without an integrated KVM switch, such as HP BladeSystem
series, allows eachldde server to connect to KX2/KX3 respectively via a CIM.

As each blade server in that chassis has a CIM for access, when a user accesses
one blade server, others still can access the other blade servers.

When configuring all KX2/KX3 ports in8&, theblade serversonnected to

the KX2/KX3 device are configured. If you have properly configured a blade
port group for these blade servers on the KX2/KX3 devic§&Men creates a
virtual blade chassis at the KX2/KX3 port level as the container for thade bl
servers. SeAdd a Blade Chassis Devi@ page68). Otherwise, these blade
servers appear as normal KX2/KX3 ports in the Devices tab®GECC

Add a Blade Chassis Device

The procedure to add a blade chassis device varies depending on the blade
chassis type.

A blade chassis device always show two names in the Devices tab: the name
without the parentheses is retrieved from the KX2/KX3 device, and the name
within the parentheses is the chassis name saved 68GC

P> To add a blade chassis devigéth an integrated KVM switch:

Configure the blade chassis in KX2/KX3 properly. See the KX Il or KX Il User
Guide.

2. Configure the KX2/KX3 device in8& properly. Sekdd a KVM or Serial
Device(on page49).

3. CGSG detects the blade chassis device and adds the blade chassis icon in
one or two tabs:

A In the Devices tab, the blade chassis device appears beneath the
KX2/KX3 device to which it is ccted.

A In the Nodes tab, if you have entered the IP address or hostname for
the blade chassis on the KX2/KX3 device, the blade chassis appears as
a node with a Web Browser interface added to it.

Note: For this type of blade chassis, you must configueldarvers later. See
Configuring Slots on a Blade Chassis Deicepage69).

P> To add a blade chassis deviagthout an integrated KVM switch:

Configure a blade port group for the blade servers in KX2/KX3 properly.
See the KX Il or KX Ill User Guide.

2. Configure the KX2/KX3 device in®& properly. Seddd a KVM or Serial
Device(on page49).

3. CGSG automatically createsvirtual blade chassis and adds the blade
chassis icon in one tab. Note that a virtual blade chassis never appears as a
node in the Nodes tab.
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A In the Devices tab, the virtual blade chassis device appears beneath the
KX2/KX3 device, as a virtual container to thep servers, which
appear beneath the virtual blade chassis.

Note: If you did not configure a blade port group for the blade servers before
configuring the KX2/KX3 ports in-8G, you can choose Devices > Device
Manager > Launch Admin to set the bladetmgpgoup. Then configure the blade
servers in GESG. Se€onfiguring Slots on a Blade Chassis DeYicepage69).

Configuring Slots on a Blade Chassis Device

If the blade servers or slots are not configured yet iRSGC you must configure
them by following the procedure in this section, or the blade serdersot
appear in the Devices and Nodes tabs. An-GitBand KVM interface is
automatically added to a blade server node.

>

To configure slots from the blade chassis profile:

In the Devices tab, click the + next to the KX2/KX3 device that is connected
to the blade chassis device.

Select the blade chassis device whose slots you want to configure.
In the Device Profile screen, select the Blades tab.
Select the checkbox for eastot you want to configure, and then click OK.

To configure slots from the Configure Ports screen:

In the Devices tab, click the + next to the KX2/KX3 device that is connected
to the blade chassis device.

Select the blade chassis dewiwhose slots you want to configure.
Choose Devices > Port Manager > Configure Ports.

A To configure multiple slots with the default names shown on the
screen, select the checkbox for each slot you want to configure, and
then click OK to configure each slot with the default name.

A To configure each slot individually, click the Configure butiext to
the slot. Then type a name for the slot in the Port Name field, and type
a node name in the Node Name field. The default Access Application is
set according to the default application selected for "Blade Chassis:
KVM" in the Application ManageroThange it, click the Access
Application dropdown menu to select the one you prefer from the list.
Click OK to configure the slot.

To configure slots using the Configure Blades command:

In the Devices tab, click the + next to the K&3 device that is connected
to the blade chassis device.

Select the blade chassis device whose slots you want to configure.
Choose Nodes > Configure Blades.
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A To configure multiple slots with the default names shown in the screen,
select the checkbox farach slot you want to configure, and then click
OK to configure each slot with the default name.

A To configure each slot individually, click the Configure button next to
the slot. Then type a name for the slot in the Port Name field, and type
a node namerni the Node Name field. The default Access Application is
set according to the default application selected for "Blade Chassis:
KVM" in the Application Manager. To change it, click the Access
Application dropdown menu to select the one you prefer from thist.
Click OK to configure the slot.

Changing the Blade Server Status
This section applies only to the blade chassis with an integrated KVM switch,
such as Dell PowerEdge and IBM BladeCenter series.

If the "Installed" status for the corresponding blade server or slot is not
enabled on the KX2/KX3 device-8G always show®own" as the port status
of the blade server. When you are sure some blade slots are live with blade
servers installed, you should change their status on the KX2/KX3 device to
make CESG reflect the status properly.

P> To change the blade server status:

Click the Devices tab and select the KX2/KX3 device whose blade slot
status you want to change.

2. Choose Devices > Device Manager > Launch Admin. The KX2 or KX3 Admin
Client opens.

3. Choose Device Settings > Port Configuration.
4. Click the blade chassis port that you want to configure.

5. Scroll down the page until you see the blade slots section. Select the
Installed checkbox next to the blade slots that are live with blade servers
installed.

6. Click OK to save the changes.

Deleting Slots on a Blade Chassis Device

You can delete unused blade servers or slots so they do not appear in the
Devices and Nodes tabs.

To delete a slot from the Delete Ports screen:

1. Inthe Devices tab, click the + next to the KX2/KX3 device that is connected
to the bladechassis device.

2. Select the blade chassis device whose slots you want to delete.
3. Choose Devices > Port Manager > Delete Ports.

4. Select the checkbox for each slot you want to delete, and then click OK to
delete the slot.

Raritan.

A brand of [llegrand’



Appendix ADevices, Device Groups, and Port

To delete a slot using the Delete Blade command:

1. Inthe Devices tab, click the + next to the KX2/KX3 device that is connected
to the blade chassis device.

2. Click the + next to the blade chassis device whose slots you want to delete.
3. Ridt-click the blade slot that you want to delete.
4. Select Delete Blade, and then click OK to delete the slot.

Edit a Blade Chassis Device

You can edit a blade chassis device to rename it, modifyadtserties, and
view slot configuration status.

To edit a blade chassis:

1. Inthe Devices tab, click the + next to the KX2/KX3 device that is connected
to the blade chassis device.

2. Select the blade chassis device you want to edit.

3. Type the new device properties in the appropriate fields on this screen. If
necessary, edit the Cegories and Elements associated with this device.

4. Click the Blades tab to view all slots of this blade chassis device.

5. If a slot has been configured as a node, you can click the Node hyperlink to
open the Node ProfileOptional.

6. Click OK to save your changes. A message appears when the device has
been modified.

Delete a Blade Chassis Device

You can delete a blade chassis device connected to a KX2 or KX3 device from
CCSG. When you delete the blade chassis device from the KX2/KX3 device, the
blade chassis device and all configured blade servers or slots disdppear

the Devices tab as well as from the Nodes tab.

To delete a blade chassis device:

1. Click the Devices tab and select a KX2/KX3 device whose blade chassis
device you want to delete.

2. Choose Devices > Port Manager > Delete Ports.
3. Select the checkbox of the blade chassis port you want to delete.

4. Click OK to delete the selected blade chagsis. A message appears
asking you to confirm the deletion of the blade chassis device along with
all of its blade servers.
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Move a Blade Chassis Device to a Different Port

Whenphysically moving a blade chassis device from one KX2/KX3 device or
port to another device or port, GEG cannot detect and automatically update
the configuration data of the blade chassis device to the new port. You must
configure the blade chassis dewion CESG once again.

To move a blade chassis device to a different KX2 device or port:

1. Delete the blade chassis device from8G. SeBelete a Blade Chassis
Device(on pagerl).

2. Disconnect and reconnect the blade chassis to another KX2 or KX3 device
or port.

3. Add the blade chassis device in8G. SeAdd a Blade Chassis Devi@a
page68).

Restore Blade Servers Ports to Normal KX2/KX3 Ports
This section applies only to thelbde chassis without an integrated KVM
switch, such as HP BladeSystem series.

You may reconfigure blade servers beneath the virtual blade chassis as normal
KX2/KX3 ports in the Devices tab.

P> To restore blade servers to normal KX2/KX3 ports:

In the Devices tab, select the KX2/KX3 device whose blade servers you
want to reconfigure as normal KVM ports.

2. Change the blade port group for these blade servers to ablade port
group.
a. In CGSG, choose DevicesdDevice Manager > Launch Admin. The KX2
or KX3 Admin Client opens.

Click Port Group Management.

Click the blade port group whose group property you want to change.
Deselect the Blade Server Group checkbox.

Click OK and exit the client.

3. The virtual blade chassis disappears in the Devices tab. Now you can
re-configure the blade server ports as normal KX2/KX3 portsH8@GSee
Configure a KVM Poifon page63).

®ao00o
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Bulk Copying for Device Associations, Location and Contacts

The Bulk Copy command allows you to copy categories, elements, location and
contact information from one device to multiple other devices. Note that the
selected information is the only property copied in this process. If you have the
same type of informabn existing on any selected devices, performing the Bulk
Copy command will REPLACE the existing data with newly assigned
information.

To bulk copy device associations, location, and contact information:
Click the Devices tab and select a device from Devices tree.
Choose Devices > Device Manager > Bulk Copy.

In the Available Devices list, select the devices to which you are copying
the associations, location, and contact information of the device in the
Device Name field.

w N Y

»

Click > to add a device to the Selected Devices list.
5. Select the device and click < to remove it from the Selected Devices list.

6. Inthe Associations tab, select the Copy Associations checkbox to copy all
categories and elements of the dee.

A You may change, add or delete any data in this tab. The modified data
will be copied to multiple devices in the Selected Devices list as well as
the current device displayed in the Device Name fi€lgtional.

7. Inthe Location and Contacts tab, seldte checkbox for the information
you want to copy:

A Select the Copy Location Information checkbox to copy the location
information displayed in the Location section.

A Select the Copy Contact Information checkbox to copy the contact
information displayed in the Contacts section.

A You may change, add or delete any data in these tabs. The modified
data will be copied to multiple devices in the Selected Devices list as
well as the current device displayed in the Device Name field.
Optional.

8. Click OK to bulk copy. A message appears when the selected information
has been copied.

Configuring Analog KVM Switches Connected to KX2 or KX3

Raritan.
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KX2 version 2.3 or later, and KX3 enable you to connect a generic analog KVM
switch to a target port. The generic analog KVM switch and its ports will be
available as nodes to CEG.

You must configure this first in the KX2 or KX3 web interface, and then add the
KX2/KX3 to GEG.
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Add a KVM Switch Connected to KX2 or KX3

This procedure addstaVM switch connected to KX2/KX3 via the Admin Client.
You can also add KVM switches via CSV imporD&e¢ees CSV File
Requirementgon pages1l).

To add a KM switch connected to KX2/KX3:
1. Configure the KVM switch in KX2 or KX3 properly.

A See Configuring and Enabling Tiering, and Configuring KVM Switches in
the Dominion KX Il or Dominion KX Il user guides. You can access the
online help at help.raritan.com.

2. Configure the KX2/KX3 device in®& properly. Se&dd a KVM or Serial
Device(on page49).
3. CGSG detects the KVM switch and adds the device icon in one or two tabs:

A In the Devices tab, the KVM switch device appears beneath the
KX2/KX3 device tohich it is connected.

A In the Nodes tab, if you have entered a URL for accessing the KVM
switch on the KX2/KX3 device, the KVM switch appears as a node with
a Web Browser interface added to it.

Configuring Ports on an Analog KVM Switch Device Connected to KX2 or KX3

If the analog KVM switch device ports are not configured yet GGCyou

must configure them by following the procedure in this section, or the analog
KVM switch and its ports do not appear in the Devices and Nodes tabs. An
Out-of-Band KVM interface isutomatically added to a KVM Switch node.

P> To configure ports from the KVM switch device profile:

In the Devices tab, click the + next to the KX2/KX3 device that is connected
to the KVM switch device.

2. Select the KVM switch whose ports you want to configure.
3. Inthe Device Profile screen, select the KVM Switch Ports tab.
4. Select the checkbox for each si@mu want to configure, then click OK.

P> To configure slots from the Configure Ports screen:

In the Devices tab, click the + next to the KX2/KX3 device that is connected
to the KVM switch device.

2. Select the KVM switch device whose moybu want to configure.
3. Choose Devices > Port Manager > Configure Ports.

A To configure multiple ports with the default names shown on the page,
select the checkbox for each port you want to configure, and then
click OK to configure each port with the defianame.
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A To configure each port individually, click the Configure button next to
the port. Then type a name for the port in the Port Name field, and
type a node name in the Node Name field. The default Access
Application is set according to the default applicatgsiected for
"KVM Switch: KVM" in the Application Manager. To change it, click the
Access Application dregown menu to select the one you prefer from
the list. Click OK to configure the port.

P> To configure slots using the Configure Blades command:

In the Devices tab, click the + next to the KX2/KX3 device that is connected
to the KVVM switch device.

2. Select the KVM switch device whose ports you want to configure.
3. Choose Nodes > Configure Ports.

A To configure multiple ports with the deféitnames shown on the page,
select the checkbox for each port you want to configure, and then
click OK to configure each port with the default name.

A To configure each port individually, click the Configure button next to
the port. Then type a nhame for theort in the Port Name field, and
type a node name in the Node Name field. The default Access
Application is set according to the default application selected for
"KVM Switch: KVM" in the Application Manager. To change it, click the
Access Application dreggown menu to select the one you prefer from
the list. Click OK to configure the port.

Device Group Manager

Raritan.

Abrand of Olegrand’

Use the Device Groups Manager to add device groups, edit device groups, and
remove device groups. When you add a new device group, you can create a full
access policy for the group. Seelicies for Access Contr@n page201).
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Device Groups Overview

Device groups are used to organize devices into a set. The device group will
become the basis fa policy either allowing or denying access to this
particular set of devices. Séalding a Policyon page202). Devices can be
grouped manually, using the Select method, or by creating dBao
expression that describes a set of common attributes, using the Describe
method.

If you used Guided Setup to create categories and elements for nodes, some
means to organize devices along common attributes have already been created.
CCSG automaticafl creates default access policies based on these elements.
SeeAssociations, Categories, and Elemefs page34) for details on creating
categories and elements.

Device Group : All Devices l
@ The All Devices group is a system group and cannot be modified or deleted.

Group Name: * f‘l

|AII Devices ’1

. . E

Describe Devices 3

Prefix | Category | Operator Element Rule Name 3

~ |Device Na... 7| LIKE - % ~ [Rule0 b

1

Short Expression:
Rule0 || Validate | 1

Mormalized Expression (description):
Device Name LIKE %

ey

m

jw)

1]

m
\hﬂ i

To view device groups:

1 Choose Associations > Device Groups. The Device Groups Manager window
appears. A list of existing device groups is displayed on the left, while
details about the selected device group appear in the main panel.

A Alist of existing device groups is displayed on the left. Click a device
group to view the details of the group in the device group manager.

A If the group was formed arbitrarily, the Select Devices tab will be
displayed showing a list of devices in theg@nd a list of devices
not in the group.

A If the group was formed based on common attributes, the Describe
Devices tab will appear, showing the rules that govern selection of the
devices for the group.
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A To search for a device in the device group list, ty®ring in the
Search field at the bottom of the list, and then click Search. The
method of searching is configured through the My Profile screen. See
Users and User Grouggsn pagel80).

A If viewing a group based on attributes, click View Devices to display a

list of devices currently in the Device Group. A Devices in Device Group
window opens, displaying the devices and all their attributes.

Choose Reports > Devices > Device Graip.[A list of existing device
groups is displayed. Doubtdick a row to view devices for any device

group.

Add a Device Group

>

To add a device group:

Choose Asgmations > Device Groups. The Device Groups Manager window
opens. Existing device groups appear in the left panel.

Click the New Group icoB in the toolbar. The Device Group: New
panel appears.

In the Group Name field, type a name for a device group you want to
create. SedNaming Conventiongon page442) for details on C&G's rules
for name lengths.

There are two ways to add devices to a group, Select Devices and Describe
Devices. The Select Devices tab allows you to choose which devices you
want to assign to the group by selecting them from the list of available
devices. The Describe Devices tabvedigyou to specify rules that describe
devices, and the devices whose parameters follow those rules will be
added to the group.

To add a device group with the Select Devices option:
Click the Select Devices tab in the Device Group: pdael.

In the Available list, select the device you want to add to the group, then
click Add to move the device into the Selected list. Devices in the Selected
list will be added to the group.

A To remove a device from the group, select the device nantleein
Selected list and click Remove.

A You can search for a device in either the Available or Selected list. Type
the search terms in the field below the list, and then click Go.

Select the Create Full Access Policy for Group checkbox to create a policy
for this device group that allows accessall devices in the group at all
times with control permission.

To add another device group, click Apply to save this group, then repeat
these stepsOptional.

If you have finished adding device groups, click OK to save your changes.
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> To add a devicgroup with the Describe Devices option:

1. Click the Describe Devices tab in the Device Group: New panel. In the
Describe Devices tab, you can create a table of rules that describe the
devices you want to assign to the group.

2. Click the Add New Row iccl,éEI to add a row to the table.

3. Doubleclick the cell created for each column to activate a ddapvn
menu. Select the rule components you want to use from disth

A Prefix- Leave this blank or select NOT. If NOT is selected, this rule will
filter for values opposite of the rest of the expression.

A Category Select an attribute that will be evaluated in the rule. All
categories you created in the Association Manager are available here.
If any blade chassis has been configured in the system, a Blade Chassis
category is available by default.

A Operator- Select a comparison operation to be performed between
the Category and Element items. Three operators are available: = (is
equal to), LIKE (used for find the Element in a name) and <> (is not
equal to).

A Element- Select a value for the Category attrileub be compared
against. Only elements associated with the selected category will
FLILISENI KSNB 6F2NJ SEFYLXSY AF S@LtdzZ GAy
a[20FGA2yé StSYSyita Attt y2d | LIISEN KS
A Rule Name This is a name assigned to the rule in this rovs ftdt
editable; it is used for writing descriptions in the Short Expression
field.

4. To add another rule, click the Add New Row ic@, and then make the
necessary configurations. Configuring multiple rules will allow more
precise descriptions by providing multiple criteria for evaluating devices.

5. The table of rules only makes available criteria for evaluating ndaes.
write a description for the device group, add the rules by Rule Name to the
Short Expression field. If the description requires only a single rule, type
that rule's name in the field. If multiple rules are being evaluated, type the
rules into the fieldusing a set of logical operators to describe the rules in
relation to each other:

A & -the AND operator. A node must satisfy rules on both sides of this
operator for the description (or that section of a description) to be
evaluated as true.

A | -the OR oprator. A device needs to satisfy only one rule on either
side of this operator for the description (or that section of a
description) to be evaluated as true.
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A (and )-grouping operators. This breaks the description into a
subsection contained within thparentheses. The section within the
parentheses is evaluated before the rest of the description is
compared to the node. Parenthetical groups can be nested inside
other parenthetical groups.

Examplel: If you want to describe devices that belong to the
engineering department, create a rule that says Department =
Engineering. This will become Rule0. Type Rule0 in the Short
Expression field.

Example 2: If you want to describe a group of devices that belong to
the engineering department or are located in Philadelphia, and specify
that all of the machines must have 1 GB of memory, you must create
three rules. Department = Engineering (RuleO)ltioo = Philadelphia
(Rulel) Memory = 1GB (Rule2).These rules must be arranged in
relation to each other. Since the device can either belong to the
engineering department or be located in Philadelphia, use the OR
operator, |, to join the two: RuleO | RuleMake this comparison first

by enclosing it parentheses: (RuleO | Rulel). Since the devices must
both satisfy this comparison AND contain 1GB of memory, use the AND
connector, &, to join this section with Rule2: (Rule0 | Rulel) & Rule2.
Type this final epression in the Short Expression field.

Note: You should have a space before and after operators & and |.
Otherwise, the Short Expression field may return to the default expression,
that is, Rule0 & Rulel & Rule2 and so on, when you delete any rule from
the table.

A To remove a row from the table, select the row, and then click the

Remove Row icorIEI .

A To see the lisbf devices whose parameters follow the rules you have
defined, click View Devices.

Click Validate when a description has been written in the Short Expression
field. If the description is formed incorrectly, you will receive a warning. If
the descriptionis formed correctly, a normalized form of the expression
appears in the Normalized Expression field.

Click View Devices to see what nodes satisfy this expression. A Devices in
Device Group Results window opens, displaying the devices that will be
grouped by the current expression. This can be used to check if the
description was correctly written. If nogou can return to the rules table

or the Short Expression field to make adjustments.

Select the Create Full Access Policy for Group checkbox to create a policy
for this device group that allows access to all devices in the group at all
times with controlpermission.

To add another device group, click Apply to save this group, then repeat
these stepsOptional.

10. If you have finished adding device groups, click OK to save your changes.
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Describe Method versus Select Method

Use the describe method when you want your group to be based on some
attribute of the node or devices, such as the categories and elements. The
advantage of the describe method is that when you add more devices or nodes
with the same attributes as described, they will be pulled into the group
automatically.

Use the select method when you just want to create a group of specific nodes
manually. New nodes and devices added teSGCare not pulled into these
groups automatially. You must manually add the new nodes or devices to the
group after you add them to C8G.

These two methods cannot be combined.

Once a group is created with one method, you must edit it using the same
method. Switching methods will overwrite the cant group settings.

Edit a Device Group

P> To edit a device group:

Choose Associations > Device Groups. The Device Groups Manager window
opens.

2. Existing device groups appear in the left panel. Select the Device Group
whose name you want to edit. The Device Group Details panel appears.

3. Type a new name for the device groimpthe Group Name fieldptional.

4. Edit the device group's included devices using the Select Device or
Describe Devices tabs. S&dd a Device Groufon pager7).

5. Click OK to save your changes.

Delete a Device Group

To delete a device group:

1. Choose Associations > Device Groups. The Device Groups Manager window
opens.

2. Existing device groups appear in the left panel. Select the device group you
want to delete. The Device Group Details panel appears.

3. Choose Groups > Delete.
4. The Delete Device Gup panel appears. Click Delete.
5. Click Yes in the confirmation message that appears.
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Adding and Deleting Devices and PDUs or Updating Passwords with CSV File Import

Raritan.

Abrand of O legrand

You can add or delete devices and PDUs by importing a CSV file that contains
the values with an "Add" command. You can update the passwords of the SX2
(2.5.0 & greater) and KX3.8.4 & greater) managed devices by importing a

CSV file with an "Update" command. You must have the Device, Port, and Node
Management and CC Setup and Control privileges to import and export
devices.

You must be assigned a policy that gives you accesah televant devices and
nodes. A full access policy for All Nodes and All Devices is recommended.

Devices CSV File Requirements

The devices CSV file defines the devices, ports, and theiitdletgquired to add
them to CESG. You can also delete a device fronBGQusing this file type.

9 For devices that support power strips connected to a port (SX, SX2,
KX3,KX2, KSX2), configuring the port will configure the power strip.

1 For Dominion PX PDUsse Device Type "PX". For Raritan PX2 or PX3, use
Device Type "iPDU". For ServerTech PDUs, use Device Type "ServerTech"
for CDU1 and PRO2 model PDUs; use Device Type "ServerTechPRO3X" for
PRO3X model PDUs.

1 If device ports are configured, €3G also addsreode with outof-band
KVM or outof-band Serial interface for each port.

1 To add blades, the blade server must be connected to a KX2 or KX3 device
via a CIM. The KX2/KX3 device must either already be added3SGCa
be included in the same CSV file.

1 When adding IPv6 enabled devices, &scovering and Adding IPv6
Network Devicegon page46) for details on support.

1 The delete command can only delete a device, including all ports. You
cannot delete individual ports or other details of a device.

1 Export a file from GSG to view the Comments, which include all tags and
parameters needed to create a valid CSV file.Epert Devices CSV File
(on pagess).

1 Follow the additional requirements for all CSV files. Semmon CSV File
Requirementqon page410).

» To add a device to the CSV file:

Column number Tag or value Details

1 ADD The first column for all tags is the
command.

2 DEVICE Enter the tag as shown.

Tags are not case sensitive.
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Column number Tag or value

3

10

Device Type

Device Name

IP Address or Hostname

Username
Password

Heartbeat

TCP Port

Configure All Ports

Details
Required field.

Enter the device type as shown here:

KX2, KX3, KX4 -101, KSX2,
KX2- 101, SX, SX2, PX, iPDU,
ServerTech,ServerTechPRO3X.

Note: For Dominion PX1 PDUs, use
Device Type "PX". For Raritan PX2 or
PX3,use Device Type "iPDU".

For ServerTech CDU1 and PRO2 PDL
use Device Type "ServerTech". For
ServerTech PRO3X, use Device Type
"ServerTechPRO3X".

Required field.
Device names cannot contain spaces
certain special characters.

DominionPX device names cannot
include periods. Upon import, periods
are converted to hyphens.

Required field.

IPv4 or IPv6 address for supported
devices.

Required field.
Required field.

Default is configured in the Admin Clie
in Administration > Configuration >
Device Settings tab.

Default is configured in the Admin Clie
in Administration > Configuration >
Device Settings tab.

TRUE or FALSE

Default isSTRUE for Dominion PX
devices.

Default isFALSE for all other device
types.

When set to TRUE, all podse
configured and nodes with the

appropriate outof-band interface are
created.

When set to FALSE, only ports that he
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Column number Tag or value

11

12
13

14
15
16
17
18
19

Allow Direct Device Access

Description

SNMP Version

ReadOnly Community
REABWTrite Community
Authentication Protocol
Authentication Passphrase
Privacy Protocol

Privacy Passphrase

Details

a corresponding ADD DEVIRERT
record in the CSV file are configured.
TRUE or FALSE

Default isFALSE.

This setting is for SX, SX2, KX3;X044
KX2101-V2 version 3.5 or later device,
and KX2 version 2.2 or later devices
only.

Optional.

1 or3

Applies to Device Type iPDU,
ServerTech, and ServerTechPRO3X ¢

vl/2c=1
v3=3

MD5or SHA 1

AES 128 or DES

To enter a request to delete a device from SG:

Column numbetr Tag or value

1

DELETE

DEVICE

Device Type

Device Name

Details

The first column for all tags is the
command.

Enter the tag as shown.

Tags are not case sensitive.

Required field.

Enter the device type as shown here:
KX2, KX3, KX4 -101, KSX2,

KX2- 101, SX, SX2, PX, iPDU,
ServerTech, or

ServerTechPRO3X.

Required field.

Device namesannot contain spaces ot
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Column number Tag or value

> To add a port to the CSV file:

Use the DEVIGEORT tag only if you add a device with Configure All Ports set
to FALSE, and you want to specify ports individually. The ports you add must be
un-configured in C&G when you import the CSV file.

Column number Tag or value

1

ADD

DEVICE- PORT

Device Name

Port Type

Port or Outlet Number

Port or Outlet Name

Node Name

» To add a blade to the CSV file:

Column number Tag or value

1

ADD

DEVICE- BLADE

Details
certain special characters.

Dominion PX device names cannot
include periods. Upon import, periods
are converted to hyphens.

Details
The first column for all tags is the
command ADD.

Enter the tag as shown. Tags are not
case sensitive.

Required field.

Required field.

Enter the port type as shown here:
KVM

SERIAL

OUTLET or POWER

Use 'OUTLET or "POWERfor
configuring outlets on a PX device.
Required field.

Optional. If left blank, a default name ¢
the name already assigned at the devi
level will be used.

For KVM and Serial ports, enter a nan
for the node that is created when this
port is configured.

Details

The first column for all tags is the
command.

Enter the tag as shown.
Tags are not case sensitive.
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3

4
5
6

Device Name
Port Number
Blade Number

Blade Name

Node Name

Appendix ADevices, Device Groups, and Port

Details

Required field.
Required field.
Required field.

Optional. If left blank, the name
assigned at the device level is used. If
name is entered in the CSV file, it will |
copied to the device level.

Enter a name for the node that will be
created when this blade is configured.

> To add a Dominion Serial Access Module (DSAM):

Column number Tag or value

1

o 00 B~ W

ADD

DEVICE- DSAM

Device Name
Port Number
DSAM Number
DSAM Name

Node Name

Details

The first column for all tags is the
command.

Enter the tag as shown.
Tags are not case sensitive.

Required field.
Required field.
Required field.

Optional. If left blank, the name
assigned at the device level is used. If
name is entered in the CSV file, it will |
copied to the device level.

Enter a name for the node that will be
created when this DSAM is configured

> To add a tieed KVM switch connected to a KX2 or KX3:
KX2/KX3 ports with tiered KVM switches connected must be imported as type

"KM

Column number Tag or value

1

ADD

Details

The first column for all tags is the
command ADD.

DEVICE- KVMSWITCHPOR' Enter the tag as shown.
Tags are not case sensitive.
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Column number Tag or value

3
4

Device Name

Port Number

KVM Switch Port Number
KVM Switch Port Name

Node Name

Details
Required field.

The port that the KVM Switch is
connected to. Required field.

Required field.

Optional. If left blank, the name
assigned at the device level is used. If
name is entered in the CSV file, it will
copied to the device level.

Enter a name for the node that will be
created when this KVM Switch port is
configured.

P> To assign a category and element to a device to the CSV file:

Categories and elements must already be created H5GC

You can assign multiple elements of the same category to a device in the CSV

file.

Column number Tag or value

86

ADD

Details

The first column for all tags is the
command.

DEVICE- CATEGORYELEM Enter the tag as shown.

NT

Device Name

Category Name

Element Name

Tags are not case sensitive.

Required field.
Required field.

Required field.
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P> To update password of a managed device:

Column numbetr Tag or value Details

1 UPDATE The first column for all tags is the
command.

2 DEVICE- PASSWORD Enter the tag as shown.

Tags are not case sensitive.

3 Device Name Required field.
4 Username Required field.
5 New Password Required field.

Sample Devices CSV File

ADD, DEVICE, KX3, Lab - Test,192.168.50.123,ST Lab KVM,
username, password,,,,

ADD, DEVICE - PORT, Lab - Test, KVM, 1, Mail Server, Mail
Server

ADD,DEVICE - PORT,Lab - Test,KVM,2,DNSServer,DNSServer
ADD, DEVICE - PORT, Lab - Test, KVM, 3

ADD, DEVICE - PORT, Lab - Test, KVM, 4

ADD, DEVICE - CATEGORYELEMENT, LabTest, Location, Rack17
DELETE, DEVICE, KX3, SampleKX3

UPDATE, DEVICE- PASSWORD, LabTest - KX3, username,
newpassword

Import Devices CSWile
Once you've created the CSV file, validate it to check for errors then import it.
Duplicate records are skipped and are not added.

> To import devices:
1. Choose Administration > Import > Import Devices.
2. Click Browse and select the CSV file to import. Click Open.
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3. Click Validate. The Analysis Report area shows the file contents.

A If the file is not valid, an error message appears. Click OK and look at
the Pioblems area of the page for a description of the problems with
the file. Click Save to File to save the problems list. Correct your CSV
file and then try to validate it again. S&eoubleshoot CSV File
Problems(on page412).

4. Click Import.

5. Check the Actions area to see the import results. Items that imported
successfully show in green text. Items that failed import show in red text.
Items that failed import because a duplicate item already exists or was
already imported also show in red text

6. To view more import results details, check the Audit Trail report./Admkt
Trail Entries for Importindon page411).

Export Devices CSV File

The export file contains comments at the top that describe each item in the file.
The comments can be used as instructions for creating a file for importing.

Note: P2SC devices are not exported.

To export devices:

Choose Administration > Export > Export Devices.

Click Export to File.

Type a name for the file and choose the location where you want to save it
Click Save.

Bwppp Y

Upgrading a Device

You can upgrade a device when a new versions of device firmware is available.

Important: Check the Gmpatibility Matrix to make sure the new device
firmware version is compatible with your G8G firmware version. If you need
to upgrade both CE&G and a device or group of devices, perform theSS&
upgrade first, and then perform the device upgrade.

To upgrade a device:
Click the Devices tab and select a device from the Devices tree.
Choose Devices > Device Manager > Upgrade Device.

w N Y

Firmware Name: Select the appropriate firmware from the list. Raritan or
your reseller will providéhis information.

4. Click OK to upgrade the device.
A Upgrading SX devices takes about 20 minutes.
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A If the firmware version of the device is not compatible withSX&, a
message appears. Click Yes to upgrade the device. Click No to cancel
the upgrade.

5. A message appears. Click Yes to restart the device. A message appears
when the device has been upgraded

6. To ensure that your browser loads all upgraded files, close your browser
window, and then login to G8G in a new browser window.

Backing Up a Device Configuration

You can back up all usesrdiguration and system configuration files for a
selected device. If anything happens to the device, you can restore the previous
configurations from GGG using the backup file created.

The maximum number of backup files that can be stored ci$GGs der

device. If you need more backups, you can save a backup file to your network
then delete it from C&G. Or, you can opt to allow-SG to delete the oldest
backup file for you. This option will appear as an alert when you attempt to do
a fourth backupSeeRestore All Configuration Data to a KX91, KX3, KX2,
KSX2, SX2, or KAP1-V2 Devicdon pagedl).

Each device may back up different components of the configuration. See the
User Guide for the device you want to back up for detalils.

Note: A KX2 backup file can be restored to a KX3 device of similar model. For
example a DKX2 23R2odel backup can be restored to a DKX3 232 device.

Note: When you back up an SX 3.0.1 device, attached PowerStrip configurations
are not backed up. If you restore the SX 3.0.1 device from the backup, you must
reconfigure the PowerStrips.

To backup a devi configuration:

Click the Devices tab and select the device you want to back up.
Choose Devices > Device Manager > Configuration > Backup.
Type a name in the Backup name field to identify this backup.
Type a short description of the backup in the Description fi@jational.

Click OK to bzk up the device configuration. A message appears when the
device configuration has been backed up.

o~ wNPE Vv
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Restoring Device Configurations

CGSG allows you to restore a full backup of the device cardigpn.

KX3, KX401, KX2, KSX2, SX2, and-KX2/2 devices allow you to choose
which components of a backup you want to restore to the device.

1 Protected: The entire content of the selected backup file, except the
network settings (personality packaga)d, for KX3 and KX2 devices, the
port configuration settings, will be restored to the device. You can use the
Protected option to restore a backup of one device to another device of
the same model (KX#01, KX3, KX2, KSX2, and-KX2V2 only).

1 Full: The entire content of the selected backup file will be restored to the
device.

1 Custom: Allows you to restore Device Setting, User and User Group Data
Settings, or both. Not supported on kXal

Note: A KX2 backup file can be restored to a KX3 defviimilar model. For
example a DKX2 232 model backup can be restored to a DKX3 232 device.

Restore a Device Configuration for SX
You can restore a full backup configuration to SX devices.

To restore a full backup device configuration:

1. Click the Devices tab and select the SX you want to restore to a backup
configuration.

2. Choose Devices > Device Manager > Configuration > Restore.

3. Inthe Available Backups table, select the backup configuration you want to
restore to the device.

4. Click OK.
5. Click Yes to restart the device. A message appears when all data has been
restored.

Restore All Configuration Data Except Network Settings to a-HR4, KX3,
KX2, KSX2, , SX2, or Kd@®-V2 Device

TheProtected restore option allows you to restore all configuration data in a
backup file, except network settings, to a KL, KX3, KX2, KSX2, SX2, or
KX2101-V2 device. You can use the Protected option to restore a backup of
one device to another device the same model (KX#01, KX3, KX2, KSX2, SX2,
and KX2L01-V2 only).

P> To restore all configuration data except network settings to a KX,
KX3, KX2, KSX2, SX2, or HB2-V2 device:

1. Click the Devices tab and select the device yontwarestore to a backup
configuration.
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2. Choose Devices > Device Manager > Configuration > Restore.

3. Inthe Available Backups table, select the backup configuration you want to
restore to the device.

4. Restore Type: select Protected.
5. Click OK.

6. Click Yes to restart the device. A message appears when all user and
system configuration data has been restored.

RestoreOnly Device Settings or User and User Group Data to a KX3, KX2,
KSX2, SX2, or KAD1-V2 Device

The Custom restore option allows you restore Device Settings, User and User
Group Data, or both.

P> To restore ofy device settings or user and user group data to a KX3, KX2,
KSX2, SX2, or KAD1-V2 device:

1. Click the Devices tab and select the device you want to restore to a backup
configuration.

2. Choose Devices > Device Manager > ConfiguratiRestore.

3. Inthe Available Backups table, select the backup configuration you want to
restore to the device.

4. Restore Type: select Custom.

5. Restore Options: select the components you want to restore to the device:
Device Settings, User and User Group Data.

6. dick OK.
7. Click Yes to restart the device. A message appears when data has been
restored.

Restore All Configuration Data to a KX01, KX3, KX2, KSX2, SX2, or
KX2101-V2 Device

The Full restore option allows you to restore all configuration data in a backup
file to a KX4101, KX3, KX2SK2, or KX201-V2 device.

P> To restore all configuration data to a KXD1, KX3, KX2, KSX2, SX2, or
KX2101-V2 device:

1. Click the Devices tab and select the device you want to restore to a backup
configuration.

2. Choose Devices > Devicahager > Configuration > Restore.

3. Inthe Available Backups table, select the backup configuration you want to
restore to the device.

4. Restore Type: select Full.
5. Click OK.
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6. Click Yes to restart the device. A message appears when all user and
system configurabn data has been restored.

Save, Upload, and Delete Device Backup Files

You can save the device backup files in the Restore Device Configuration page
to a location on your network or local machine. If you need to make space for
new backups to be stored on €3G, you can delete device backup files. You

can also upload device blaup files saved on your network back to-8G to use
them to restore a device configuration.

P> Save a device backup file from SG:

1. Click the Devices tab and select a device.

2. Choose Devices > Device Manager > Configuration > Restore.

3. Select the device backup file you want to save. Click Save to File.
4. Navigate to the location where you want to save the file. Click Save.
P> Delete a device backup file from C&G:

1. Click the Devices tab and select a device.

2. Choose Devices > Device Manager > Configuration > Restore.

3. Select the device backup file you want to delete. Click Delete.

4. Click Yes to confirm.

P> Upload a device backup file to CEG:

1. Clickthe Devices tab and select a device.

2. Choose Devices > Device Manager > Configuration > Restore.

3. Click Upload. Navigate to and select the device backup file. The file type

is .rfp. Click Open.
The device backup file uploads to-SG and appears in the pag
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Copying Device Configuration

The following device types allow you to copy configurations from one device to
one or more other devices.

KX4101

KX3

KX2

KSX2

KX2101-V2

SX

SX2

In most devices, configuration can be copied only between the same models
with the same number of ports. Oneeeption: DKX2 configurations can be

restored to DKX3 devices with the same model type. For example, you can copy
configuration from one DKX264 device to a DKX&64 devices.

= =& -4 8 -—Aa -8 -

The Copy Configuration command copies all configuration data except for
network settings (personality package), and for KX3 and KX2 devices, the port
configuration settings. Device Settings, and User and User Group Data are all
copied in this process.

P> To copy a device configuration:

Click the Devices tab and select the device whose configuration you wish
to copy to other devices from the Devices tree.

2. Choose Devices > Device Manager > Configuration > Copy Configuration.
3. Select the configuratioitopying method.
A To copy current configration data, select Copy From Device.

A To copy the configuration data in a backup file previously saved on
CGCSG, select Copy From Backup File and then select the file from the
drop-down list. If no backup file is available, this option is disabled.

4. Clickthe Device Group dregown arrow and select a device group from
the list. All devices of the selected device group display in the Available
column.

5. Highlight the devices to which you want to copy this configuration in the
Available column, and then clithke right arrow to move them to the
Selected column. The left arrow moves selected devices out of the
Selected column.

6. Click OK to copy the configuration to the devices in the Selected column.

7. When the Restart message appears, click Yes to restart the device. A
message appears when the device configuration has been copied.

Raritan. 03
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Restarting a Device

Use the Restart Device function to restart a device.

To restart a device

Click the Devices tab and select the device you want to restart.
Choose Devices > Device Manager > Restart Device.

Click OK to restart the device.

Click Yes to confirm that all users accessing the device wilgbedooff.

AwpNpE Y

Pinging a Device
You can ping a device to determine if the device is available in your network.

If a device is operating in dusiack mode, GSG pings each address in
sequence and shows a result for each address. If the device is being managed
by hostname, the hostname displays in the ping results.

> To ping a device:
Click the Devices tab and select the device you want to ping.

2. Choose Devices > Device Manager > Ping Device. The Ping Device screen
appears, showing the result of the ping.

Pausing C&Gs Management of a Device
You can pause a device to temporarily suspereBG@ontrol of it without
losing any of the configuration data stored within-SG.

To schedule a task that pauses or resumes devicesSasedule a Tasfon
page293).

> To pause CGSG management of a device:

Click the Devices tab and select the device for which you want to pause
CGSG management.

2. Choose Devices > Device Manager >sBddanagement. The device's icon
in the Device Tree will indicate the device's paused state.

04 Raritan.
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Resuming Management of a Device

Youcan resume GGG management of a paused device to bring it back under
CGCSG control.

When resuming management of a disghck device, dual stack may have been
enabled or disabled while the device was out of managementSG@ust

check for IPV6 address conflict with other devices being managed. If a conflict
is detected, the device is plad under management using the IPV4 address
only, and an error is logged.

Error text includes: "An IPv6 address conflict was detected. Device
management resumed with IPv4 address only."

> Toresume CSG's management of a paused device:
dick the Devices tab and select the paused device from the Devices tree.

2. Choose Devices > Device Manager > Resume Management. The device icon

in the Device Tree will indicate the device's active state.

Pause and Resume Management of Devices Using a Scheduled Task

Raritan.
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To pause or resume multiple devices or device groups at once, schedule a task
to perform the operation on the group of devices sequentially.

The Pause/Raime Device Management task does not apply to blade chassis
attached to managed devices, power strips attached to managed devices, and
managed power strips.

When the task runs, it will be logged as successful if all device operations
succeed. The task isgged as successful with exceptions if the task completes,
but some device operations fail even after the allowed number of retries are
attempted. The task is logged as failed if all device operations fail.

P> To bulk pause and resume devices using a schedusk:

Choose Administration > Tasks. Sehedule a Tasfon page293) for
details on creating a new task, and completing the Main, Recurrence, Retry,
and Notification tabs.

A Recurrence: The recurrence intervals are limited to hours and days.

A Retry: CESG will only retry the operation on devices that fail to pause
or resume.

2. Inthe Task Data tab, select Pause/Resume Device Management in the Task

Operation field.

3. Select Pause Management or Resume Management. If you need to
perform both tasksschedule a task for each, and coordinate the timing
between the 2 tasks.

4. Inthe Interval (seconds) field, select the number of seconds you want
CGCSG to delay after completing one operation before starting the next
operation.
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5.

7.

Select the Skip Device if Ra$ Required checkbox if you want &G to
skip the pause or resume operation for any devices selected that would
require a restart.

Select the devices to include in the task by selecting a device group from
the Device Group dregdown list. Select the déees to include in the
Available list, then use the arrow buttons to move the devices to the
Selected list. Devices in the Selected list will be included in the pause or
resume operation.

A Any devices selected that would require a restart will be skippieen
the task runs, if you have selected the Skip Device if Restart Required
checkbox.

Click OK.

Device Power Manager

Use the Device Power Manager to view the status of a PowerStrip device and
to manageall power outlets on the PowerStrip device. Device Power Manager
provides a PowerStripentric view of its outlets.

w N Y

To view the device power manager:
In the Devices tab, select a PowerStrip device.
Choose Devices > Device Power Manager.

The outlets are listed in the Outlets Status panel. You may have to scroll to
view all outlets.

A Select Power On or Power Off from the drdpwn list for each outlet
to power ON or power OFF the outlet.

A Select Power Cycle from the drdpwn list to restart the device
connected to the outlet.

Launching a Device's Administrative Page

If available for the device selected, the Launch Admin command provides
access to the device's administrator interface.

>

To launch a device's administrative page:

Click the Devices tab and select the device whose administrator interface
you want to launch.

Choose Devices > Device Manager > Launch Admin. The administrator
interface for the selected device appears.

Note: Edge or Chrome browsers do not allow the connection to the Admin client
of KSX2 and PX1 devices. An error of
"ERR_SSLERSION_OR_CIPHER_MISMATCH" is seen. You can use Firefox to
access the Admin client in these cases.
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Disconnecting Users

Administrators can terminate any user's session on a device. This includes users
who are performing any kind of operation on a device, such as connecting to
ports, backing up the configuration of a device, restoring a device's
configuration, or upgradinghe firmware of a device.

Firmware upgrades and device configuration backups and restores are allowed
to complete before the user's session with the device is terminated. All other
operations will be terminated immediately.

For Dominion SX devices only, yaan disconnect users who are directly logged
into the device as well as those who are connected to the device viaGCC

» To disconnect users from a device:

Click the Devices tab and select the device from which you want to
disconnectsers.

2. Choose Devices > Device Manager > Disconnect Users.

3. Select the users whose session you want to disconnect in the Disconnect
users table.

4. Click Disconnect to disconnect the users from the device.

Set User Password

You can set password on managed devices.

Note: Set password on managed devices is supported on SX2 release 2.5.0 and
greater, ard KX3 release 3.8.4 and greater.

P> To set password on managed devices:

1. Click the Devices tab and select the device whose password you want to
set.
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2. Choose Devices >Device Manager > Set User Password.

Server Time: 11:00 (GMT-05:00)

Davice %
- & Change View ¥ Delete Device
B & KX3-53-74
Port Manager »  Bulk Copy g
@ B wx3-ss-231 i m” ] =
S KX3-232-Pete 'ort Sorting Options upo;a le Device {
B = kx3-Blade Oevice Name:* |  Conofiguration b/
B B kx3-monica {kx3-monica Restart Device
2 & xa Device 1P or Hod  Bing Device Fovery Port: * HTTP Port: *
B &2 [loc3-monica.rari| _ Pause Management o so
S gPXZQISGR Subnet Mask: * Davics Power Manager  [ault Gateway:
sx ——— —
& o2-55-110 [255.255.255.0 Launch Admin... .168.62.126 [¥] Allow Direct Devic |
Disconnect Users
Heartbeat (seco Sk ryption: Firmware Version:
500 » el AES-256 (All Datastreams) | [5.8.4.5.3018]
T ;

Description: opology Yiew

Associations | Location & Contacts | Notes |

Device Associations

j Category I Element A Apply

= -

¥ Search For Device
Ready | User: admin | English (United States)

3. Enter the Username, New password,and Retype password for verification
then click Set Password.

Raritan
Secure Gateway Users Devices Nodes Reports Access 5ira System View Window Help
& Mg SlEEERLETE RO Server Time: 10:52 (GMT-05:00)
[ Nodes | Users | Devices | SetUser Password X
& KX3-53-74
8 E KX3-59-231 Username: *
&8 kx3-232-Pete [ ]
2 KX3-Blade D;ew 9;551!«»:\‘1T
a kx3-monica r ]
= Kx4
& X2 Retype New Password: *
B B px2-2166R L ]
& sx

&= 5x2-59-110

¥ Search For Device l
l e S Set

Ready | User: admin l English (United States)

|| Cancel
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Managed Powerstrips

There are three ways to configure power control using powerstrips (PDUS) in
CGSG.

1. All supported Raritaibrand, and ServerTedbrand powerstrips can be
connected to another Raritan device and added teS@Cas a Powerstrip
device. Raritafbrand powerstrips include Dominion PX and RPC
powerstrips. Check the Compatibility Matrix for supported versions. To
configure this type of managgubwerstrip in CE&SG, you must know to
which Raritan device the powerstrip is physically connected. See
Configuring Powerstrips that are Managed by Another Device iRST&C
(on pagel01l).

2. Dominion PX1, PX2, PX3 PDUs, and ServerTech PDUs can be connected
directly to the IP network and added to <SG as devices. Note théduere
are 3 device types: PX1 PDUs are designated as Dominion PX devices, PX2
& PX3 are Raritan PX iPDU devices, and ServerTech PDU & ServerTech
Pro3X are ServerTech PDU devices. These PDUs do not need to be
connected to another Raritan device.

3. MultivendodNJ & dzLJLI2 NI 2F t5! & A& | @FAtlotS
Power 1Q service interface. SBewer Control of Power IQ IT Devides
page379).

98



100

Appendix AManaged Powerstrips

With all methods, younust add Managed Powerstrip interfaces to nodes to
create power associations between the outlets and the nodes they power. See
Interfaces for Power Control using Managed Powerstrips and PRdgage

143).

P> Special Note about Dominion PX

Regardless of which method you choose to configure a PX, you should
configure all power associations using a single method, that is, as a powerstrip
of the managed device or as a PX device, but not both. If the Dominion PX is
managed by Power IQ, you caieate a Power ContrelManaged Power Strip
interface or a Power ContrglPower 1Q Proxy interface for a node but not

both.

In addition, you can connect the PX to a managing device and configure power
associations, and also connect the same PX devideettPt network so that

you can use the PX web client to view and collect power data. See the Raritan
Dominion PX User Guidégcated in the Support section of the Raritan website
under Firmware and Documentation.

Note: Managed Power strip will show connettelM serial number and CIM
firmware version but not CIM hardware version on its device profile page.

In This Chapter

Configuring Powerstrips that are Managed by Another Devicei8@C...101
Configuring PowerStrips Connected to KX3, KX21Bk®22, KSX2, and SK21
Gonfiguring Outlets 0N a POWEISHID.......uvvvviiiiiiiiiiieie e e e e e eeeeeeeeeeeeeeeeeens 102
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Configuring Powerstrips that are Managed by Another Device iRSGC

In CESG, managed powerstrips can be connected to one of the following
devices:

f

= =4 -4 —a —a -1

Dominion KX3

Dominion KX2

Dominion KX201

Dominion SX2

Dominion SX 3.4 and 3.5

Dominion KSX2

Power 1Q SeePower Control of Power 1Q IT Devides page379)

You must know which Raritan device the managed powerstrip is connected to
physically.

Note: You can also have a PX powerstrip that is connected to your IP network,
but not connectedd any other Raritan device. Sikanaged Powerstripgon
page99) for details on configuring power control for these powerstrips.

>

To configure managed powerstrips in €€G:

Complete all physical connections between the device, the powerstrip, and
the nodes that are powered by the powerstrip.

Add the managing device to €G. The procedure varies for different
Raritan devices. See the section that corresponds to the delee t
powerstrip is connected to:

A Configuring PowerStrips Connected to KX3, KX2 -KX2V2, KSX2,
and SXZon pagel0l)

A Configuring PowerStrips Connected to SX 3.0
A Configuring PowerStrips Connected to SX 3.1
Configure outlets. Se€onfiguring Outlets on a Powerstrifon pagel02).

Associate each outlet with the node that it powers. S#erfaces for
Power Control using Managed Powerstrips and POjtts pagel43).

Configuring PowerStrips Connected to KX3, KX2,-KXRV2, KSX2, and SX2

CCSG automatically detects PowerStrips connected to KX3, KXA,0/X2,
KSX2, and SX2 devices. You can perform the following tasksSia ©@C
configure and manage PowerStrips cented to these devices.

Raritan.
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Add a PowerStrip Device Connected to a KX3, KX2;KM2/2, KSX2, or SX2
Device

When you add a KX3, KX2, KIX2-V2, KSX, or SX2 device that is connected to
a PowerStrip to GSG, the PowerStrip is added automatically. The PowerStrip
will appear in the Devices tab, beneath the device to which it is connected.

Next Steps:
1. Configure outlets. Se€onfiguring Outlets on a Powerstrifon pagel02).

2. Associate each outlet with the node that it powers. S®erfaces for
Power Controlising Managed Powerstrips and PD(m pagel43).

Move a KX3, KX2, KXD1-V2, KSX2, or SX2's PowerStrip to a Different Port

When you physically move a PowerStrip from one KX3, KXZLKX22, KSX2,
or SX2 device or port to another device or port; && automatically detects
the PowerStripand updates its association to the correct device. You do not
have to add the PowerStrip to €3G separately.

Delete a PowerStrip Connected to a KX32, KX201-V2, KSX2, or SX2
Device

You cannot delete a PowerStrip connected to a KX3, KX2L&KX22, KSX2, or
SX2 device from C&EG. You must physically disconnect the PowerStrip from
the device to delete the PowerStrip from SG. When you physically
disconnect the PowerStrip from the device, the PowerStrip and all configured
outlets disappear from the Devices tab.

Configuring Outlets on a Powerstrip

Before associating Powerstrip outlets with nodes, you must configure the
outlets by adding the Managed Powerstrip interface to the node. See
Interfaces for Power Control using Managed Powerstrips and PR@dgage
143

P> To configure outlets from the PowerStrip profile:

In the Devices tab, click the + next to the device that is connected to the
PowerStrip.

2. Select the PowerStrip whose outlets you want to configure.
3. Inthe Device Profile: PowerStrip screen, select the Outlets tab.

4. Select the checkbox for each outlet younw#o configure, and then click
OK.
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The outlets will appear beneath the PowerStrip icon in the Devices tab.

To configure outlets from the Configure Ports screen:

1. Inthe Devices tab, click the + next to the device that is connected to the
PowerStrip.

2. Select the PowerStrip whose outlets you want to configure.
3. Choose Devices > Port Manager > Configure Ports.

A To configure multiple outlets with the default names shoiwrihe
screen, select the checkbox for each outlet you want to configure, and
then click OK to configure each outlet with the default name.

A To configure each outlet individually, click the Configure button next to
the outlet, and then type a name for the outlet in the Port name field.
Click OK to configure the port.

> To delete an outlet:

In the Devices tab, click the + neatthe device that is connected to the
PowerStrip.

2. Click the + next to the PowerStrip.
3. Choose Devices > Port Manager > Delete Ports.

4. Select the checkbox for each outlet you want to delete, and then click OK
to delete the outlet.
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Nodes, Node Groups, and Interfaces

This section covers how to view, configure, and edit nodes and their associated
interfaces, and how to create node groups. For details on connecting to nodes,
see the CG&G User Guide.

In This Chapter

Nodes and Interfaces OVEIVIEW.........ccuuviieiiiiieiee e ee e 104
VIEWING NOUES ...t r e e e e e e s e s annees 105
SEIVICE ACCOUNTS...ceiiiiieeeie ittt e e et e e e e e e e e e e e e e eeeeeas 109
Adding, Editing, and Deleting NOAES...........ovveiiiiiieiiiie e, 111
Adding Location and Contacts to a Node Prafile............ccccoevvivveennnn. 114
Adding Notes to a Node Profile.........c.ccooiiiiiiiiiic e 114
Adding a Video Group @ Node Profile..........cooovveviiiiiiiiiiieeeee 115
Configuring the Virtual Infrastructure in €8G...........coovvvvvviiiiiiiiiieeiee e, 117
Synchronizing the Virtual Infrastructure with-SG.............ccovvvvvvviviinnnnnn. 130
Reboot or Force Reboot a Virtual Host Nade...........cccccceeeeiiiniiiiiiiinne, 131
Accessing the Virtual Topology VIEW. ......cuueviiiiiiiieeieiiieee e 132
ConNNECHiNG t0 & NOUE .....ceoiiiiiiiie ittt 132
PINGING 8 NOUE......ooiiiiiiiiiiii e 133
Adding, Editing, and Deleting Interfaces..........cccocovveeiiiiieeeeeiniiieeeen, 134
Addinginterfaces for Nodes USiNg IPV6.........cccoeeiiiiiiiiiieiiieiiiiieeeeeee 149
Configuring Direct Port Access to a NoOde..........cceeviveiiiiieeeeiiiiiiiiieeee, 149
Bulk Copying for Node Associations, Location and Contacts................. 150
LS o [ o = | 150
Adding, Updating, and Deleting Nodes with CSV File Import................. 151
Adding, Editing, and Deleting Node GroupsS.........ccccoevvveeeiiniieeeeniiinee 175

Nodes and Interfaces Overview

About Nodes

Each node represents a target that is accessible througB&ia either

In-Band (direct IP) or Owdf Band (connected to a Raritan device) methods. For
example, a node can be a server in a rack connected to a Raritan KVM over IP
device, a server with adP iLO card, a PC on the network running VNC, or a
piece of networking infrastructure with a remote serial management
connection.

You can manually add nodes to-8G after you have added the devices to

which they are connected. Nodes can also be createdraatically by

selecting the Configure all ports checkbox on the Add Device screen when you
are adding a device. This option allows&&to automatically add all device
ports, and add a node and an eot-band KVM or serial interface for each port.
You @n edit these nodes, ports, and interfaces at any time.
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Node Names

Node names must be unique. &G will prompt you with options if you

attempt to manually add a node with an existing node name. WhesGC
automatially adds nodes, a numbering system ensures that node names are
unique.

SeeNaming Conventiongon page442) for details on C&G's rules for name
lengths.

About Interfaces

In CGSG, nodes are accessed through interfaces. You must add at least one
interface to each new node.

You can add different types of interfaces to provide different kinds of access,
such as Oubf-Band KVM or serial, powepntrol, InBand SSH/RSA/VNC,
DRAC/RSA/ILO, web, or Telnet access, depending on the node type.

A node can have multiple interfaces, but only one-ofiband serial or KVM
interface. For example, a Windows Server may have afobbhand KVM

interface for he keyboard, mouse, and monitor ports, and a power interface to
manage the outlet to which the server is connected.

Some interfaces only work in Direct mode even though you configuw®®&
use Proxy mode. These interfaces include ILO, RSA, DRAC, Wsér Birad
VMware Viewer. Java RDP interfaces can be used in proxy mode Ab&ge
Connection Modegon page259).

Viewing Nodes

Raritan.
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In CESG, you can view all nodes in the Nodes tab and select a node to view its
specific Node Profile.
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Nodes Tab

When you click the Nodes tab, all nodes to which you have access appear in a
tree structure.

Nodes ae displayed alphabetically by name or grouped by their availability
status. Nodes grouped by availability status are sorted alphabetically within
their availability grouping. To switch between sorting methods, rigick the
tree, click Node Sorting Optis, then click By Node Name or By Node Status.

SeeCustom Views for Devices and Nodes page206) for details on viewing
the Nodes tab in different ways.

Secure Gateway Users Devices
B e M &8l &

Modes | Users | Devices |
H- 25 (56)Fedora 10 - franklin
H- I2¥ 192.168.59.78

H- 4F 192.168.59.165
]"‘E§J 192.168.59.208

H- | 4F Baytech-PDU

H- | 4F CC-57-98-V1-1-localpor
] lgf CC-E1-4-192.168.59.15
H- 2 CC-Shan-1

- 2 CCSG-E1-4-59-239
g

]..

i

7

]..

]..

7

]..

\4f Dominion_KSX2_Port3
\4f Dominion_KSX2_Port4
\4F Dominion_KSX2_Porto
i Dominion_KX2_Port?
4 Dominion_KX2_Portd
\@f Dominion_KX2_Port12
\wf Dominion_KX2_Port13
\4F Dominion_KX2_Port14
H- |4 Dominion_KX2_Portl5
H- 4 Dominion_KX2_Portl6
] i Dominion_KX2_Port17
H- |4 Dominion_KX2_Port18
H- |4 Dominion_KX2_Port19

o OO O OO O e O O OO O O e O e O o O e O OO O OO e O O e O OO e O |

¥ Search For Node
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Node Profile

Click a Node inhie Nodes tab to open the Node Profile page. The Node Profile
page includes tabs that contain information about the node.

> Interfaces tab

The Interfaces tab contains all the node's interfaces. You can add, edit, and
delete interfaces on this tab, and select the default interface. Nodes that
support virtual media include an additional column that shows whether virtual
media is enabled or disded.

>  Associations tab

The Associations tab contains all categories and elements assigned to the node.
You can change the associations by making different selections.

SeeAssociations, Categories, and Elemefis page34).

> Location & Contacts tab

The Location & Contacts tab contains information about a device's location and
contact information, such as phone numbers, that you may need when working
on a device. Youan change the information in the fields by typing in new
information.

SeeAdding Location and Contacts to a Node Profite pagell4).

» Notes tab

The Notes tab contains a tool that enables users to leave notes for about a
device for other users to read. All notes display in the tab with the date,
username, and IP address of the user who added the note.

If you have the Device, Port, and tdoManagement privilege, you can clear all
notes from the node profile. Click the Clear button.

SeeAdding Notes to a Node Profil@n pagell4).

P> Audit tab

Youcan view the reasons that a node was accessed in the Audit tab. Users
must enter a reason for access before connecting to a node when node
auditing has been enabled for the user group.

The Audit tab is hidden if the feature is disabled, or if no reagomnaccess
have been entered.

SeeConfiguring Access Auditing for User Groupa pagels6).

P> Control System Data tab
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Control system server nodes, such as VMv&¥gttual Center, include the
Control System Data tab. The Control System Data tab contains information
from the control system server that is refreshed when the tab opens. You can
access a topology view of the virtual infrastructure, link to associatel# no
profiles, or connect to the control system and open the Summary tab.

»  Virtual Host Data tab

Virtual host nodes, such as VMware's ESX servers, include the Virtual Host Data
tab. The Virtual Host Data tab contains information from the virtual host server
that is refreshed when the tab opens. You can access a topology view of the
virtual infrastructure, link to associated node profiles, or connect to the virtual
host and open the Summary tab. If you have Device, Port, and Node
Management permission, you c&eboot and Force Reboot the virtual host

server.

»  Virtual Machine Data tab

Virtual machine nodes, such as VMware's Virtual Machines, include the Virtual
Machine Data tab. The Virtual Machine Data tab contains information from the
virtual machine that is refreshed when the tab opens. You can access a
topology view of the virtuafrastructure, link to associated node profiles, or
connect to the virtual host and open the Summary tab.

> Blades tab

Blade chassis nodes, such as IBM BladeCenter, include the Blades tab. The
Blades tab contains information about the blade servers resiuittige blade
chassis.

Node and Interface lcons

For easier identification, nodes have different icons in the Nodes tree. Hold the
mouse pointer over an icon in the Nodes tree to view a tool tip containing
information about the node.

Icon Meaning
=) Node available the node has at least one interface that is up.
3 Node unavailablethe node does not have an interface that is u
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Service Accounts

Service Accounts Overview

Service accounts are special login credentials that you can assign to multiple
interfaces. You can save time by assigning a service account to a set of
interfaces that often require a password cha&ng/ou can update the login
credentials in the service account, and the change is reflected in every interface
that uses the service account.

Service accounts cannot be used for @f:Band interfaces or Managed

Powerstrip interfaces.

1 For DRAC, iLO, aR$EA interfaces, the login credentials apply to the
embedded processor card, not the underlying OS.

i For RDP, SSH, and Telnet interfaces, the login credentials apply to the OS.

For VNC interfaces, the login credentials apply to the VNC server.

I For Web Browseinterfaces, the login credentials apply to the form
available at the URL specified in the interface.

=

To view service accounts:
1 Choose Nodes > Service Accounts. The Service Accounts page opens.

1 Click the column header to sort the table by that attribute in ascending
order. Click the header again to sort the table in descending order.

Optional.
Field Description
Service Account Name This name is used to identify the service account in the

interface dialogs and in the Assign Service Account pag

Username This username is used as part of the login credentials w
the service account is assigned to an interface.

Password This password is used as part of the login credentials w
the service account is assigned to an interface.

Retype Password This field is used to ensure the password is typed corre

Description This description can contain any extra inf@tion you
want to add about the service account.

Add, Edit, and Delete Service Accounts

> To add a service account;:
1. Choose Nodes > Service Accounts. The Service Accounts page opens.
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Click the Add Row icou to add a row to the able.

Enter a name for this service account in the Service Account Name field.
Enter the username in the Username field.

Enter the password in the Password field.

Retype the password in the Retype Password field.

Enter a description of this service aco in the Description field.

Click OK.

© N Ok

To edit a service account:

Choose Nodes > Service Accounts. The Service Accounts page opens.
Find the service account you want to edit.

Edit the fields. You cannot edit the Service Account Name.

w N Y

Note: CESG updates all interfaces that use the service account to use the
new login credentials when you change the username or password.

4. Click OK.

P> To delete a service account:
Choose Nodes > Service Accounts. The Service Accounts page opens.
Select the service account you want to delete.
3. Click the Delete Row buttor@
4. Click OK.

Change the Password for a Service Account

To change the password for a service account:

Choose Nodes > Service Accounts. The Service Accounts page opens.
Find the service account whose password you want to change.

Enter the new password in the Password field.

Retype the password in the Retype Password field.

Click OK.

o~ wDNdPE Vv

Note: CESG updateslkinterfaces that use the service account to use the new
login credentials when you change the username or password.
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Assign Service Accounts to Interfaces

You can assign a service accotantnultiple interfaces. Each interface that is
assigned the service account uses the same login information for connections.

CGCSG updates all interfaces that use the service account to use the new login
credentials when you change the username or passiwor

You can also select a service account when you configure an interface. See
Adding, Editing, and Deleting Interfacdsn pagel34).

You must have the Device, Port, and Node Management privilege to assign
service accounts to interfaces. S&dding, Editing, and Deleting User Groups
(on pageld2).

>

4.
5.

To assign a service account to interfaces:

Choose Nodes > Assign Service Accounts. The Assign Service Accounts page
opens.

In the Service Account Name field, select the service account you want to
assign to the nodes.

In the Available list, select the interfaces you want to assign the service
account to. Use Ctrl+click or Shift+click to select multiple interfaces at
once.

Tip: Type a node name in the Find field to highlight it idisheType * after
a partial name to highlight all similar names in the list.

Click the column headers to sort the lists alphabetically.

Click Add to move the selected interfaces into the Selected list.
Click OK. The service account is assigned to all nodes in the Selected list.

Note: CESG updates all interfaces that use the service account to use the new
login credentials when you changee username or password.

Adding, Editing, and Deleting Nodes

Raritan.
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Add a Node

>

1.

To add a node to GGG:
Click the Nodes tab.

111



Appendix ANodes, Node Groups, and Interfaces

112

2. Choose Nodes > Add Node.

Add Node

@ Please enter node name.

Mode Name: *

Description:

o L e -

Lok, et

Interfaces Associations Location & Contacts | Motes |

Default Interface:*

Interfaces

Type Name Status Availability Raritan Device

e e e P i e N i e e e

3. Type a name for the node in the Node Name field. All noal@es in CGG
must be unique. Seaming Conventiongon page44?2) for details on
CCSG's rules for name lengths.

4. Type a short description for this node in the Description fi@gdtional.

5. You must configure at least one interface. Click Add in the Interfaces area
of the Add Node screen to add an interface. 3éed an Interfacgon page
134).

6. A list of Categories and Elements can be configured to better describe and
organize this node. Sesssociations, Categories, and Elemefds page
34). Optional.

A Foreach Category listed, click the Element ddipwvn menu, and then
select the element you want to apply to the node from the list.

Note: By default, GEG keeps default category names "Sysigmpe" and
"US States and territories" in English.

A Select the blank item in the Element field for each Category you do not
want to use.

A If you do not see the Category or Element values you want to use, you
can add them through the Associations menu. 8esociations,
Categories, and Elementsn page34).

7. Click OK to save your changes. The node will be added to the node list.

Important: If you move a blade chassis froone Dominion device port to
another Dominion device port, interfaces that were added to the blade
chassis node in GEG will be lost in GSG. All other information will be
retained.
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Nodes Created by Configuring Ports

When you configure the ports of a device, a node is created automatically for
each port. An interface is also created for each node.

When a node is automatically created, it is given the same name as the port to
which it is associated. If this node name already exists, an extension is added to
the node name. For example, Channell(1). The extension is the number in
parentheses. This extsion is not included as part of the character count for

the node name. If you edit the node name, the new name will be restricted to
the maximum number of characters. Sdaming Conventiongon page442).

Edit a Node

You can edit a node to change its name, description, interfaces, default
interface, or associations.

» To edit a node:

Click the Nodes tab, and then select the node you want to edit. The Node
Profile appears.

2. Edit the fields as needed.
3. Click OK to save your changes.

Note 1: Changing the node name of a blade chassis does not change its chassis
name. To modify the chassiame, edit it in the Device Profile screen. Bdit a
Blade Chassis Devi¢en page71).

Note 2: Changing the node name of a Virtual Host or Virtual Controlnsyste
node also changes the name in the Virtualization table.

Delete a Node

Deleting a node removes it from the Nodes tab. The node will no longer be
available for users to access. When you delete a node, all interfaces,
associations, and associated ports are deleted.

To delete a node:

In the Nodes tab, select the node you want to delete.

Choose Nodes > Delete Node. The Delete Node screen appears.
Click OK to delete the node.

Click Yes to confirm that deleting the node also deletes all interfaces and
associated ports. A list of all d&del items appears when the deletion is
complete.

WbV
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Adding Location and Contacts to a Node Profile

Enter details about the location of the node, and contact information for the
people who administer or use the node.

To add location and contacts to a node profile:

Select a node in the Nodes tab. The Node Profile page opens.
Click the Location & Contacts tab.

Enter Location information.

A Department: Maximum 64 characters.

A Site: Maximum 64 characters.

A Location: Maximum 128 characters.

4. Enter Contacts information.

A Primary Contact Name and Secondary Contact Name: Maximum 64
characters.

A Telephone Number and Cell Phone: Maximum 32 characters.

w N Y

5. Click OK to save your changes.

Adding Notes to a Node Profile

You can use the Notes tab to add notes about a node for other users to read.
All notes appear in the tab with the date, usernaraad IP address of the user
who added the note.

If you have the Device, Port, and Node Management privilege, you can clear all
notes that appear in the Notes tab.

P> To add notes to the node profile:

1. Select a node in the Nodes tab. The Node Profile page opens.
2. Click the Notes tab.

3. Type your note in the New Note field.

4. Click Add. Your note appears in the Notes list.

> To clear all notes:

1. Click the Notes tab.

2. Click Clear Notes.

3. ClickYes to confirm. All notes are deleted from the Notes tab.
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Adding a Video Group to a Node Profile

Raritan.

Abrand of Olegrand’

The video group feature allows you to have access to multiple video card
outputs ofa target server that is connected to one or multiple KVM devices.
When connected to the node, you will see all video outputs simultaneously.
The mouse will sync if it is configured properly in the target server. The mouse,
virtual media and audio menu ammnly available on the first video. You can
include targets connected to different KVM devices in a video group. There can
be up to 6 KVM connections per video group. You can create one video group
per node.

The first step to create a video group is to figare multiple outof-band KVM
interfaces to the node, one for each video target. Then, you can configure the
video group by specifying each interface that should be part of the group, and
the video layout you require. Videos will be arranged by coluriae sy side.

Note: When ports are in a video group, accessing them individually is not fully
supported: you can connect to each pantd view the video, but the mouse,
virtual media and audio are only accessible on the first listed interface of the

group.

Video Groups are supported by the following devices:

 KX3version 3.8 or later
T KX4101 4.1.5 or later

Video Group connections are sugrted in AKC/VKC, but not HKC. When
launching, the application configured in the first listed interface is used, so
make sure that AKC/VKC is specified.

You must have the Device, Port and Node Management privilege to configure
Video Groups. Users who atennecting to the video group must have Node
Out of Band permission.

Note: Video groups cannot be accessed through bookmark ekRVS
connections.

P> To configure multiple interfaces to a node:

Ports should be configured as interfaces to a node.To do this devices are added
without configuring its ports or ports are deleted from the devices if they are
already added. There are 3 ways to configure multiple interfaces to a node:

From Device:
A SelectDevices tab, right click device > Configure Ports.

A Click Configure on the right of the port, change Node Name to the
name of the node to which you want to add this as interface.

A Click Add Interface option on info dialog box.
A Repeat the above steps to configure other ports.
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From Node:

A Select Nodes tab > lset the node which you want to add interfaces
to.

A Click Add button on Node Profile window. Choose Interface
type:OutOf-Band KVM, select Raritan Device Name, Raritan Port
Name from the list, type Description and click OK.

A Repeat the above steps to add nednterfaces.

By Importing:

>

A Choose Administration > Import> Import Nodes or Import Devices.

A In the import file make sure to replace node names of all the interfaces
with the node name of the node where all the interfaces are added.

A Click Validate and theimport.

To add a video group:

You must configure multiple interfaces to a node.

1.
2.
3.

5.

Select the node in the Nodes tab. The Node Profile page opens.
Click the Video Group tab.

You will see the configured interfaces that support video groups in the
Available section.

Select one or all by pressing Ctrl+A and click Add.

Select Maximum Columns from the list. Based on the selecti@) ybu

will see the port connections arrangedtlmt many columns. For example,
if you set Maximum Columns to 2, and configure 6 interfaces in the video
group, the videos are arranged in a 3 x 2 grid.

1 2

3 4

5 6
Click Apply.

Node Profile x

Vides Greup

L[
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1. In Nodes tab, rightlick the node, and select Connect Video Group. OR,
select the node, then choose Nodes > Connect Video Group.

2. The video group opens with all the ports connected.

Configuring the Virtual Infrastructure in GEG
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Term
Control System

Virtual Host

Virtual Machine

VI Client interface

VMW Viewer

interface

VMW Power
interface

118

You can configure your virtual infrastructure for access H8GCThe

Virtualization page offers two wizard tools, Add Control System wizard and Add
Virtual Host wizard, that help you add control systems, virtual hosts, and their
virtual machines properly

Once you complete the configuration, all control systems, virtual hosts, and
virtual machines are availablerfaccess as nodes in-SG. Each type of virtual
node is configured with an interface for access and an interface for power.

1 Control system nodes and virtual host nodes are configured with a VI
Client interface. The VI Client interface provides accefisetwirtualization
system's infrastructure client. For VMware control centers, the VI Client
interface provides access to the control center server via VMware Virtual
Infrastructure Web Access. For VMware ESX servers, the VI Client interface
provides accss to the ESX server via VMware Virtual Infrastructure Web
Access.

9 Virtual machine nodes are configured with a VMW Viewer interface and a
VMW Power interface. The VMW Viewer interface provides access to the
virtual machine's viewer application. For VMwatgual machines, the
VMW Viewer interface provides access to the virtual machine remote
console. The VMW Power interface provides power control for the node
through CESG.

CCSG cannot manage or access ESXi virtual nodes that use a license for a
free-trial version of the VMware product.

Terminology for Virtual Infrastructure
CCSG uses the following terminology for virtual infrastructure components.

Definition Example

The Control System is the managing server. The  VMware's Virtual Center
Control System manages one or more Virtual Hosts

The Virtual Host is the physical hardware that conte VMware's ESX
one or more Virtual Machines.

A Virtual Machine is a virtual server that resides on VMware's Virtual Machine or VI
Virtual Host. A Virtual Machine can be relocated fro
one Virtual Host to a diffrent Virtual Host.

Control system nodes and virtual host nodes have ¢ VMware's Virtual Infastructure
Client interface that provides access to the Web Access
virtualization system's infrastructure client applicatic

Virtual machine nodes have a VMW Viewer interfac VMware's Virtual Machine
that provides access to the virtual machine's viewer Remote Console
application.

Virtual machine nodes have a VMW Power interfact N/A
that provides power control for the node through
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Term Definition Example
CGSG.

Add a Control System with Virtual Hosts and Virtdachines
When you add a control system, a wizard guides you through adding the virtual
hosts and virtual machines included in the control system.

Add Control System
Add Control System

@ Please enter device IP address.

Network Configuration

1P Address/Hostname: *

TCP Port: * Check Interval (seconds): *
243 | [s00

Authentication

Service Account Name:

[ use Service Account Credentials |

Username: Password:

[] Enable single Sign @n For WI Client

m

| | Cancel

To add a control system with virtual hosts and virtual machines:
Choose Nodes > Virtualization.
Click Add Control System.

Hostname/IP Address: Enter the IP Address or hostname of the control
system. Maximum 255 characters. IPV6 is supported.

TCP Port: Enter the TCP port. The default port is 443.

5. Check Interval (seconds): Enter the time in seconds that should elapse
before timeout between the control system and-SG.

6. Enter authentication information:

A To use a service account for authentication, select the Use Service
Account Credentials checkhaRelect the service account to use in the
Service Account Name menu.

or

w N Y

»
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A Enter a Username and Password for authentication. Maximum 64
characters each.

7. To allow users who access this control system to automatically log into the
VI Client interface, selethe Enable Single Sign On For VI Client checkbox.
Optional.

8. Click Next. GSG discovers the control system's virtual hosts and virtual
machines, including virtual machines that are stored in vVApps.

A Click the column header to sort the table by that ditrie in ascending
order. Click the header again to sort the table in descending order.
Optional.

9. Add virtual machines to C8G. One node will be created for each virtual
machine. Each associated virtual host will also be configured. Only one
virtual host node will be added, even if the virtual host is associated with
multiple virtual machines.

A To addone virtual machine:

A Select the Configure checkbox next to the virtual machine that you
want to add.

A To add a VNC, RDP, or SSH interface to the virtual host node and
the virtual machine node, select the checkboxes next to the
virtual machineOptional.

A To add all virtual machines:

A Select the topmost checkbox in the Configure column to select all
virtual machines.

A To add a VNC, RDP, or SSH interface to all virtual host nodes and all
virtual machine nodes, select the topmost checkboxes in the VNC,
RDP, oSSH column®ptional.

A To add more than one virtual machine:
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A Use Ctrl+click or Shift+click to select multiple virtual machines that
you want to add.

A In the Check/Uncheck Selected Rows section, select the Virtual
Machine checkbox.

A Toadd a VNC, RDP, or SSH interface to the virtual host nodes and
virtual machine nodes that will be created, select the VNC, RDP or
SSH checkboxes in the Check/Uncheck SmldRbws section.

Optional.
A Click Check.

Edit Control System

@ Select the virtual machines and interfaces for the virtual machine nodes that will be created for yvou

Total Virtual Machines Found:
18

Discovered Virtual Machines:

Virtual Machines Configured:

Interfaces To Configure
Configure
WNC | RDP | SSH
4 Virtual Host + \irtual Machine

L[] L[] L] L[]
: esxf-systemtest.rarita... |an  -centos63ccsg-nov0s : : :
: esxf-systemtest.rarita... ([ S3ga-q : : :
] esxf-systemtest.rarita... [ 55Build-g ] ] L
[] esxf-systemtest.rarita... [C SG-Cent0S63-V [] [] L]
: esx6-systemtest.rarita...|d _wccsg_54050 : : :
[] esxG-systemtest.rarita... | _wcceg_eval_54051 [] [] []
[v] esxh-systemtest.rarita... | DNS-server-Windows2008(3 2bit) [v] [v] [v]
[] esxf-systemtest.rarita.. . -CC-59-68 [] [] L]
] esx6-systemtest.rarita... (windows2008-59-56- ] ] ]
: esx7-systemtest.rarita... |(CCE0-q : : :
: esx7-systemtest.rarita... [CC-59-91 : : :
[] esx7-systemtest.rarita... |CC-Eval-5-4-0-5-1-59-74 [v] [v] [v]

A VI Client interface will automatically be added to each control system and wirtual host node. WYMware Viewer and a Wirtual Power
interface will autormatically be added to each virtual machine,

Check/Uncheck Selected Rows

[¥] wirtual Machine [¥] wNC  [¥] RDP SSH| Check || Uncheck |

Back

| Next || Cancel

10. Click Next. GSG displays a list of interface types that willdgeled. You
can add names and login credentials for each type.

11. For each interface type, enter a name and login credentials. The name and
login credentials will be shared by all the interfaces added to each virtual
machine node and virtual host node configuré&ptional.

Leave these fields blank if you prefer to add names and login credentials to
each interface individually.

The interface will take the name of the node if the field is left blank.

a. Enter names for interfaces. Maximum 32 characters.
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A Virtual Host VI Client Interfaces

A VMware Viewer Interfaces

A Virtual Power Interfaces

A RDP, VNC, and SSH Interfaces, if specified

Enter login credentials, if needed. Some interface types do not require

login credentials.:

A To use a Service Account, select the Use Service Account
Credentials checkbox then select the name of the service account.

or

A Enter a username and password fbetinterface type. Maximum
64 characters each.

®

Edit Control System

Commeon interface names and credentials can be assigned to each interface type for all nodes
associated with the control system. For any interface that you do not want common information
leave the field(s) blank.

VI Client Interfaces
Interface Name:

Frr——r

[ use Service Account Credentials | |

Username: Password:

Service Account Name:

VMware Viewer Interfaces

Interface Name: 1

Virtual Power Interfaces

Interface Name:

| Back | | Finish || Cancel

P e U

12. Click OK.
CCSG creates:

A One node for each virtual machine. Each virtual machine node has a

VMW Viewer interface, a VMW Power interface, and any other
in-band interfaces you specified. Virtual machine nodes are named
with their virtual machine names from the virtual host systems.

One node for each virtual host. Each virtual host node has a VI Client
interface. Virtual Host nodes are named with their IP addresses or
host names.

One node for the control system. The control system node has a VI
Client interface. Control System nodm® named "Virtual Center" plus
the IP address. For example, "Virtual Center 192.168.10.10."
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Add a Virtual Host with Virtual Machines
When you add a virtual host, a wizard guides yfmough adding the virtual
machines included in the virtual host.

Add Virtual Host b4
Add ¥irtual Host

@ Please enter device IP address.

Network Configuration

IP Address/Hostname: *

TCP Port: * Check Interval (seconds): *
243 | ls00

Authentication

Service Account Name:

[ use Service Account Credentials |

Username: Password:

[ Enable Single Sign on For W1 Client

| Next | | Cancel

To add a virtual host with virtual machines:
Choose Nodes > Virtualization.
Click Add Virtual Host.

Hostname/IP Address: Enter the IP Address or hostname of the virtual host.
Maximum 255 characters. IPV6 is supported.

TCP Port: Enter the TCP port. The default port is 443.

Check Interval (seconds): Enter the time in seconds that should elapse
before timeaut between the virtual host and C8G.

6. Enter authentication information:

w N Y

o &

A To use a service account for authentication, select the Use Service
Account Credentials checkbox. Select the service account to use in the
Service Account Name menu.

or

A Enter a Username and Password for authentication. Maximum 64
characters each.
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7. To allow users who access this virtual host to automatically login to the VI
Client interface, select the Enable Single Sign On For VI Client checkbox.
Optional.

8. Click Next. GSG discovers the virtual host's virtual machines.

A Click the column header to sort the table by that attribute in ascending
order. Click the header again to sort the table in descending order.
Optional.

9. Add virtual machines to C8G. One node will be crtea for each virtual
machine. Each associated virtual host will also be configured. Only one
virtual host node will be added, even if the virtual host is associated with
multiple virtual machines.

A To add one virtual machine:

A Select the Configure checkbngxt to the virtual machine that you
want to add.

A To add a VNC, RDP, or SSH interface to the virtual host node and
the virtual machine node, select the checkboxes next to the
virtual machineOptional.

A To add all virtual machines:

A Select the topmost checkbox in the Configure column to select all
virtual machines.

A Toadd a VNC, RDP, or SSH interface to all virtual host nodes and all
virtual machine nodes, select the topmost checkboxes in the VNC,
RDP, or SSH colum@ptional.
A To add more than one virtual machine:

A Use Ctrl+click or Shift+click to selemtltiple virtual machines that
you want to add.

A In the Check/Uncheck Selected Rows section, select the Virtual
Machine checkbox.

A To add a VNC, RDP, or SSH interface to the virtual host nodes and
virtual machine nodes that will be created, select the VRIOP or
SSH checkboxes in the Check/Uncheck Selected Rows section.
Optional.

A Click Check.
10. Click Next. GSG displays a list of interface types that will be added. You
can add names and login credentials for each type.

11. For each inteface type, enter a name and login credentials. The name and
login credentials will be shared by all the interfaces added to each virtual
machine node and virtual host node configur€jptional.

Leave these fields blank if you prefer to add named login credentials to
each interface individually.

The interface will take the name of the node if the field is left blank.

a. Enter names for interfaces. Maximum 32 characters.
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A VI Client Interfaces

A VMware Viewer Interfaces

A Virtual Power Interfaces

A RDP, VNC, and SSH Interfaces, if specified

Enter login credentials, if needed. Some interface types do not require
login credentials.:

A To use a Service Account, select the Use Service Account
Credentialsheckbox then select the name of the service account.

or

A Enter a username and password for the interface type. Maximum
64 characters each.

12. Click OK.
CCSG creates:

A

A

One node for each virtual machine. Each virtual machine node has a
VMW Viewer interface, a VMW Power interface, and any other
in-band interfaces you specified. Virtual machine nodes are named
with their virtual machine names from the virtual host systems.

One node for each virtual host. Each virtual host node has a VI Client
interface. Virtual host nodes are named with their IP addresses or host
names.

Edit Control Sy®ms, Virtual Hosts, and Virtual Machines

You can edit the control systems, virtual hosts, and virtual machines configured
in CEGSG to change their properties. You can delete virtual machine nodes from
CCSG by deselecting the Configure checkbox for tHealimachine.

Note: To change the node name for a virtual host or control system node, edit
the node. Sek&dit a Nodgon pagell3). The name change also displays in the
Virtualization table.

To edit control systems, virtual hosts, and virtual machines:
1. Choose Nodes > Virtualization.

2. Click the column header to sort the table by that attribute in ascending
order. Click the header again to sort the table in descending order.

Optional.
3. Select the control system or virtual host you want to edit.
4. Click Edit.

5. Change the information as needed. S&ad a Control System with Virtual
Hosts and Virtual Machine®n pagell9) andAdd a Virtual Hbst with
Virtual Machines(on pagel23) for complete field descriptions.
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6. Click Next.

Edit Control System

@ Select the virtual machines and interfaces for the virtual machine nodes that will be created for you

Total Virtual Machines Found:
18

Discovered Virtual Machines:

Virtual Machines Configured:

K3

Configure
4 Virtual Host

L]

s+ Virtual Machine

Interfaces To Configure
VNC

Fel
=)
T

S55H

esxB-systemtest.rarita...

an -centos63ccsg-nov0s

esx6-systemtest.rarita...

C 53ga-g

esxB-systemtest.rarita...

C 55Build-q

esx6-systemtest.rarita...

C S5G-Cent0563-V

esxB-systemtest.rarita...

d _wcceg_ 54050

esx6-systemtest.rarita... |

_wvcosg_eval_54051

esxG-systemtest.rarita...

DNS-zerver-Windows2008(32bit)

esx6-systemtest.rarita...

-CC-59-68

esxG-systemtest.rarita...

windows2008-59-56-

esx7-systemtest.rarita...

CC60-q

esx7-systemtest.rarita...

CiC-558-51

HOOOOROOOOOC

esx7-systemtest.rarita...

CC-Eval-5-4-0-5-1-59-74

EOOOOROOOCOCE O

e
’mxu e

A VI Client interface will automatically be added to each control system and virtual host node, WMware Viewer and a Virtual Power
interface will autormatically be added to each virtual machine.

Check/Uncheck Selected Rows

Back

| Next || Cancel

7. Delete one or multiple virtual machines from-SG.

A To delete a virtual machine, deselect the Configure checkbox.

A To delete multiple virtual machines, use Ctrl+click or Shift+click to
select multiple virtual machines. Then select the Virtual Machine
checkbox in the Check/Uncheck Selected Rows section,liakd c

Uncheck.

8. To add VNC, RDP, or SSH interfaces to the virtual host node and the virtual
machine node, select the checkboxes next to each virtual machine.

You cannot remove SSH, VNC and RDP interfaces from virtual machine
nodes or virtual host nodes frothis page. You must delete the interfaces
from the node profile. Sdeelete an Interfacgon pagel49).

9. Click Next. If you chose to delete virtual machines, a message appears to

alert you.

10. For each interface type, enter a name and login credentials. The name and
login credentials will be shared by all the interfaces added to each virtual

machine node and vinal host node configuredOptional.

You can leave

these fields blank if you prefer to add names and login credentials to each

interface individually.

a. Enter names for interfaces (maximum 32 characters).
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A Virtual Host VI Client Interfaces
A VMware Viewer Interfaces
A Virtual Power Interfaces

A RDP, VNC, and SSH Interfaces, if specified

b. Enter login credentials:

A To use a Service Account, select the Use &Atcount
Credentials checkbox then select the name of the service account.

or

A Enter a username and password for the interface type. Maximum

64 characters each.
11. Click OK.

Raritan.

Delete Control Systems and Virtual Hosts

You can delete control systems and virtual hosts fror8GC

When you delete a control system, the virtual hosts and virtual machines

associated with it are not deleted.

When you delete a virtual host, the control systems and virtual machines

associated with it are not deleted.

Virtual machine nodes are not automatically deleted when their associated
control systems or virtual hosts are deleted. ®dete a Virtual Machie

Node(on pagel28).

Yirtualization

4 Node Name Type Node Status Last Synchronization [
esxG-systemtest.raritan.com \irtual Host Up April 17, 2013 at 16:15 EDT 1
esx7-systemtest.raritan.com Virtual Host up April 17, 2013 at 16:15 EDT 3\
irtualCenter 192.168.59.99 Control System Up April 17, 2013 at 16:15 EDT 2t

Synchronize | | Add Control System | | Add Virtual
P> To delete control systems and virtual hosts:
Choose Nodes > Virtualization.
2. Select the control systems and virtual hosts you want to delete fioen t
list. Use Ctrl+click to select multiple items.
3. Click Delete.
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Delete a Virtual Machine Node
There are two ways to delete virtual machine nodes:

1 Use the Delete Node feature. SBelete a Nod€on pagell3).

1 Deselect the Configure checkbox for the virtual machine.ERieControl
Systems, Virtual Hosts, and Virtual Machin@s pagel25).

Delete a Mitual Infrastructure

Follow these steps to delete a whole virtual infrastructure fromSt;
including the control system, virtual hosts, and virtual machines.

» To delete a virtual infrastructure:

Delete all virtual machine nodes by deselecting the Configure checkbox for
each virtual machine. Sdedit Control Systems, Virtual Hosts, and Virtual
Machines(on pagel25).

2. Delete the control system and virtual hosts. $dete Control Systems
and Virtual Hostqon pagel27).
All components of the virtual infrastructure are deleted, including control

system nodes, virtual host nodes, and virtual machine nodes and their
interfaces.

Minimum Permissions Required in VCenter

You must set some minimum permissions in the VCenter application to allow
CGCSG to access VCenter and manage the nodes and interfaces associated with
it.

To set minimum permissions:

Host > Configuration > System Management
Host > Configuration > Maintenance

Virtual Machine > Interaction > Power On
Virtual Machine > Interaction > Power Off
Virtual Machine > Interaction > Suspend
Virtual Machine > Interaction > Reset

Virtual Machine > Interaction > Console Interaction
Tasks > Create

Scheduled Task > Create Tasks

Scheduled Task > Run Task

In addition, Virtual Machine > Interaction > Device Connection should be
provided to be able t@onnect/disconnect media and network devices from
the VMware Remote Console.

=4 =4 -4 48 -8 -8 a8 2 -8 2 V¥
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Add the CESG IP Address to Internet Explorer Trusted Sites InterneteZon

When using the Internet Explorer browser with VMware virtual machine nodes,
you must add the GSG IP address to the browser's Trusted Sites Internet Zone
for successful connections.

See alsdnstall the VMware Remote Console Plugin Manually When VCente
is Not Addedon pagel29).
Check the following prerequisites below to ensure your VMviewer will launch.

1 Launch Wiviewer
T Launch VMware VMs via-I& browser in Win 10, Win 7, Win 2012 server

VMware and IE 11:

1 Virtual Center IP address and ESXi Hosts IP are in "Intranet zone",
Compatibility view enabled for intranet zone [ IE Browser > Tools >
Compatibility View Settings > Make sure "Display intranet sites in
Compatibility View is unchecked".

CC IP address isaladded in intranet zone.

1 Launch VM in GEG and install certificate window is displayed. Click on ok,
and continue and open ESXi page. Close it and then open the same VM
target again. VM target Window is displayed.

Install the VMware Remote Console Plugin Manually When VCenter is Not
Added

When VCenter is present in €3G, Internet Explorer prompts you to download
the VMware remote console plugin automatically, and the plugin is retrieved
from VCenter.

You may see this error message: "Failed to run vmware remote console
plugin. Either the bwser is not supported or you have a previous version of
the console installed".

If you have not added VCenter, but only added a host, the plugin prompt does
not appear. You must manually download the plugin from the web.

The plugin file name is "vmwanenrc-win32-x86.exe". You may need to
download a different plugin file for 68it OS.

Add an IPv6 VCenter Accessed Across VPN

When a VCenter with an IPv6 address is accessed across goRNay need
to change the MTU rate to 1300 to allow the VCenter to be added t8§&@C

Accessing VI Client from a Linux Client

You cannot directly launch the VI client from-8G when using a Linux client
because a supported version of Adobe Flash Player is not available. Make sure
your browser supports the vSphere client.
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Synchronizing the Virtual Infrastructure with C8G

Synchronization ensures that the <SG has the most dip-date information
about your virtual infrastructure. Synchronization updates information specific
to each virtual machineade and virtual infrastructure topology information.

You can configure an automatic daily synchronization of all control systems and
virtual hosts configured. You can also perform a synchronization of selected
control systems and virtual hosts at any time

Synchronize the Virtual Infrastructure
You can perform a synchronization of-8G with your virtual infrastructure.

When you select a control system for synchronization, the associdittel
hosts will also be synchronized, whether or not you select the virtual hosts.

Yirtualization

Node Name Type Node Status 4 Last Synchronization Configured in Secure Gateway
esx7-systemtest.raritan.c... Virtual Host Up April 18, 2013 at 14:11 EDT 3 Virtual Machines
esx6-systemtest.raritan.c... [Virtual Host up April 18, 2013 at 14:11 EDT 1 Virtual Machine
VirtualCenter 192.168.59... |Control System Up April 18, 2013 at 14:11 EDT 2 Hosts

| Synchronize Add Control System || Add Virtual Host || Edit || Delete |

To synchronize the virtual infrastructure:

1. Choose Nodes > Virtualization.

2. Inthe list of nodes, select the nodes you want to synchronize. Use
Ctrl+click to select multiple items.

3. Click Synchronize. If the virtual infrastructure had changed since the last
synchronization, the information in €85 updates.

A The Configured in SeaiGateway column shows the number of virtual
machines or hosts that are configured in-8G.

A The Last Synchronization Date shows the date and time of the
synchronization.

A The Node Status column shows the status of the virtual node.
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Enable or Disable Daily Synchronization of the Virtual Infrastructure

You can configure an automatic synchronization oSGC0with your virtual
infrastructure. The automatic synchronization occurs daily at the time you
specify.

Yirtualization

Synchronize AJ

Setup Automatic Synchronization

Start Time
Enable Diaily Automatic Synchronization DD:D].

Update J

To enable daily synchronization of the virtual infrastructure:
Choose Nodes > Virtualization. Scroll to the bottom of the page.
Select the Enable Daily Automatic Synchronization ldhec

Enter the time when you want the daily synchronization to occur in the
Start Time field.

Click Update.

w N =Y

P

To disable daily synchronization of the virtual infrastructure:
Choose Nodes > Virtualization.

Deselect the Enable Daily Automatic Synchronization checkbox.
Click Update.

w N Y

Reboot or Force Reboot a Virtual Host Node

Raritan.
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You can reboot or force reboot the virtual host server. A Reloperation
performs a normal reboot of the virtual host server when it is in maintenance
mode. A Force Reboot operation forces the virtual host server to reboot, even
if the server is not in maintenance mode.

To access these commands, you must have theéeNnBand Access and Node
Power Control privilege. You must also be in a user group that is assigned a
policy to access the node you want to reboot or force reboot.

P> To reboot or force reboot a virtual host node:
1. Select the virtual hst node you want to reboot or force reboot.
2. Click the Virtual Host Data tab.
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3. Click Reboot or Force Reboot.

Accessing the Virtual Topology View

The Topology View is a tree structure that shows the relationships of the
control system, virtual hosts, and virtual machines associated with the selected
node.

You must have the Device, Port, and Node Management privilege to open the
topology view.

P> Openthe topology view from the virtual node profile:

In the node profile, click the tab that contains virtualization information
about the node: Virtual Machine Data tab, Virtual Host Data tab or Control
System tab, depending on the node type.

2. Click the Topology View link. The topology view opens in a riadow.
Virtual nodes that are configured in €3G display as links.

A Doubleclick a node's link to open the node profile for the virtual node.
A Doubleclick an interface link to either connect to the node.

A Doubleclick a virtual power interface link to open the Power Control
page for the node.

Connecting to a Node

Once a node has an interface,uyoan connect to that node through the
interface in several different ways. See Rarit&@enmandCenter Secure
Gateway User Guide.

> To connect to a node:
Click the Nodes tab.
Select the node to which you want to connect and:

A In the Interfaces table, click the name of the interface with which you
want to connect.

Interfacesl Associations | Location & Contacts | Motes | ’

Default Interface:* >

OO0B-KWVM: ESXi Host deT [HUW7100171]

Interfaces

Type Name Status Availability
Out-of-Band - KWVM |ESXi HostEcT [... Up Idle 4

or
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A In the Nodes tab, expand the list of interfaces underneath the node to
which you want to connecDoubleclick the name of the interface to
which you want to connect, or rigkdlick the interface and select
Connect.

Nodes | Users | Devices |
-5 (DT3)Fedora 8 - Asus P4

‘- DOB-KVM: (DT3)Fedora & - Asus P4
" '-5_-5" (S18)%** FRANKLIN MAIL SERVER***
E 5 Dominion_KX2_Port27

. OOB-KVM: ESXi Host deT
" 25 Dominion_L¥_Port3
E- 2§ Dominien_LX_Port3(2)
. 'ﬁiﬂDDminiun_Lx_PurM Bookmark Node Interface

R A S A o e SR Y]

T T T ——,
LNsConnect

Firefox Users of the Access Client Must Download JNLP File

Firefox, Chrome and Internet Explorer users of the Access Client are prompted
to download a NLP file each time an owif-band KVM port connection is
made.

In Firefox, select the "Do this automatically for files like this from now on"
checkbox, so that Firefox can automatically download the file for future
connections.

Pinging a Node
You can ping a node from 3G to make sure that the connection is active.
> To ping a node:

1. Click the Nodes tab, and then select the node you want to ping.
2. Choose Nodes > Ping Node. The ping results appear in the screen.
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Adding, Editing, and Deleting Interfaces

Add an Interface

IPVv6 is supported for some interface types. 8éeing Interfaces for Nodes
Using IPvGon pagel49).

Note: Interfaces for virtual nodes, such as control system, virtual hosts, and
virtual machines, can only be added using the Virtualization tools under
Nodes > Virtualization. S&@onfiguring the Virtual Infrastructure in GEG(on

pagell?).

» To add an interface:

For an existing node: click the Nodes tab, and then select the node to
which you want to add an interface. In the Node Profile screen that
appears, click Add in the Interfaces section.

If you are adding a new node: click Add in the Interfaces sectitrechdd
Node screen.
The Add Interface Window opens.

2. Click the Interface Type dregpwn menu and select the type of
connection being made to the node:

Add Interface
@ Flease choose interface type

Interface Type: *

In-Band - DRAC KVM =

Select an interface to add...
In-Band - DRAC KWVM

In-Band - ILO Processor KWM

In-Band - RDP

In-Band - RSA KVM

In-Band - S5H I’\\ﬁ
In-Band - TELMET

In-Band - UCS KWM

Username: * Password: *

Drescription:
| |
- . P U SN S S SRR

In-Band Connections:

A In-Band- DRAC KVM: Select this item to create a KVM connection to a
Dell DRAC server through the DRAC interface. You will be required to
configure a DRAC Power interface as well.

A In-Band-iLO Processor KVM: Select this item to create a KVM
connection toan HP server through an iLO or RILOE interface.

A In-Band- RDP: Select this item to create a KVM connection to a node
using Multiplatform, Java or Microsoft Remote Desktop Protocol.
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In-Band- RSA KVM: Select this item to create a KVM connection to an
IBM R8 server through its RSA interface. You will be required to
configure an RSA Power interface as well.

In-Band- SSH: Select this item to create an SSH connection to a node.
In-Band- Telnet

In-Band- UCS KVM: Select this item to create a KVM connectian to

blade in a Cisco UCS chassis, using the Cisco Integrated Management
Controller (CIMC).

In-Band- VNC: Select this item to create a KVM connection to a node
through VNC server software.

Seelnterfaces for InBand ConnectionsRDP, VNC, SSH, RSA KVM, iLO
Processor KVM, DRAC KVM, TELdEPagel36).

Seelnterfaces for Cisco UCS KVM Connectiomspagel4l)

Out-of-Band Connections:

A

A

Out-of-Band- KVVM: Select this item to create a KVM connection to a
node through a Raritan KVM device (KX3, KX2).

Out-of-Band- Serial: Select this item to create a serial connection to a
node through a Raritan serial device (SX, KSX2).

Seelnterfaces for Ouof-Band KVM, Oubf-Band Serial Connections
(on pagel40).

Power Control Connections:

A

A

Power Control DRAC: Select this item to create a power control
connection to a Dell DRAC server.

Power ControtiLO Processor: Select this item teate a power
control connection to an HP iLO/RILOE server.

Power Controt IPMI: Select this item to create a power control
connection to a node with an IPMI connection.

Power Controt Integrity ILO2: Select this item to create a power
control connectiorto an HP Integrity server or other servers that
support Integrity ILO2.

Power Controt Power 1Q Proxy: Select this item to create a power
control connection to a Power IQ IT device.

Power Control RSA: Select this item to create a power control
connectbn to an RSA server.

Seelnterfaces for DRAC Power Control Connectifmrspagel4l)

Interfaces for ILO Processor, Integrity ILO2, ILO3, ILO4, ILO5, and RSA2
Power Control Connectionen pagel4?)

Interfaces for Power IQ Proxy Power Control Connecti@mspage
145)

Managed Powerstrip Connections:

Raritan.

Abrand of Olegrand

13¢



136

Appendix ANodes, Node Groups, and Interfaces

A Managed PowerStrip: Selettlis item to create a power control
connection to a node powered through a Raritan PowerStrip or
Dominion PX device.

Seelnterfaces for Power Control using Managed Powerstrips and
PDUSon pagel43).
Web Browser Connections:

A Web Browser: Select this item to create a connection to a device with
an embedded Web server.

SeeWeb Browser Interfacéon pagel46).

3. A default name appears in the Name field depeigdam the type of
interface you select. You can change the name. This name appears next to
the interface in the Nodes list. S&d&ming Conventiongon page442) for
details on CGG's rulesor name lengths.

Interfaces br In-Band ConnectionsRDP, VNC, SSH, RSA KVM, iLO Processor KVM,
DRAC KVM, TELNET

In-band connections include RDP, VNC, SSH, RSA KVM, iLO Processor KVM,
DRAC KVM, and TELNET.

MultiPlatform RDP*, Microsoft RDP, SSH, Telnet, VNC and DRAC (iDRAC6 and
highe only) interfaces support IPv6 addresses.

*For MultiPlatform RDP, you must enclose the IPv6 address in square brackets.

Java RDP, RSA KVM, and iLO Processor KVM interfaces do not support IPv6
addresses. SekddingInterfaces for Nodes Using IP¥6n pagel49).

Telnet is not a secure access method. All usernames, passwords, and traffic are
transmitted in clear text.

» To add annterface for inband connections:

Type the IP Address or Hostnhame for this interface in the IP
Address/Hostname field.

2. Type a TCP Port for this connection in the TCP Port @glibnal.
3. For RDP interfaces, select MultiPlatform, Java, or Microsoft. For Java and
Microsoft, then select Console or Remote User. When a Console user

accesses a node, all other users are disconnected. Multiple Remote Users
can access a node simultaneously.

MultiPlatform RDP must be downloaded and installed. Go to
http://CCSEAP/download to get the installer. Sémstall MultiPlatform
RDP Clienfon pagel37) for details.

4. Enter authentication information:

A To use a service account for authentication, select the Use Service
Account Credentials checkbox. Select the service account to use in the
Service Account Name menu.

or
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A Enter a Username and Password for authentication. For VNC interfaces,
only a password is required.

Select the Keyboard layout for your language. This option is not available
for Microsoft RDP interfaces.

Type a description of this interface in the Destoip field. Optional.
Click OK to save your changes.

MultiPlatform RDP Client Connection Details

The MultiPlatform RDP client does not require Java. It is the default RDP client
option for new interfaces. You must install MultiPlatform RDP client before
CGCSG can use it for connections: $estall MultiPlatform RDP Clienfon page
137). Your browser may ask for permission to run MultiPlatform RDP.

1

= =4 -4 4 -8 & V¥V

Targets supported: Windows 10, Windows 2012, Windows 2016, Windows
2019.

Add square bracketsraund IPv6 addresses in the interface's address field.

The error dialog box for a failed client connection may appear behind the
browser window. The dialog is visible in the Windows task bar.

If MultiPlatform RDP client has not been installed, and a caimeds
attempted, the connection fails, but an error does not appear.

Does not support:

Full screen

Proxy mode (always uses direct mode)
Smart card

Drive sharing

USB device sharing

ControtAlt-Delete sypport. ControtAlt-Delete will be sent to the target
but the client host will also receive it. You can use Co+#ifoDelete and
cancel the local response.

Install MultiPlatform RDP Client

>

To download and install:

The MultiPlatform RDP client runs on Windows only. You must download and
install it before CE&SG can use it for connections.

1.
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2. Run the installer. You will choose the install location and specify to install

only for current user or all users. Confirm permission to install. Restart the
browser to recognize the new application association.

TR "]

Wolcome 12 the MuliPlaorm ROP Setup Wizard m Select Installaion Foldes Raritan H—— m
A

o The retsber The rutaber 4 ready 4o retal VA MBEAStorm BCF oo yous comptet
To ok Nt T ok Nt 0
Towe

Fovser

CProgra Fhe Pt AN PO Browie

— —

WARNING. Th compuser srograem & o a2 el A e v s b o

Evaryre
. tm.

Microsoft RDP Connection Details

Internet Explorer only.

Microsoft RDP cannot hgsed for proxy mode IPv6 connections. See
About Connection Modefon page259).

Targets supported: Windows 10, Windows server 2012, Windows server
2016.

When connecting to a Microsoft RDP interface with "Use Local Drives in
Remote Session" selected, make sure theSG3 IP address is included in
the browser's Trusted Sites Zone.

Java RDP Connection Details

The Java RDP interface supports Windows 2003 targets.

Java RDP can be used for proxy mode connectionsAlsaé Connection
Modes(on page259).

When adding RDP interfaces to Windows 7, make sure that ICMPv4 and
ICMPV6 are allowed by the Windows 7 firewall.

VNC Connection Details

P> Support for IPV6:
Not all VNC versions support IPv6.

RealVNC supports IPv6. You must select Prefer On in the RealVNC server
settings or IPv6 and VNC will not work with-8G.

The TightVNC client will work with SG if the server setting is changed to
Prefer On.

Free edition of RealVNC does NOT support IPv6

Personal Edition of RealVNC supports IPv6, but it is a 30 day trial version, and
then you must buy a license.

Enterprise edition of RealVNC supports IPv6 when you buy a license.

» VNC connections to Windows 7:

When adding VNC interfaces for Windows 7, msikes that ICMPv4 and
ICMPV6 are allowed by the Windows 7 firewall.
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DRAC 5 Connection Details

P> Tip for Hostnames:

In CGSG, when adding the DRAC interface, make sure hostname is entered
exactly as its on the DRAC machine locally, including <asesitivity.
Verification will fail if the case does not match.

> 2020 update:

By default, the DRACS5 applet is not able to be launched with a current JRE.
However, modification of the java.security file to dx& currently disabled
functions can be done on the client that will allow the application to launch
properly. These edits are required as of JRE 1.8.0_131 and newer.

1 Comment out the following lines in the java.security file:
A jdk.certpath.disabledAlgatims=....
A jdk.tls.disabledAlgorithms=....
A jdk.jar.disabledAlgorithms=....

P> Certificate information:

When using Internet Explorer and connecting to DRAC 5 servers, you must have
a valid certificate installed on DRAC 5, or Internet Explorer will give an error. If
the certificate is not signed by a trusted CA, also install the certificate of the CA
used tosign the DRAC certificate into the Trusted Root CA of the browser. You
must also disable the information bar for Internet Explorer downloads to allow
the DRACS .jnlp file to be accessed.

Note: Java applets are blocked by all the browsers except IE11.

To dsable the Internet Explorer downloads information bar:
Choose Tools > Internet Options.

In the Security tab, select the Internet zone.

Click Custom Level. Scroll down to Downloads.

Under "Automatic prompting for file downloads" click Enable.
Click OK. You are returned to the Internet Options dialog.

In the Security tab, select the Intranet zone.

Click Custom Level. Scroll down to Downloads.

Under "Automatic prompting for file downémls" click Enable.
Click OK.

© © N TRV
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DRAC 8/9 Connection Details

P> Tip for Hostnames:

In CGSG, when adding the DRAC interface, make sure hostname is entered
exactly as it is on the DRAC machine locailluding cassensitivity.
Verification will fail if the case does not match.

P> Tip for SSL Certificates:

Upon connection, you may see the following message: "You have an SSL
certificate for remote presence port. You have to close this window now."

To prevent this in Internet Explorer, add the DRAC IP/hostname to Trusted Sites
in IE. Internet Options> Security Trusted sites". Other browsers may show
this message briefly before making a connection.

Note: DRAC applications fail to launch from MAC clients with Safari, Chrome or
Firefox. The DRAC java application requires native libraries to function, and uses
specific dynamic libraries which are unavailable on MAC OS installs.

Interfaces for Outof-Band KVM, Oubf-Band Serial Connections

» To add an Interface for oubdf-band KVM or outof-band serial
connections:

1. Application name: select the application you want to use to connect to the
node with the interfae from the list.

A To allow CSG to automatically select the application based on your
browser, select Autdetect.

A There are prerequisites for using Active KVM Client.Fegequisites
for Using AKQon page248).

A Raritan Device Name: select the Raritan device providing access to this

node. Note that a device must be added to-8G before it appears in
this list.

2. Raritan Port Name:etect the port on the Raritan device providing access
to this node. The port must be configured in-SG before it appears in this
list. On serial connections the Baud Rate, Parity and Flow Control values
will populate based on the port's configuration.

3. Type a description of this interface in the Description fighghtional.
4. Click OK to save your changes.
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Interfaces for Cisco UCS KVM Connections

A UCSKVM connection gives you KVM accés blades in a Cisco UCS chassis
using the Cisco Integrated Management Controller (CIMC).

» To add an interface for Cisco UCS KVM connections:

Enter a name for the interface. SBlaming Conventiongon page442) for
details on C&G's rules for name lengths.

2. Enter the Cisco UCS IP address or hostname in the Chassis IP/Hostname
field.

3. Enter the TCP Port for this connection in the TCP Port Tibkl default
port is 443.

4. Enter the blade's IP address or hostname in the Blade IP/Hostname field.
5. Enter authentication information:

A To use a service account for authentication, select the Use Service
Account Credentials checkbox. Select the servicewrtdo use in the
Service Account Name menu.

or

A Enter a Username and Password for authentication. Specify a
username and password for an account that has access to both the
chassis and the blade.

6. Type a description of this interface in the Description fi€gtional.
7. Click OK to save your changes.

Cisco UCS Details

The Cisco UCS 5100 series blade server chassis and its components are part of
the Cisco Unified Computing System (UCS).  Once configur&d; G€ers

can access KVM and IPMI functions via the blades Cisco Integrated
Management Controller (CIMC).

> To add pwer control of a blade in a Cisco UCS:

Add an IPMI Power Control interface to the node. Beerfaces for IPMI
Power Control Connectior(®n pagel44).

P> To add Serial Over Lan (SOL) access to a blade in a Cisco UCS:

Add an SSH interface to the node. S#terfaces for IRBand Connections
RDP, VNC, SSH, RSA KVM, iLO Processor KVM, DRAC KVM(CFEAAET
136).

Interfaces for DRAC Power Control Connections

> To add an interface for DRAC power control connections:

1. Type the IP Address or Hostname for this interface in the IP
Address/Hostname field.
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2. Type a TCP Port for this connection in the PG field.
3. Enter authentication information:

A To use a service account for authentication, select the Use Service
Account Credentials checkbox. Select the service account to use in the
Service Account Name menu.

or

A Enter a Username and Password for authentication.
4. Type a description of this interface in the Description fi€lgtional.
5. Click OK to save your changes.

Interfaces for ILO Processor, Integrity ILO2, ILO3, ILO4, ILO5, and RSA2 Power Control
Connections

IPV6 is not supported for connections to iLO or RSA.

1. Type the IP Address or Hostname for this interface in the IP
Address/Hostname field.

2. Enter authentication information:

A To use a service account for authentication, select the Use Service
Account Credentials checkbox. Select the service account to use in the
Service Account Name menul.

or

A Enter a Username and Password for authentication.
3. Type a description of this intexte in the Description fieldptional.
4. Click OK to save your changes.

RSA Interface Details

When you create an iBand RSA KVM or Power interface;St&discards the
username and password associated with the interface, and creates two user
accounts on the RSA server. This allows you to have simultaneous KVM and
power access to the RSA server.

Newusernames:
1 cc_kvm_user
I cc_power_user

These usernames replace the username you entered when you created the
interfaces. CCSG uses these new user accounts to connect to the RSA server
through the interfaces.

Do not delete, edit, or change the passwordsthese user accounts on the
RSA server, or €& will not be able to connect using the interfaces.

If you used a Service Account to create the interfacesSG@oes not create
user accounts on the RSA server. You cannot have simultaneous KVM and
power access to the RSA server when using a Service Account on the interfaces.
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Interfaces for Power Control using Managed Powerstrips and PDUs

Create a Power ContreManaged Power Strip interface to associate an outlet
with a node. The interface will enable you to control power to the node.

When you create a Managed Power Strip interface that specifies a KX as the
managing device, the outlet you specify will be renaméith the associated

node's name.

p
|£ | Add Interface

|

Add Interface

@ Please provide interface parameters

Interface Type: *

FPower Control - Managed Power Strip

Name:*

|Te st

Managing Device: * Managing Port: *

[raritan Px iPDU -] |

Power Strip Name: * Outlet Name: *

[px3-56605NMPV2 ~| [outlet 1

Description:

|tesﬂ

| OK | | Cancel

> To add an interface for managed powerstrip connections:

1. Managing Device:

A Select the Raritan device to which the Power Strip is connected. The

device must be added to €5I5.
or

A Select Dominion PX if this node is powered by an outlet on a PX1
device that is not connected to another Raritan device.

or

A Select Raritan PX iPDU if this node is powered by an outlet on a PX2 or

PX3 PDU.
or

A Select ServerTech PDU if this node is podiédngan outlet on a

ServerTech PDU.
or

A Select ServerTechPRO3X if this node is powered by an outlet on a

ServerTechPRO3X PDU.
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2. Managing Port: select the port the PDU is connected to on the Raritan

device. This field is disabled when you select DominigrRRKtan PX iPDU,

ServerTech PDU, or ServerTech PRO3X as the Managing Device.

before it appears in this list.

4. OutletName: select the name of the outlet the node is plugged into.

Optional.

5. Type a description of this interface in the Description field.
6. Click OK to save your changes.

Power Strip Name: select the PDU. The PDU must be configureeSG CC

Note: A Managed Power Strip interface can be added to a blade chassis node,
but not to a bade server node.

> View the Power Control Interface:
9 Select the node to view the interface:

Node Profile

@ Flease provide node properties.

Node Name: *

|Te =t

Description:

Interfaces Associations Location & Contacts | Hotes |
Default Interface:*
[PWR-PDU: Test -
Interfaces
Type Name Status Availability Raritan Device
Power Control - Managed Power Strip Test Up Power On FPX3-5660SNMPy2
T

Interfaces for IPMI Power Control Connections

To add an interface for IPMI power control connections:

1. Type the IP Address or Hostname for this interface in the IP

Address/Hostname field.

2. Type a UDP Port number for this interface in the UDP Port field.
3. Authentication: select an authentication scheme for connecting to this

interface.

5. Enter authentication information:

A To use a service account for authentication, select the &fswice

Type a check interval for this interface in the Check Interval (seconds) field.

Account Credentials checkbox. Select the service account to use in the

Service Account Name menu.
or

Raritan.
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A Enter a Username and Password for authenticat@ptional.
6. Type a description of this interface in the Description fi€l@tional.
7. Click OK to save your changes.

IBM IMM Module Connection Details

You can connect to an IBM IMM module, standard version, througB@€r
power control operations, using an IPMI Power Control interface. Power on,
power off, and power cycle functions are supported.

Seelnterfaces for IPMI Power Control Connectidjas pagel4d).

Note: KVM access to IBM IMM modules is not available throughGCC

Interfaces for Power 1Q Proxy Power Control Connections

Add a Power 1Q Proxy power control interface when you want to use@®
control power to a Power 1Q IT device that you've added «5G@s a node.

This enables you to contrpbwer to nodes connected to PDUs not managed by
CGSG.

P> To add an interface for Power IQ Proxy power control connections:

Enter the IT device's External Key. The External Key must match between
Power IQ and GEG. Maximum of 255 chatacs. Commas are not
allowed. The default value is the node name. You can change this value.

A If the IT device has already been added to Power IQ, find the external
key on the IT device's page in the Data Center tab, then enter the text
in the External Kefield.

A If the IT device has not been added to Power IQ yet, accept the default
value for the external key or change it, but make sure to use the same
value when adding the IT device to Power IQ. You can quickly make a
file of all node and interface information lBxporting. Sed&xport
Nodes(on pagel74).

2. Select the Power IQ that manages the IT device in the Managing Device
field. You must add information about this Power 1Q teSt&before it
appears in this field. Se@onfiguring Power 1Q Servicésn page380).

3. Type a description of this interface in the Description field.

4. Click OK to save your changes.
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Web Browser Interface

You can add a Web Browser Interface to createranection to a device with

an embedded web server, such as a Dominion PXE$a@ple: Adding a Web
Browser Interface to a PX Noden pagel48). For a blade chassis with an
integrated KVM switch, if you have assigned a URL or IP address to it on the
KX2 device, a Web Browser interface is automatically added.

A Web Browser interface can also be used to connect to any web application,
such as theveb application associated with an RSA, DRAC or ILO Processor
card.

A Web Browser Interface may not allow automatic login if the web application
requires information other than username and password, such as a session ID.
Use the extra parameter fields tadd this information. For details on

parameters required by various devices, contact Raritan Technical Support.

Users must have the Node-Band Access privilege to access a Web Browser
Interface.

You must have DNS configured or URLs will not resolveddrpat need to
have DNS configured for IP addresses.

Web browser interfaces support IPv6 addresses.Akng Interfaces for
Nodes Using IPv@n pagel49).

» To add a web browser interface:

The default name for a Web Browser Interface is Web Browser. You can
change the name in the Name field. 9¢@ming Conventiongon page442)
for details on C&G's rules for name lengths.

2. Type a TCP Port for this connection in the TCP Port field. If you are using
HTTPS in the URL, you must set the TCP port tadOptRinal.

3. Type the URL or domain name for the web application in the URL field.
Note that you must enter the URL at which thelwapplication expects to
read the username and password. Maximum is 255 characters. Follow
these examples for correct formats:

A hittp(s)://192.168.1.1/login.asp

A http(s)://www.example.com/cgi/login

A http(s)://lexample.com/home.html

A http(s)://[fd07:2fa:6¢ff:2%0:20f: 3dff:fef6:fale]/index.html
4. Enter authentication informationOptional.

A To use a service account for authentication, select the Use Service
Account Credentials checkbox. Select the service account to use in the
Service Account Name menu.

or

A Enter a Username and Password for authentication. Type the
username and password thaiill allow access to this interface.
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Note: Do not enter authentication information for DRAC, ILO, and RSA web
applications, or the connection will fail.

Type the field names for thesername and password fields used in the
login screen for the web application in the Username Field and Password
Field. You must view the HTML source of the login screen to find the field
names, not the field labels. S@#ps for Adding a Web Browser Inface

(on pagel47).

Type a description of this interface in the Description fi€lg@tional.

Add Extra Parameters to the URIptional. Click @ to add a row, then
double click each field to enter the Parameter Name and Parameter Value.

Click OK to save your changes.

Tips for Adding a Web Browser Interface

To configure the Web Browser Interface, you must gather some information
from the HTML source to help identify tlaetual field names of the Username
and Password fields. All vendors implement these authentication fields
differently, and the names of these fields vary from device to device, as well as
among firmware versions for a particular device. For this reasametfsn't a

single method for finding the field names. See the procedure below for one
possible method.

You may want the help of a software engineer or system administrator to
locate and identify the proper field names.

>

1.

Tip for locating field names:

In the HTML source code for the login page of the web application, search
for the field's label, such as Username and Password.

When you find the field label, look in the adjacent code for a tag that looks
like this:name="user"

The word in quotes ithe field name.
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Example: Adding a Web Browser Interface to a PX Node

A Dominion PXnanaged PDU can be added to8& as a node. Then you can
add a Web Browser Interface thanables users to access the Dominion PX's
Web-based administration application to the node.

> Use the following values to add a Web Browser Interface for a Dominion
PX node:

URL: ®BOMINION PX IP ADDRESS >/auth.asp

TCP Port: 80

Username: The Dominion PX administrator's username
Password: The Dominion PX administrator's password
Username Field kogin

Password Field password

Extra Parameters:

A Parameter Nameaction_login

A Value:Login

= =4 -4 4 -—a -8 -8

Results of Adding an Interface

When you add an interface to a node, it appears in the Interfaces table and the
Default Interface droglown menu of the Add Node or Node Profile screen.

You can click the dregown menu toselect the default interface to use when
making a connection to the node.

After saving changes to the Add Node or Node Profile screen, the name of the
interface(s) also appears on the Nodes list, nested under the node it provides
access to.

When you add éManaged Power Strip interface that specifies a KX as the
managing device, the outlet you specify will be renamed with the associated
node's name.

Edit an Interface

» To edit an interface:

Click the Nodes tab and select the node with the interface you want to edit.
The Node Profile page opens.

2. Inthe Interfaces tab, select the row of the interface you want to edit.
3. Click Edit.

4. Edit the fields as needed. SAdd an Interfacgon pagel34) for field
details. Some fields are reamhly.

5. Click OK to save your changes.
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Delete an Interface
You can delete any interfadeom a node except for these:

A A VMW Viewer interface or a VMW Power interface on a virtual
machine node.

A A Web Browser interface on a blade chassis which has an integrated
KVM switch and has a URL or IP address assigned to it on the KX2
device.

To deletean interface from a node:

Click the Nodes tab.

Click the node with the interface you want to delete.

In the Interfaces table, click the row of interface you want to delete.
Click Delete. A confirmation message appears.

Click Yes to delete the interface.

o~ w NPV

Adding Interfaces for Nodes UsinPv6

CCSG supports access to nodes using IPv6 with the following interface types:
MultiPlatform RDP and Microsoft RDP, in Direct Mode only

SSH

Telnet

VNC

Web

DRAC for iDRAC6 and higher only

CGCSG considers IPv6 network IP addresses configured for other interface types
invalid destinations.

= =4 —a —a -—a -9

Configuring Direct Port Access to a Node

Raritan.
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You can configure Direct Port Access twde using the Bookmark Node
Interface feature.

SeeBookmarking an Interface
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Bulk Copying for Node Associations, Location and Contacts

The Bulk Copy command allowsuyto copy categories, elements, location and
contact information from one node to multiple other nodes. Note that the
selected information is the only property copied in this process. If you have the
same type of information existing on any selected nogesforming the Bulk
Copy command will REPLACE the existing data with newly assigned
information.

To bulk copy node associations, location and contact information:
Click the Nodes tab and select a node.
Choose Nodes > Bulk Copy.

w N Y

In the Available Nodes list, select the nodes to which you are copying the
associations, location, and contact information of the node in the Node
Name field.

Click > to add a node to thel8eted Nodes list.
5. Select the node and click < to remove it from the Selected Nodes list.

6. Inthe Associations tab, select the Copy Node Associations checkbox to
copy all categories and elements of the node.

A You may change, add or delete any data in this The modified data
will be copied to multiple nodes in the Selected Nodes list as well as
the current node displayed in the Node Name fi€lghtional.

7. Inthe Location and Contacts tab, select the checkbox for the information
you want to copy:

A Select the Copy Location Information checkbox to copy the location
information displayed in the Location section.

»

A Select the Copy Contact Information checkbox to copy the contact
information displayed in the Contacts section.

A You may change, add or deletay data in this tab. The modified data
will be copied to multiple nodes in the Selected Nodes list as well as
the current node displayed in the Node Name figlghtional.

8. Click OK to bulk copy. A message appears when the selected information
has been cojed.

150

Using Chat

Chat provides a way for users connected to the same node to communicate
with each other. You must be connected to a node to start a chat session for
that node. Only users on the same node can chét wach other.

» To start a chat session:
1. Choose Nodes > Chat > Start Chat Session.
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2. Type a message in the lower left field and click Send. The message appears
in the upper left field for all users to see.

To join a chat session already in progress:
Choose Nodes > Chat > Show Chat Session.

To end a chat session:
1. Clik Close in the chat session. A confirmation message appears.
A Click Yes to close the chat session for all participants.

A Click No to exit the chat session but leave it running for other
participants.

Adding, Updating, and Deleting Nodes with CSV File Import

Raritan.
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You can add, update, and d&enodes and interfaces in €35 by importing a
CSV file that contains the values.

You must have the Device, Port, and Node Management and CC Setup and
Control privileges to import and export nodes.

You must be assigned a policy that gives you accestrelealant devices and
nodes. A full access policy for All Nodes and All Devices is recommended.

You must be assigned a policy that gives you access to all relevant devices to
import or export Out of Band KVM or Out of Band Serial interfaces, and Power
interfaces.

Virtual Infrastructure nodes and interfaces, such as Control Systems, Virtual
Hosts, and Virtual Machines are not exported or imported.

You can add, update, and delete nodes and interfaces all in the same CSV file
import.
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Add Nodes CSV File Requirements

The nodes CSYV file defines the nodes, interfaces, and their details required to
add them to C&SG.

f

152

Node names must be unique. If you enter duplicate node name§&C
adds a number in parentheses to the name to make it unique, and then
adds the node. Ijou are also assigning categories and elements to nodes
in the CSV file, and you have duplicate node names, categories and
elements may be assigned to the wrong nodes. To prevent this, give each
node a unique name. Or, import nodes first, check their nam&3CSG,

and then import a separate file to assign categories and elements to the
correct node names.

To add outof band interfaces, the associated port must not be configured
in CCSG.

You cannot import virtual infrastructure nodes and interfaces. Use the
options in Nodes > Virtualization.

The first interface in the CSV file after the ADD NODE command is assigned
as the node's default interface.

Export a file from GSG to view the Commeés, which include all tags and
parameters needed to create a valid CSV file. Bgmrt Nodegon page

174).

Follow the additional requirements for all CSV files. Semmon CSV File
Requirenents (on page410).

Some interfaces support IPv6. Saterfaces for InBand Connections

RDP, VNC, SSH, RSA KVM, iLO Processor KVM, DRAC KVM(ORELNET
pagel36) andWeb Browser Interfacéon pagel46). For more details, see
Microsoft RDP Connection Detailsn pagel38), Java RDP Connection
Details(on pagel38), VNC Connection Detai{sn pagel38).

To add a node to the CSV file:

Column number Tag or value Details

1 ADD The first column for all tags is the
command.

2 NODE Enter the tag as shown.
Tags are not case sensitive.

3 Node Name Required field.

4 Description Optional.
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» To add an ouf-band KVM interface to the CSV file:

Column numbetr Tag or value

1

ADD

NODE OOBKVMNTERFAC
E

Node Name

Raritan Device Name

Port Number

Blade Slot/KVM Switch
Port/DSAM Port

Raritan Port Name

Interface Name

Description

Details

The first column for all tags is the
command.

Enter the tag as shown.

Tags are not case sensitive.

Enter the same value as entered for
Raritan Port Name.

Required field.

The device must already be added to
CCSG.

Required field.

If the node is associated with a blade,
enter the slot number.

If the node is associated with a tiered
generic analog KVM Switch, enter the
port number.

If the node is associated with a DSAM
port, enter the port number.

If left blark, CESG will use the existing
port name from the device. If you ente
a new name, the name will be copied f
the device, with the exception of SX
devices.

Enter the same value as entered for
Raritan Port Name.

Optional.

» To add an ouf-band serial interface to the CSV file:

Column numbetr Tag or value

1

ADD

NODE OOBSERIAL INTER
FACE

Node Name

Details

The first column for all tags is the
command.

Enter the tag as shown.
Tags are not case sensitive.

Enter the same value as entered for
Raritan Port Name.
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Column number
4

5
6

10
11

» To add an RDP
Column number

in CSV file
1

© 00 N oo o b~ w

11

Tag or value
Raritan Device Name

Port Number

Raritan Port Name

Interface Name

Baud Rate
Parity
Flow Control

Description
interface to the CSV file:
Tag or value

ADD

NODERDR INTERFACE

Node Name

Interface Name

IP Address or Hosthame
TCP Port

Service Account Name
Username

Password

User Type

Keyboard Type

Details
Required field.

Required field.

If left blank, CE&SG will use the existing
port name fran the device. If you enter
a new name, the name will be copied f
the device, with the exception of SX
devices.

Enter the same value as entered for
Raritan Port Name.

Valid for SX ports only.
Valid for SX ports only.
Valid for SX ports only.
Optional.

Details

The first column for all tags is the
command.

Enter the tag as shown.
Tags are not case sensitive.

Required field.
Required field.
Required field.
Default is 3389.
Optional.
Optional.
Optional.

REMOTEor CONSOLE
Default iSREMOTE

US, UK, Arabic, Danish,
German, Spanish, Finnish,

French, Belgian, Croatian,
Italian, Japanese,
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Column number Tag or value

in CSV file
12 Description
13 RDP Type

Details

Lithuanian, Latvian,

Macedonian, Norwegian,

Polish, Portuguese,

Brazilian, Russian,
Slovenian,Swedish, or Turkish

Default isUS
Optional.

Java or Microsoft
Default isJava.

To add an SSH or TELNET interface to the CSV file:

Column numbetr Tag or value
1 ADD

2 NODE SSH INTERFACEfor
SSH interfaces
NODETELNET INTERFAC
E for TELNET interfaces

3 Node Name

4 Interface Name

5 IP Address or Hostname
6 TCP Port

7 Service Account Name
8 Username

9 Password

10 Description

To add a VNC interface to the CSV file:

Column number Tag or value
1 ADD

Details

The first column for all tags is the
command.

Enter the tag as shown.
Tags are not case sensitive.

Required field.
Required field.
Required field.

Default is 22 for SSH.
Default is 23 for TELNET.

Optional. Leave blank if specifying
username and password.

Optional. Leave blank if specifying
service account.

Optional.
Optional.

Details

The first column for all tags is the
command.
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Column number Tag or value Details

2 NODEVNG INTERFACE  Enter the tag as shown.
Tags are not case sensitive.

3 Node Name Required field.

4 Interface Name Required field.

5 IP Address or Hostname Required field.

6 TCP Port Default is 5900.

7 Service Account Name Optional. Leave blank if specifying
password.

8 Password Optional. Leave blank if specifying
service account.

9 Description Optional.

> To add a DRAC KVM, DRAC Power, ILO KVM, ILO Power, Integrity ILO2
Power, or RSA Power interface to the CSV file:

When importing DRAC, ILO and RSA interfaces, you must specify both the KVM
interface and the Power interface, or the import will fail.

Column number Tag or value Details
1 ADD The first column for all tags is the
command.
2 NODEDRAG KVM INTERFAC  Enter the tag as shown.
E for DRAC KVM interfaces

Tags are not case sensitive.
NODEDRAG POWERNTERF

ACE for DRAC Power interface
NODEILO - KVM INTERFACE
for iLO KVM interfaces
NODEILO - POWERNTERFA
CE for iLO Power interfaces
NODEINT - ILO2 - POWERN
TERFACE for Integrity ILO2
Power interfaces

NODERSA POWERINTERFA
CE for RSA Power interfaces

3 Node Name Required field.
4 Interface Name Required field.
5 IP Address or Hostname Required field.
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Column number Tag or value Details

6 Service Account Name You must enter either a service accour
or a username and password.

Leave blank if specifying username an
password.
7 Username You must enter either a service accour
or a username ang@assword.
Leave blank if specifying service accot
8 Password You must enter either a service accour
or a username and password.
Leave blank if specifying service accot

9 Description Optional.

10* TCP Port *For
NODEDRAC POWERNTERFACE

only, specify a TCP port.
Default is 22.

» To add a UCS KVM interface to the CSV file:

Specify a username and password for an account that has access to both the
chassis and the blade.

Column number Tag or value Details
1 ADD The first column for all tags is the
command.
2 NODEUCS KVM INTERFA  Enter the tag as shown.
CE Tags are not case sensitive.
3 Node Name Required field.
4 Interface Name Required field.
5 UCS Chassis IP address or Required field.
hostname
6 TCP Port Default is 443.
7 Blade IP address or hostnan
8 Service Account Name Optional. Leave blank if specifying

username and password.

9 Username Optional. Leave blank if specifying
service account.

10 Password Optional. Leave blank if specifying
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Column number Tag or value Details
service account.

11 Description Optional.

» To add an RSA KVM interface to the CSV file:

When importing DRAC, ILO and RSA interfaces, you must specify both the KVM
interface and the Power interface, or the import will fail.

Column number Tag or value Details

1 ADD The first column for all tags is the
command.

2 NODERSA KVM INTERFA  Enter the tag as shown.

CE Tags are not case sensitive.

3 Node Name Required field.

4 Interface Name Required field.

5 IP Address or Hosthame Required field.

6 TCP Port Default is 2000

7 Service Account Name Leave blank if specifying username ar
password.

8 Username Leave blank if specifying service
account.

9 Password Leave blank if specifying service
account.

10 Description Optional.

> To add an IPMI power control interface to the CSV file:

Column number Tag or value Details
1 ADD The first column for all tags is the
command.
2 NODEIPMI - INTERFACE  Enter the tag as shown.
Tags are not case sensitive.
Node Name Required field.
Interface Name Required field.

IP Address or Hosthame Required field.

(o2 BN G2 B N @V

UDP Port Default is 623
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Column number Tag or value Details
7 Authentication MD5 None, OEMor PASSWORD
Default iSPASSWORD.

8 Interval Enter the check interval in seconds.
Default is 550.

9 Service Account Name Leave blank if specifying username ar
password.

10 Username Leave blank if specifying service
account.

11 Password Leave blank if specifying service
account.

12 Description Optional.

To add a managed powerstrip interface to the CSV file:

Column number Tag or value Details

1 ADD The first column for all tags is the
command.

2 NODEPOWERNTERFACE Enter the tag as shown.
Tags are not case sensitive.

3 Node Name Required field.

4 Interface Name Required field.

5 Powerstrip Name Required field.

6 Outlet Required field.

7 Managing Device The name of the device that the powel
strip is connected to.
Required field for all power strips exce
Dominion PX or iPDU.

8 Managing Port The name of the port on the device the
the power strip is connected to.
Required field for all power strips exce
Dominion PX or iPDU.

9 Description Optional.
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» To add a Web Browser interface to the CSV file:

Column numbetr Tag or value Details

1 ADD The first column for all tags is the
command.

2 NODEWEBINTERFACE  Enter the tag as shown.
Tags are not case sensitive.

3 Node Name Required field.

4 Interface Name Required field.

5 URL Required field.

6 TCP Port Default is 80.

7 Service Account Name Optional. Leave blank if specifying
username and password.

8 Username Optional. Leave blank if specifying
service account.
Apostrophe character ' is not supporte

9 Password Optional. Leave blank if specifying
service account.
Apostrophe character ' is not supporte

10 Username Field Optional. Sefips for Adding a Web
Browser Interfacgon pagel4?)

11 Password Field Optional. Sefips for Adding a Web
Browser Interfacgon pagel4?)

12 Description Optional.

13 Extra Parameter Field Name Optional. Se&Veb Browser Interface
(on pagel46).

14 Extra Parameter Field Value Optional. Se&Veb Browser Interface

(on pagel46).

Use remaining columns in pairs if you
need to add more parameter field
names and values.
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> To ad a Power IQ Proxy power control interface to the CSV file:

SeePower Control of Power IQ IT Devides page379) for details about
configuring this interface type.

Column number Tag or value

1

Raritan.
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ADD

NODEPOWERPIQ- INTERFA
CE

Node Name
Interface Name

External Key

Managing Power IQ Name

Description

Details

The first column for all tags is the
command ADD.

Enter the tag as shown.

Tags are not case sensitive.

Required field.

Required field.

A

If the IT device has already been
added to Power 1Q, find the externs
key on the IT device's page in the
Data Center tab, and enter thexein
this field.

If the IT device has not been added
Power IQ yet, enter a text value, bu
make sure to use the same value
when adding the IT device to Powe
IQ. You can quickly make a file of a
node and interface information by
exporting. Se&xport Nodegon
pagel74).

Enter the name of the Power IQ that
manages the IT device. The name mus
match the value in the Power 1Q Devic
Name field on the Access > Power 1Q
Services *Power 1Q Device Name"
Configuration dialog.

SeeConfiguring Power IQ Servicésn
page380).

Optional.
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P> To assign categories and elements to a node to the CSV file:
Categories and elements must already be created 8GC

You can assign multiple elements of the same category to a node in the CSV
file.

Only the ADD command is supported for categories and elements. You cannot
update or delete categories and elements using CSV import.

Column number Tag or value Details

1 ADD The first column for all tags is the
command.

2 NODE CATEGORYELEMEN Enter the tag as shown.
Tags are not case sensitive.

3 Node Name Required field.

4 Category Name Required field.

5 Element Name Required field.
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Update Nodes CSV File Requirements

When updating nodes and interfaces using a CSV file, the file must use the
UPDATE command, and define the former and new names foarak n
changes.

CGCSG processes each line of the CSV file sequentially. After a name change, the
former name will not exist and the node can only be found using its new name.

When you include name changes in a CSV file, all lines that occur in the file
after the name change must use the new node name when referring to the
node. For example, if you rename a node in line 1 and update one of the node's
interfaces in line 2, you must identify the node with its new name in line 2.

1 Node names must be unique. Byr CSV file contains a new name that is
found to be a duplicate, you will receive a warning message during
validation. You must fix the duplicate name before you can import the file.

1 To update details of an interface without updating the interface name,
enter the current interface name for both the "interface name" and "new
interface name" columns in the CSV file.

1 You cannot update categories and elements.

1 You cannot update the acceapplication selection for out of band KVM or
serial interfaces.

1 You cannot update virtual infrastructure nodes and interfaces. Use the
options in Nodes > Virtualization.

1 You cannot update Power 1Q Proxy power control interfaces. Use Power IQ
Synchronizatin. SeeSynchronize Power IQ and SG(on page383).

1 Export a file from GSG to view the Comments, which include all tags and
parameters needed to create a valid CSV file.Bgmrt Nodegon page
174).

1 Follow the additional regwements for all CSV files. SEemmon CSV File
Requirementqon page410).

Updating a Node Name with CSV

Columnnumber Tag or value Details

1 UPDATE The first column for all tags is the
command.

2 NODE Enter the tag as shown.

Tags are not case sensitive.

3 Node Name Required field.
The current node name.

4 New Node Name Required field.
The new node name.
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Columnnumber Tag or value Details
Use the new name when referring to
this node in other lines in the CSV file.

5 Description Optional.

Updating an Out of Band KVM or Serial Interface with CSV

Column number Tag or value Details
1 UPDATE The first column for all tags is the
command.
2 NODE OOBKVMNTERFAC Enter the tag as shown.
E for out of band KVM

; Tags are not case sensitive.
interfaces

NODE OOBSERIAL INTER
FACE for out of band serial

interfaces
3 Node Name Required field.
The node this interface belongs to.
4 Interface Name Required field.
The current interface name.
5 New Interface Name Required field.
The new interface name.
6 Description Optional field.

Updating an RDP Interface with CSV

Column number Tag or value Details

1 UPDATE The first column for all tags is the
command.

2 NODERDR INTERFACE  Enter the tag as shown.

Tags are not case sensitive.

3 Node Name Required field.
The node this interface belongs to.

4 Interface Name Required field.
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Column number Tag or value

© 00 N o

11

12

13
14

Updating an SSH or Telnet Interface with CSV

New Interface Name

IP Address/Hostname
TCP Port

Service Account Name
Username

Password

User Type

Keyboard Type

Description

RDP Type

Column number Tag or value

1

UPDATE

NODE SSH INTERFACEfor

SSH interfaces

NODETELNET INTERFAC

E for TELNET interfaces

Details

The current interface name.
Required field.

The new interface name.

Default is 3389.
Optional.
Optional.
Optional.

REMOTEor CONSOLE
Default iSREMOTE

US, UK, Arab ic, Danish,
German, Spanish, Finnish,
French, Belgian, Croatian,
Italian, Japanese,
Lithuanian, Latvian,
Macedonian, Norwegian,
Polish, Portuguese,
Brazilian, Russian,
Slovenian,Swedish, or Turkish

Default isUS
Optional.

Java or Microsoft
Default isJava.

Details

The first column for all tags is the
command.

Enter the tag as shown.
Tags are not case sensitive.
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Column number Tag or value

3

4
5
6
7

10

11

Node Name

Interface Name

New Interface Name

IP Address or Hosthame

TCP Port

Service Account Name

Username

Password

Description

Updating a VNC Interface with CSV

Column number Tag or value

1

o N o o~ W

UPDATE

NODEVNG INTERFACE

Node Name

Interface Name

New Interface Name

IP Address or Hostname
TCP Port

Service Account Name

Details
Required field.

Required field.
Required field.
Required field.

Default is 22 for SSH.
Default is 23 for TELNET.

Optional. Leave blank if specifying
username and password.

Enter the new service account name t
update it.

Optional. Leave blank if specifying
service account.

Enter the new username to update it.

Optional.
Enter the new password to update it.

Optional.

Details

The first column for all tags is the
command.

Enter the tag as shown.
Tags are not case sensitive.

Required field.
Required field.
Required field.
Required field.
Default is 5900.

Optional. Leave blank if specifying
password.

Enter the new service account name
update it.
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Column number Tag or value Details

9 Password Optional. Leave blank if specifying
service account.

Enter the new password to update it.

10 Description Optional.

Updating a Web Browser Interface with CSV

Column number Tag or value Details

1 UPDATE The first column for all tags is the
command.

2 NODEWEBINTERFACE  Enter the tag as shown.
Tags are not case sensitive.

3 Node Name Required field.

4 Interface Name Required field.

5 New Interface Name Required field.

6 URL Required field.

7 TCP Port Default is 80.

8 Service Account Name Optional. Leave blank if specifying
username and password.
Enter the new service account name t
update it.

9 Username Optional. Leave blank if specifying
service account.
Apostrophe character ' is not supporte
Enter the new username to update it.

10 Password Optional. Leave blank if specifying
service account.
Apostrophe character ' is not supporte
Enter the new password to update it.

11 Username Field Optional. Sedips for Adding a Web
Browser Interfacgon pagel4?)

12 Password Field Optional. Sefips for Adding a Web
Browser Interfacgon pagel4?)

13 Description Optional.
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Column number Tag or value Details

14 Extra Parameter Field Name Optional. Se&Veb Browser Interface
(on pagel46).

15 Extra Parameter Field Value Optional. Se&Veb Browser Interface
(on pagel46).

Use remaining columns in pairs if you
need to add more parameter field
names and values.

Updating a DRAC KVM, DRAC Power, iLO KVM, iLO Power, Integrity iLO2 Power, or
RSA Power Interface with CSV

When importing DRAC, ILO and RSA interfaces, you must specify both the KVM
interface and the Power interface, or the import will fail.

Column number Tag or value Details
1 UPDATE The first column for all tags is the
command.
2 NODEDRAG KVM INTERFAC Enter the tag as shown.
E for DRAC KVM interfaces

Tags are not case sensitive.
NODEDRAC POWERNTERF

ACE for DRAC Power interface

NODEILO - KVM INTERFACE
for iLO KVM interfaces

NODEILO - POWERNTERFA
CE for iLO Power interfaces

NODEINT - ILO2 - POWERN
TERFACE for Integrity 1LO2
Power interfaces

NODERSA POWERNTERFA
CE for RSA Power interfaces

3 Node Name Required field.

4 Interface Name Required field.
The current interface name.

5 New Interface Name Required field.The new interface name
6 IP Address or Hostname Required field.
7 Service Account Name You must enter either a service accour

or a username and password.
Leave blank if specifying username an
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Column number Tag or value

8 Username
9 Password
10 Description
11* TCP Port

Updating an RSA KVM Interface with CSV

Details
password.

Enter the new service account name tc
update it.
You must enter either a service accour
or a username and password.
Leave blank if specifying service accot
Enter the new username to update it.
You must enter either a seng account
or a username and password.

Leave blank if specifying service accot
Enter the new password to update it.

Optional.

*For
NODEDRAC POWERNTERFACE

only, specify a TCP port.
Default is 22.

When importing DRAC, ILO and RSA interfaces, you must specify both the KVM
interface and the Power interface, or the import will fail.

Column number Tag or value

1 UPDATE

2 NODERSA KVM INTERFA
CE

3 Node Name

4 Interface Name

5 New Interface Name

6 IP Address or Hostname

7 TCP Port

8 Service Account Name

Details

The first column for all tags is the
command.

Enter the tag as shown.
Tags are not case sensitive.

Required field.

Required field.
The current interface name.

Required field.
The new interface name.

Required field.
Default is 2000

Leave blank if specifying username ar
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Column number Tag or value

9 Username
10 Password
11 Description

Updating an IPMI Interface with CSV

Column number Tag or value

1 UPDATE

2 NODEIPMI - INTERFACE
3 Node Name

4 Interface Name

5 New Interface Name

6 IP Address or Hostname
7 UDP Port

8 Authentication

9 Interval

10 Service Account Name

Details
password.

Enter the new service account name ti
update it.

Leave blank if specifying service
account.

Enter the new username to update it.
Leave blank if specifying service
account.

Ente the new password to update it.

Optional.

Details

The first column for all tags is the
command.

Enter the tag as shown.
Tags are not case sensitive.

Required field.

Required field.
The current interface name.

Required field.
The new interface name.

Required field.

Default is 623

MD5 None, OEMor PASSWORD
Default iSPASSWORD.

Enter the check interval in seconds.
Default is 550.

Leave blank if specifying username ar
password.

Enter the new service account name ft
update it.
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Column number Tag or value Details
11 Username Leave blank if specifying service
account.

Enter the new username to update it.

12 Password Leave blank if specifying service
account.

Enter the new password to update it.

13 Description Optional.

Updating a UCS KVM kmtface with CSV

Specify a username and password for an account that has access to both the chass

the blade.

Column Tag or value Details

number

1 UPDATE The first column for all tags is the
command.

2 NODEUCS KVM INTERFA  Enter the tag as shown.

CE Tags are not case sensitive.

3 Node Name Required field.

4 Interface Name Required field.
The current interface name.

5 New Interface Name Required field.
The new interface name.

6 Chassis IP address or Required field.

hostname

7 TCP Port Default is 443.

8 Blade IP address or hostnanm Required field.

9 Service Account Name Optional. Leave blank if specifying
username and password.
Enter the new service account name ti
update it.

10 Username Optional. Leave blank if specifying

service account.
Enter the new username to update it.

Raritan. 171

Abrand of O legrand



Appendix ANodes, Node Groups, and Interfaces

Specify a username and password for an account that has access to both the chass

the blade.
Column Tag or value Details
number
11 Password Optional. Leave blank if specifying
service account.
Enter the new password to update it.
12 Description Optional.

Delete Nodes CSV File Requirements

When deleting an interface using a CSV file, the node must still have at least
one interface, or the delete operation will fail.

You cannot delete categories and elements of a node.

Deleting a Node with CSV

Column number Tag or value Details

1 DELETE The first column for all tags is the
command.

2 NODE Enter the tag as shown.

Tags are not case sensitive.

3 Node Name Required field.

Deleting an Interface with CSV

Column number Tag or value Details
1 DELETE The first column for all tags is the
command.
2 NODE OOBKVMNTERFAC Enter the tag as shown.
E Tags are not case sensitive.
NODE OOBSERIAL INTER .
EACE All interfaces can be deleted.

NODERDR INTERFACE
NODESSH INTERFACE

NODETELNET INTERFAC
E
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Column number Tag or value Details
NODE VNG INTERFACE

NODEWEBINTERFACE
NODEDRAG KVM INTERF

ACE

NODEDRAG POWERINTE
RFACE

NODEILO - KVM INTERFA
CE

NODEILO - POWERINTER
FACE

NODEINT - 1LO2 - POWER
INTERFACE

NODERSA KVM INTERFA
CE

NODERSA POWERINTER
FACE

NODEIPMI - INTERFACE
NODEUCS KVM INTERFA

CE
3 Node Name Required field.
4 Interface Name Required field.

Sample Nodes CSV File

¥ b}
# IfTAG =MNODE NODE Col 3*=Node Name  Col 4=Description (3
ADD NODE RDP Thiz iz a RDP Node

# IfTAG =NODE-RDP-INTERFACE NODE-RDP-INTERFACE  Col3*=NodeName  Col4*=Interface Name Col 5*=IP Address/Hostname  Col 6=TCP

e ¥

ADD MODE-RDP-INTERFACE RDP RDP 152.168.51.163

#

# IFTAG =NODE NODE Col 3*=Node Name Col 4* =Mew Node Name  Col 5= Description
UPDATE NODE RDP RDPUPDATE Thiz iz UPDATE Nodename

# IfTAG =NODE-RDP-INTERFACE NODE-RDP-INTERFACE  Col 3*=NodeName  Col4*=Interface Name Col 5°=New Interface Name Col6*=IP

UPDATE NODE-RDP-INTERFACE  RDPUPDATE RDP RDFInterfaceUPDATE 192.168.513
#

# IFTAG =NODE NODE Col 3*=Node Name

DELETE NODE RODPUPDATE

# IfTAG =NODE-RDP-INTERFACE NODE-RDP-INTERFACE  Col3*=Node Name  Col4*=Interface Name

WA N i B, My N

DELETE, NODE-RDP-INTERFACE  RDPUPDATE ROPInterfaceUPDATE
R e i G T e e e

b e T LT o G S
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Import Nodes

Once you've created the CSV file, validate it to check for errors then import it.
Duplicate records are skipped and are not added.

1. Choose Administration > Import > Import Nodes.

2. Click Browse and select the CSV file to import. Click Open.

3. Click Validate. The Analysis Report area shows the file contents.

A If the file is not valid, an error message appears. Click OK and look at
the Problems area of the page for a description of thebbems with
the file. Click Save to File to save the problems list. Correct your CSV
file and then try to validate it again. S&eoubleshoot CSV File
Problems(on page412).

4. Click Import.

5. Check the Actions area to see the import results. Items that imported
successfully show in green text. Items that failed import show in red text.
Items that failed import because a duplicate item already exists or was
already imported alsshow in red text.

6. To view more import results details, check the Audit Trail report./ARmkt
Trail Entries for Importingon page411).

Export Nodes

The export file contains comments at the top that describe each item in the file.
The comments can be used as instructions for creating a file for importing.

To export nodes:

Choose Administration > Export > Export Nodes.

Click Export to File.

Type a name for the file and choose the location where you want to save it
Click Save.

POV
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Adding, Editing, and Delatg Node Groups
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Node Groups Overview

Node groups are used to organize nodes into a set. The node group will
become the basis for a policy either allowing or denying access to this
particular set of nodes. Se&dding a Policyon page202). Nodes can be
grouped manually, using the Select method, grdpeating a Boolean
expression that describes a set of common attributes, using the Describe
method.

If you used Guided Setup to create categories and elements for nodes, some
means to organize nodes along common attributes have already been created.
CCSG automatically creates default access policies based on these elements.
SeeAssociations, Categories, and Elemefis page34) for details on creating
caegories and elements.

To view node groups:

Choose Associations > Node Groups. The Node Groups Manager window
appears. A list of existing node groups is displayed on the left, while details
about the selected node group appear in the main panel.

A Alist of existing node groups is displayed on the left. Click a node
group to view the details of the group in the node group manager.

A If the group was formed arbitrarily, the Select Nodes tab will be
displayed showing a list of nodes in the group andteof nodes not in
the group.

A If the group was formed based on common attributes, the Describe
Nodes tab will appear, showing the rules that govern selection of the
nodes for the group.

A To search for a node in the node group list, type a string in thecBea
field at the bottom of the list, and then click Search. The method of
searching is configured through the My Profile screen.$ssrs and
User Groupgon pagel80).

A If viewing a group based on attributes, click View Nodes to display a list
of nodes currently in the Node Group. A Nodes In Node Group window
opens, displaying the nodes and all their attributes.

Add a Node Goup

> To add a node group:

Choose Associations > Node Group. The Node Groups Manager window
appears

2. Choose Groups > New. A template for a node group appears.
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3. Inthe Group Name field, type a name for a node group you want to create.
SeeNaming Conventiongon page442) for details on C&G's rules for
name lengths.

4. There are two ways to add nodes to a group, Select Nodes and Describe
Nodes. The Select Nodes method allows you to arbitrarily assign nodes to
the group by selecting them from the list of available node& Dhkscribe
Nodes method allows you to specify rules that describe nodes; nodes that
match the description will be included in the group.

Describe Method versus Select Method

Use the @scribe method when you want your group to be based on some
attribute of the node or devices, such as the categories and elements. The
advantage of the describe method is that when you add more devices or nodes
with the same attributes as described, theylie pulled into the group
automatically.

Use the select method when you just want to create a group of specific nodes
manually. New nodes and devices added teS@GCare not pulled into these
groups automatically. You must manually add the new nodetewices to the
group after you add them to C8G.

These two methods cannot be combined.

Once a group is created with one method, you must edit it using the same
method. Switching methods will overwrite the current group settings.

Select Nodes

P> To add a node group with the Select Nodes option:
Click the Select Nodes tab.

Click the Device Name drajpwn menu and select a device to filter the
Available list to display only nodes with interfaces from that device. The
device names are sorted alphabetically.

3. Inthe Available list, select the nodes you want to add to the graung,
then click Add to move the node into the Selected list. Nodes in the
Selected list will be added to the group.

A To remove a node from the group, select the node name in the
Selected list and click Remove.

A You can search for a node in either the Avddadr Selected list. Type
the search terms in the field below the list, and then click Go

4. If you want to create a policy that allows access to the nodes in this group
at any time, select the Create Full Access Policy for Group checkbox.

5. When you are donadding nodes to the group, click OK to create the node
group. The group will be added to the list of Node Groups on the left.
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Describe Nodes

P> To add a node group \th the Describe Nodes option:
1. Click the Select Nodes tab.

2. Click the Add New Row iccIEI to add a row in the table for a new rule.
Rules take the form of an expression which can be compared against
nodes.

3. Doubleclick each column in the row to turn the appropriate cell into a
drop-down menu, then select the appropriate value for each compane

A Prefix- Leave this blank or select NOT. If NOT is selected, this rule will
filter for values opposite of the rest of the expression.

A Category Select an attribute that will be evaluated in the rule. All
categories you created in the Association Mgeawill be available
here. Also included are Node Name and Interface. If any blade chassis
has been configured in the system, a Blade Chassis category is
available by default.

A Operator- Select a comparison operation to be performed between
the Category and Element items. Three operators are available: = (is
equal to), LIKE (used for find the Element in a name) and <> (is not
equal to).
A Element- Select a value for the Categaitribute to be compared
against. Only elements associated with the selected category will
FLIISE NI KSNB o60F2NJ SEFYLIX SY AT SOl ftdzk GAY
a[ 20FGA2yé¢ StSYSyida oAttt y20 | LILISFN KS
A Rule NameThis is a name assigned to the rule in tioi.rYou cannot
edit these values. Use these values for writing descriptions in the
Short Expression field.
An example rule might be Department = Engineering, meaning it
RSaONROSa |ttt y2RS&a GKIG GKS OFGiS3z2Ne
49y 3AYSSNA Y § what hapiensiwhdndou Sdaflgdithe
associations during an Add Node operation.
4. If you want to add another rule, click the Add New Row icon again, and
make the necessary configurations. Configuring multiple rules will allow
more precise descriptions lproviding multiple criteria for evaluating
nodes.

A Toremove a rule, highlight the rule in the table, and then click the

Remove Row icorIEI .

Raritan. 177

Abrand of Olegrand’



Appendix ANodes, Node Groups, and Interfaces

5. The table of rules makes available criteria for evaluating nodes. To write a
description for the node group, add the rules by Rule Name to the Short
Expression field. If the description only requires a single rule, then type
that rule's name in the field. If multiple rules are being evaluated, type the
rules into the field using a set of logical operators to describe the rules in
relation to each other:

A & -the AND operator. A node must satisfy rules on both sides of this
operdor for the description (or that section of a description) to be
evaluated as true.

A | -the OR operator. A node only needs to satisfy one rule on either
side of this operator for the description (or that section of a
description) to be evaluated as true.

A (and )- grouping operators. This breaks the description into a
subsection contained within the parentheses. The section within the
parentheses is evaluated first before the rest of the description is
compared to the node. Parenthetical groups can be eéshside
another parenthetical group.

Example 1: If you want to describe nodes that belong to the
engineering department, create a rule that says Department =
Engineering. This will become Rule0. Then, type Rule0 in the Short
Expression field.

Example 2tf you want to describe a group of devices that belong to
the engineering department or are located in Philadelphia, and specify
that all of the machines must have 1 GB of memory, you must create
three rules. Department = Engineering (Rule0) Locationilad&fphia
(Rulel) Memory = 1GB (Rule2).These rules must be arranged in
relation to each other. Since the device can either belong to the
engineering department or be located in Philadelphia, use the OR
operator, |, to join the two: RuleO | Rulel. Make thcomparison first

by enclosing it parentheses: (RuleO | Rulel). Since the devices must
both satisfy this comparison AND contain 1GB of memory, use the AND
connector, &, to join this section with Rule2: (Rule0 | Rulel) & Rule2.
Type this final expression the Short Expression field.

Note: You should have a space before and after operators & and |.
Otherwise, the Short Expression field may return to the default expression,
that is, Rule0 & Rulel & Rule2 and so on, when you delete any rule from
the table.

6. Click Validate when a description has been written in the Short Expression
field. If the description is formed incorrectly, a warning appears. If the
description is formed correctly, a normalized form of the expression
appears in the Normalized Expressfaid.
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7. Click View Nodes to see what nodes satisfy this expression. A Nodes in
Node Group window opens, displaying the nodes that will be grouped by
the current expression. This can be used to check if the description was
correctly written. If not, you can returto the rules table or the Short
Expression field to make adjustments.

8. If you know you want to create a policy that allows access to the nodes in
this group at all times, select the Create Full Access Policy for Group
checkbox.

9. When you are done describinige nodes that belong in this group, click OK
to create the node group. The group will be added to the list of Node
Groups on the left.

Edit a Node Group
Edit a node group to change the membership or desimipof the group.

P> To edit a node group:

Choose Associations > Node Group. The Node Groups Manager window
opens.

2. Click the node you want to edit in the Node Group List. The details of that
node appear in the Node Groups window.

3. Refer to the instructions in the Select Nodes or Describe Nodes sections for
details on how to configure the node group.

4. Click OK to save ypuhanges.

Delete a Node Group

To delete a node group:

Choose Associations > Node Group. The Node Groups Manager window
opens.

Select the node you want to delete in the Node Group List to the left.
Choose Groups > Delete.

The Delete Node Group panel appears. Click Delete.

Click Yes in the confirmation messdfjat appears.

o~ wDN
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Users and User Groups

User accounts are created so that users can be assigned a username and
password to access €3G.

A User Group defines a set of privileges for its members. You cannot assign
privileges to users themselves, only to user groups. All users must belong to at
least one user group.

CGSG maintains a centralized user list and user group list for authentication
and authorization.

You can also configure €3G to use external authentication. SRemote
Authentication and Authorizationon page213).

You must also create policies for access that you can assign to user groups. See
Policies for AccessControl(on page201).

In This Chapter
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The Users Tab

Click the Users tab to display all user groups and users-8GCC

Users are nested underneath the user groups to which they belong. User
groups with users assigned to them appear in the list with a + symbol next to
them. Click the + to expand or collapgbe list. Active usersthose currently
logged into C&G- appear in bold.

The Users tab provides the ability to search for users within the tree.
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Default User Groups
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CGSG is configured with three default user groups:StPer User, System
Administrators, and CC Users.

-- :*; CC Super-User
& 4 CC Users
L4 Systern Administrators

CC SupeUser Group

The CC Supasser group has full administrative and access privileges. Only one
user can be a member of this group. The default usernaradnsn . You can
change the default username. Yoannot delete the CSuper User group. You
cannot change the privileges assigned to theSt@er User group, add

members to it, or delete the only user from the group. Strong passwords are
always enforced for the member of the S0per User group. Stronggsword
requirements are:

A Passwords must contain at least one lowercase letter.
A Passwords must contain at least one uppercase letter.
A Passwords must contain at least one number.
A

Passwords mustonitain at least one special character (for example, an
exclamation point or ampersand).

Note: You cannot make any changes to the CC SigrarGroup via CSV file
import.

System Administrators Group

The System Administrators group has full administrative and access privileges.
You cannot change the privileges. You can add or delete members.

CC Users Group

The CC Users group hashiend and owtof-band nodes access. You can change
the privileges and add or delete members.

Important: Many menu items cannot be selected unless the appropriate User
Group or User is first selected.
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Adding, Editing, and Deleting User Groups

Add a User Group

Creating user groups first will help you organize users when the users are
added. When a usegroup is created, a set of privileges is assigned to the user
group. Users assigned to the group will inherit those privileges. For example, if
you create a group and assign it the User Management privilege, all users
assigned to the group will be able see and execute the commands on the

User Manager menu. S&gser Group Privilege®n page399).

Configuring user groups involves four basic steps:

1 Name the group and give it a description.

1 Select the privileges the user group will have.

1 Select the interface types the user group can use to access nodes.
1 Select policies that specify which nodes themgroup can access.

v

To add a user group:

Choose Users > User Group Manager > Add User Group. The Add User
Group screen appears

2. Type a name for the user group imetUser Group Name field. User Group
names must be unique. S&aming Conventiongon page44?2) for details
on CESG's rules for name lengths.

3. Type a short description for the group inetescription fieldOptional.

4. To set a maximum number of KVM sessions per user in this user group
when accessing devices that have this feature enabled, select the Limit
Number of KVM Sessions per Device checkbox, and select the number of
sessions allowed in the Max KVM Sessior) {ield. Optional. SeeLimit
the Number of KVM Sessions per Ugen pagel86) for details.

5. Click the Privileges tab.

6. Select the checkbox that corresponds with eacivilege you want to
assign to the user group.
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7. Below the privileges table is the Node Access area with privileges for three
kinds of node access: Node @ftBand Access, Node-Band Access, and
Node Power Control. Select the checkbox that corresponésith type of
node access you want to assign to the user group.

Add User Group
® Please select policies for the user group.

User Group Name: *

|Data Center East Group 1
Description: F
| 4
Limit Mumber of KVMM Sessions per Device Maximum KWVM Sessions (1-8):
=]
E=
Privileges Device/Mode Policies |

Administration
Selected Privilege
[] CC Setup And Control
Device Configuration And Upgrade Management
Device, Port and Node Management
User Management
User Security Management

ORI

Node Access l
PR Privilege
[v] Node In-band Access ]
[v] Node Out-of-band Access )
[v] Node Power Control

B B i i B e i A i T LBk o A A — s

8. Click the Device/Node Policies tab. Aleabf policies appears.

The All Policies table lists all the policies available 68GEach policy
represents a rule allowing or denying access to a group of nodes. See
Policies for Access Contr@n page201) for details on policies and how
they are created.

9. Inthe All Policies list, select a policy that you want to assign to the user
group, and then click Add to move the policy to the Selected Policies list.
Polcies in the Selected Policies list allow or deny access to the nodes or
devices controlled by the policy. SAssigning Policies To User Grouyps
page205) for details on how policies interact.

Repeat this step to add additional policies to the user group.

A If you want to allow this group to access all available nodes, select the
Full Access Policy ihe Add Policies list, and then click Add.
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A If you want to remove a policy from the user group, select the policy
name in the Selected Policies list, and then click Remove.

User Group Profile

@ Select properties for this user group.

User Group Name: *

|S\;stem Administrators

Description:

|Du Not Delete

[ Lirnit Numnber of KM Sessions per Device

E=

Maximum kWM Sessions (1-8):

Privileges DevicefNode Policies |

Available Policies

Active Directory Associations |

All Devices

| Add V/ || Remove
Selected Policies “ 2
Paolicy Device Group | Node Group | Permission al Media| Terminal Block Time Day(s) - |
Sun | Mon | Tue | Wed | Thu Fri Sat
Full Access Policy All Devices All Modes Control Read-Write |Deny 00:00:00 - 23:...

184

| oK || Cancel |

10. When you are done configuring policies for this group, click Apply to save
this group and create another. Repeat the steps in this section to add user

groups.Optional.

11. Click OK to save your changes.

Edit a User Group

Edit a User Group to change the existing privileges and policies for that group.

Note: You cannot edit the Privileges or Policies of thBUpEr User group.

w N Y

To edit a user group:
Click the Users tab.
Click the user group in the Users tab. The User Group Profile appears.

Type a new name for the user group in the User Group Name field.
Optional.

Type a new description for the user group in the Description field.
Optional.
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To set a maximum number of KVssions per user in this user group
when accessing devices that have this feature enabled, select the Limit
Number of KVM Sessions per Device checkbox, and select the number of
sessions allowed in the Max KVM Sessior) fleld.Optional. SeeLimit

the Number of KVM Sessions per Ugen pagel86) for details.

Click the Privileges tab.

Select the checkbox that corresponds to each privilege you want to assign
to the user group. Deselect a privilege to remove it from the group.

In the Node Access area, click the diipvn menu for each kind of
interface you want this group to have accelsough and select Control.

Click the dropdown menu for each kind of interface you do not want this
group to have access through and select Deny.

Click the Palicies tab. Two tables of policies appear.

For each policy you want to add to the group, seledtqyan the All

Policies, then click Add to move the policy to the Selected Policies list.
Policies in the Selected Policies list will allow or deny users access to the
node (or devices) controlled by this policy.

For each policy you want to remove fronmethiser group, select the policy
name in the Selected Policies list and click Remove.

Click OK to save your changes.

Delete a User Group

You can delete a user group if it is does not have any members.

N

To delete a User Group:

Click the Users tab.

Click the user group you want to delete.

Choose Users > User Group Manager > Delete User Group.
Click OK to delete the User Group.
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Limit the Number of KVM Sessions per User

You can limit the number of KVM sessions allowed per user for sessions with
KX3, KX2, and KSX2 devices. This prevents any single user from using all
available channels at once.

When a user attempts a connection to a node that would exceed the limit, a
waming message displays with information on the current sessions. The event
is logged in the Access Report with the mesdagenection Denied’he user

must disconnect a session on the device before starting another new session.

The full message text is:

Canection Denied: Exceeds the allotted number of sessions for the KVM switch
this node is attached to. If possible, please disconnect an existing session to the
same KVM switch

A list of the active connections to the KVM switch is included in the message.

Note: You can filter the Access Report by message text to find out which devices
have high traffic. SeAccess Repofion page237).

Limits on number of KVM sessions are setysar group. You can enable limits
when you add or edit a user group manually, in Guided Setup, or by CSV import.
SeeAdd a User Groufon pagel82).

KX3 and KX2 devices ONLY giwarning when the maximum number of
connections for the device has been reached. The event is logged in the Access
Report with the messag€onnection Denied.

The full message text is:

Connection Denied: Exceeds the number of available video channkks I
switch this node is attached to.'

186

Configuring Access Auditing for User Groups

You can require members of a user group to enter the reason why they are
accessing the node before access is permitted. A dialog will appear to all users
in the user groups you select. Users must enter the reason for access before
the node connection is nae. This feature applies to all types of access with all
interface types, including power control.

The reasons for access are logged in the Audit Trail and in the Node Profile's
Auditing tab.

P> To configure access auditing for user groups:
Choose Users > Node Auditing.

Select the Require Users to Enter Access Information When Connecting to
a Node checkbox.
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3. Inthe Message to Users field, enter a message that users will see when
attempting to access a node. A default megsés provided. 256 character
maximum.

4. Move the user groups to enable access auditing for the group into the
Selected list by clicking the arrow buttons. Use Ctrl+click to select multiple
items.

Tip: Type the name of a user group in the Find field tdiglgtit in the list.
Type * after a partial name to highlight all similar names in the list.

Click the column headers to sort the lists alphabetically.

5. Click Update.

Adding, Editing, and Deleting Users

Raritan.
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Add a User

When you add a user to €355, you must specify a user group to give the user
the access privileges assigned to the user group.

User Profile x
@ Choose user properties to edit.

Username: *
|TESTER1 | Login Enabled [ Remote Authentication

New Password (Local Authentication Only):

| | Strong passwords are not required.

Retype New Password: * 1

Force Password Change on Mext Login {

Force Password Change Periodically

{
Expiration Period (Days): * Date of Next Password Change: ]
December 03, 2020 1

3
Full Name: i
|EITIEIi| Address: |Te|eph0ne Number:

| | i
User Group(s):

[1 require User to Enter Access Information When Connecting to a Node

OK || Cancel

> To add a user:
1. Inthe Users tab, select the group to which you want to add a user.
2. Choose Users > User Manager > Add User.
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3. Inthe Username field, type the user name of the user you want to add.
This name is used to log in to-SG. Seblaming Conventiongon page
442 for details on C&G's rules for name lengths.

4. In the Full Name field, type the user's full first and last name.N&aring
Conventiongon page442) for details on C&G's rules for namengths.

5. Select the Login Enabled checkbox if you want the user to be able to log in
to CGCSG.

6. Select the Check Remote Authentication checkbox only if you want the
user to be authenticated by an external server, such as TACACS+, RADIUS,
LDAP, or AD. If yare using remote authentication, a password is not
required and the New Password and Retype New Password fields will be
disabled.

7. Inthe New Password and Retype New Password fields, type the password
that the user will use to log in to €315.

Note: SedNaming Conventiongon page442) for details on CSG's rules
for name lengths.

If strong passwords are enabled, the password entered must conform to
the established rules. The information bar at the top of the screen will
display messages to assist with the password requirementsAdasced
Administration (on page245) for details on strong passwords.

8. Select the Force Password Change on Next Login checkbox to force the
user to change the assigned password the next time they log in.

9. Select the Force Passwordabige Periodically checkbox to specify how
often the user will be forced to change their password.

10. If selected, in the Expiration Period (Days) field, type the number of days
that the user will be able to use the same password before being forced to
changeit.

11. In the Email address field, type the user's email address. This will be used
to send the user notifications.

12. In the Telephone Number field, type the user's telephone number.

13. Click the User Groups drafpwn menu and select the group to which the
user wll be added.

A Depending on the user group you select, the Require User to Enter
Information When Connecting to a Node checkbox may or may not be
selected. If selected, then this user is required to enter information
when accessing a node. S@enfiguringAccess Auditing for User
Groups(on pagel86).

14. When you arelone configuring this user, click Apply to add this user and
create another one, or click OK to add the user without creating more. The
users you create appear in the Users tab, nested underneath the user
groups to which they belong.
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Edit a User

You cannot edit a user to change what group they belong toASsigning a
User to a Grougon pagel91).

To edit a user:

1. Inthe Users tab, click the + symbol to expand the user group that contains
a user you want to edit, and then select the user. The User Profile appears.

2. Deselect the Login enabled checkbox to prevent this user from logging into
CGCSG. Select the Login enabled checkbox to allow this user to log into
CGSG.

3. Select the Remote Authentication only checkbox if you want the user to be
authenticated by an externaerver such as TACACS+, RADIUS, LDAP, or AD.
If you are using remote authentication, a password is not required and the
New Password and Retype New Password fields will be disabled.

4. In the New Password and Retype New Password fields, type a new
password ® change this user's password.

Note: If Strong Passwords are enabled, the password entered must
conform to the established rules. The informatiar at the top of the
screen will assist with the password requirements./Abanced
Administration (on page245) for details on strong passwords.

5. Select the Force Password ChangeNext Login checkbox if you want to
force the user to change the assigned password the next time they log in.

6. Inthe Email address field, type a new email address to add or change the
user's configured email address. This will be used to send the user
notifications.

7. Click OK to save your changes.

Delete a User

Deleting a user completely removes the user fromSt& This is useful for
removing user accounts that are no longer needed.

This procedure deletes all itasices of a user, even if the user exists in multiple
user groups. Sebeleting a User From a Groupn pagel92) to remove the
user from a group without deleting theser from CESG.

» To delete a user:

In the Users tab, click the + symbol to expand the user group that contains
a user you want to delete, and then select the user. The User Profile
appears.

2. Choose Users > User Manager, Delete User.
3. Click OK to permanently delete the user from&&
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Configure User SSH Keys

If needed, SSH (Secure Shell) Client Authentication keys can be added to a user.
The user must first be created before the client certificate can be added.

Each user can have up 10 unique keys added for authentication. CC Super
User and System Administrators can edit their own keys, as well as keys of
other users.

Keys are composed of the type followed by the key data, for exampler§ash
AAAB..."

To configure user SSH keys:

1. Inthe Users tab, click the + symbol to expand the user group that contains
a user you want to configure, and then select the user. The User Profile
appears.

2. Click the User SSH Keys tab. When a user does not have an SSH key
configured,the field is empty, as shown here.

MNodes | Users User Profile

3- CC Super-User @ Choose user properties to edit.
=] 2'{ CC Users
% ceuser
3 User SSH Keys*—

‘Ji.- Engineering User SSH Keys
2‘{" No-InBand-Access
3' System Administrators

3 userm-ar

B33

3. Paste the SSH key data in the User SSH Keys box. This data is the
rsa_id.pub key generated for your client.

Linux users should delete "name@local host" that appears at the end of
the generated key when adding public keys.

4. Click Add.
The SSH key data is validated in several ways:

a. Specified keytype is validated: [seda|sshdsalecdsasha2nistp256|
ecdsasha2nitsp384| ecdsasha2nitsp512]

b. Keytype is followed by whitespace, followed by the base64 data.
Base64 dat is validated.
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d. Whitespace and any characters after the base64 are dropped from the
key data.

User Profile

® Choose user properties to edit.

User Profile | User SSH Keys

User SSH Keys

w N Y

ssh-rsa AAAAB3NzaClycZEAAAADAQABAAABgQCxmtX+4y6qEAEr+scr93vid
ib9yiFaXnC0Z0zMYbueqZHg42YsAzEhVQkeP7e7SXQ1kw4FW5SsrteznRdP2qhl
c60nLdu3lyaPl4cOunlgIlnATKm1ZL60Owe7tKklpQ2nclovSmpxSawYlgIGFGVu
4Y+opal/Ls+mDGjCBnS78Gqt0IX90DulLdq80cAqd3/tjduwa/sAcgjehKSIwM9
p+Rbg8Mva4Qti7dVak/ie9IvM/Z2+uyiZvq7 Cf7IE/pyJCHSsVH3hL6ThpfTWMLGh)
0nocOV+2QZKku90OFUpMSpvl8SWgZwC+iV3FddRc/0ZnKAeoyTIWEbKyudPG
E7FxjNQbnYdipUv60I71PyKIOLpbOLTIGK WolUSURKLfEN4ZI1kGSMYOv2darz/gk
u/UBUr9QYDfEQBGdB60FAF395ZkoDsmgkfgWTwANBshSNUfEROO1tejY7nGoi
vsoB6Z120zGkGEzeluZRDWh7Wg2ZheTEaTrrc+NXH8JulIWI2ZCHb9/Rfb0=

When SSH access is enabled, the key data should be used for
authentication and you should not have to enter a password.Beble
SSH Accegsn page301).

To delete an SSH key:

Click the checkbox next to the key you want to delete.
Click Delete.

Click OK when prompted to confirm.

Assigning a User to a Group

Raritan.
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Use this command tossign an existing user to another group. Users assigned
in this way will be added to the new group while still existing in any group they
were previously assigned to. To move a user, use this command in conjunction
with Delete User From Group.

PO DRV

To assign aiser to a group:

In the Users tab, select the user group to which you want to assign a users.
Choose Users > User Group Manager > Assign Users To Group.

The user group you selected appears in the User group name field.

Users who are ot assigned to the target group appear in the Users not in
group list.

191



Appendix AUsers and User Groups

A Select the users you want to add from this list, and then click > to
move them to the Users in group list.

A Click the >> button to move all users not in the group to the Users in
group list.

A Select the users you want to remove from the Users in group list, and
then click the < button to remove them.

A Click the << button to remove all users from the Users in glistip

5. When all the users have been moved to the appropriate column, click OK.
The users in the Users in group list will be added to the selected User
Group.

Deleting a User From a Group

When youdelete a user from a group, the user is removed only from the
specified group. The user remains in all other assigned groups. Deleting a user
from a group does not delete the user from-SG.

If a user belongs to only one group, you cannot delete the frsen the group.
You can only delete the user from-SG.

P> To delete a user from a group:

In the Users tab, clicthe + symbol to expand the user group that contains
the user you want to delete from the group, and then select the user. The
User Profile appears.

2. Choose Users > User Manager > Delete User From Group. The Delete User
screenappears.

3. Click OK to delete the user from the group.

Adding Users with CSV File Import
You can add user information to 3G by importing a CSV file that contains the
values.

If you have multiple GSG units in a neighborhood, exporting users from one
CGSG then importing the users into another-8G is a quick way to ensure all
locally authenticated users are present on both members.

You must have the User Management and CC Setup and Contrages/ib
import and export user information.
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Users CSV File Requirements

The import enables you to add user groups, users, and AD modules, and assign
policies and permissions and user groups.

1 Polcies must already be created in-SG. The import assigns the policy to
a user group. You cannot create new policies via import.

1 User Group names are case sensitive.

User names are not case sensitive.

1 Each USERGROUP defined must have a USERBRRMFSSIONS and a
USERGROWHOLICY tag defined in the CSV file to create the user group.

1 Export a file from GSG to view the Comments, which include all tags and
parameters needed to create a valid CSV file. Beort Usergon page
197).

1 Follow the additional requirements for all CSV files. Semmon CSV File
Requirementgon page410).

=

> To add a user group to the CSV file:

Column number Tag or value Details

1 ADD The first column for all tags is the
command.

2 USERGROUP Enter the tag as shown.
Tags are not case sensitive.

3 User Group Name Required field. User Group names are
case sensitive.

4 Description Required field.

5 Limit Max Number of KVM  TRUE or FALSE

Sessions per Device Default isFALSE
6 Maximum number of KVM  Enter just the number, from- 8.

sessions allowed per user  pefault is2.

P> To assign permissions to a user group in the CSV file:

Enter the value TRUE to assign a permission to the user group. Enter the value
FALSE to deny the permission to the user group.

Column number Tag or value Details
1 ADD The first column for all tags is the
command.
2 USERGROUMPERMISSION Enter the tag as shown.
S

Tags are not case sensitive.
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Column number Tag or value

3

10

11

User Group Name

CC Setup and Control

Details

Required field. User Group names are
case sensitive.

TRUE or FALSE

Device Configuration Upgrac TRUE or FALSE

Management

Device Port Node
Management

User Management
User Security Management

Node IBA

Node OOB

Node Power

TRUE or FALSE

TRUE or FALSE
TRUE or FALSE

TRUE or FALSE
Default isTRUE

TRUE or FALSE
Default isTRUE

TRUE or FALSE

To assign a policy to a user group in the CSV file:

Column number Tag or value

1 ADD

2 USERGROUMPOLICY
3 User Group Name

4 Policy Name

Details

The first column for all tags is the
command.

Enter the tag as shown.
Tags are not case sensitive.

Required field.
User Group names are case sensitive.

Required field.

To associate an AD module to a user group in the CSV file:

Column number Tag or value

Details

1 ADD The first column for all tags is the
command.

2 USERGROURDMODULE  Enter the tag as shown.
Tags are not case sensitive.

3 User Group Name Required field. User Group names are

case sensitive.
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Column number Tag or value

4

AD Module Name

To add a user to GEG:

Column numbetr Tag or value

1

N o o1 b

10
11

12

ADD

USER

User Group Name

User Name
Password
User's Full Name

Email Address

Telephone Number

Login Enabled

Remote Authentication

Force Password Change
Periodically

Expiration Period

Appendix AUsers and User Groups

Details
Required field.

Details

The first column for all tags is the
command.

Enter the tag as shown.

Tags are not case sensitive.

Required field. User Group names are
case sensitive.

You must add the user to one user
group. You can add the user to more
user groups with the
USERGROWPEMBER tag.

Required field.
Required field.
Optional.

Optional.

Email address is used with system
notifications.

Optional.

TRUE or FALSE
Default isSTRUE

Enable login to allow the user to log in
to CGSG.

TRUE or FALSE
TRUE or FALSE

If Force Password Change Periodicall
set to TRUE, specify the number of da
after which password must be change
Enter just the number, from to 365.
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> To add a user to a useyroup:

Column numbetr Tag or value Details

1 ADD The first column for all tags is the
command.

2 USERGROUMEMBER Enter the tag as shown.

Tags are not case sensitive.

3 User Group Name Required field.
User Group names are case sensitive.

4 User Name Required field.

Sample Users CSV File
ADD, USERGROUP, Windows Administrators, MS IT Team

ADD, USERGRGBERMISSIONS, Windows Administrators, FALSE, TRUE, TRUE,
TRUE, TRUE, TRUE, TRUE, TRUE

ADD, USERGRQOBBLICY, Windows Administrators, Full Access Policy
ADD, USERGROBMBMODULE, Windows Administrators,-ABA57-120
ADD, USERGROMEMBER, Wirmmlvs Administrators, userl

ADD, USERGRONMEMBER, Windows Administrators, user2

ADD, USER, Windows Administrators, userl, password, userfirsthname
userlastname, userl@company.com, &&b-1212, TRUE,,,

ADD, USER, Windows Administrators, user2, passwordiraseme
userlastname, user2@raritan.com, 88651212, TRUE,,,

ADD, USERGRONMEMBER, System Administrators, userl
ADD, USERGRGONEMBER, CC Users, user2

Import Users

Once you've created the CSV file, validate check for errors then import it.
Duplicate records are skipped and are not added.

1. Choose Administration > Import > Import Users.

2. Click Browse and select the CSV file to import. Click Open.

3. Click Validate. The Analysis Reportsasbows the file contents.

A If the file is not valid, an error message appears. Click OK and look at
the Problems area of the page for a description of the problems with
the file. Click Save to File to save the problems list. Correct your CSV
file and thentry to validate it again. SeEroubleshoot CSV File
Problems(on page412).
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4. Click Import.

5. Check the Actions area to see the import results. Items that imported
successfully show in green text. Items that failed import show in red text.
Iltems that failed import because a duplicate item already exists or was
already imported also show in red text

6. To view more import results details, check the Audit Trail report./Admkt
Trail Entries for Importingon page411).

Export Users

The export file contains all users that have a user account created8GCC
This excludes AButhorized users, unless they also have a user account
created on CGSG.

The export file includes user and the details from tisemprofile, user groups,
user group permissions and policies, associated AD modules.

Passwords export as a blank field.

To export users:

Choose Administration > Export > Export Users.

Click Export to File.

Type a name for the file and choose the location where you want to save it
Click Save.

POV

Your User Profile

My Profile allows all users to view details about their account, change some
details, and customize ubdity settings. It is the only way for the CC Super User
account to change the account name.

> To view your profile:

Choose Secure Gateway > My Profile. The My Profile screen appears, displaying
details about your account.

Secure Gateway

Ef My Profile

Meszage Of The Day | " 4
) o5 My Profile
%Erlnt...
Print Screen... @ Flease provide information for your profile. J

ﬁl:ogout

Exit Username: *

|adrnin

[] change Password {For Local authentication Cnly)

Current Password:

New Password:

| |_S_tr0ng passwo r|:|5._ are r_equi_red.
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Change your password

1.

2.
3.
4

o

Choose Secure Gateway > My Profile.
Check the Change Password (For Local Authentication Only) checkbox.
Type your current password in the Old Password field.

Type your new password in the New Password field. A message appears if
password is not a strongagsword.

Type your new password again in the Retype New Password field.
Click OK to save your changes.

Change your name

You

cannot change your user name. You can change the first and last name

associated wh your user name.

To change your name:
Choose Secure Gateway > My Profile.

Type your first and last name in the Full Name field. /$&ming
Conventiongon page442) for details on C&G's rules for name lengths.

Change your default search preference

1.
2.

3.

Choose Secure Gateway > My Profile.

In the Search Preferenceem, select a preferred method to search nodes,
users, and devices:

A Filter by Search Resuk#llows the use of wildcards and will limit the
display of nodes, users, or devices to all names that contain the search
criteria.

A Find Matching StringDoes not support the use of wildcards and will
highlight the closest match in the nodes, users, or devices as you type.
The list will be limited to those items that contain the search criteria
after clicking Search.

Click OK to sawmur changes.

Change the GSG default font size

1.
2.

3.

Choose Secure Gateway > My Profile.

Click the Font Size dregpwn menu to adjust the font size the standard
CCSG clienuses.

Click OK to save your changes.

Change your email address

1.

Choose Secure Gateway > My Profile.
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Type a new address in the Email address field to add or change the address
CGCSG will use to send you notifications.

Click OK to save your changes.

Change the CSG Super User's Username

You must be logged into €335 using the CC Super User account to change the
CC Super User's username. The default CC Super User useraaiménis

1.
2.
3.

Choose Secure Gateway > My Profile.
Type a new name in the Username field.
Click OK to save your changes.

Logging Users Out

You can log active users out of-8G, either individually or by user group.

To log out users:

In the Users tab, click the + symbol to expand the user group that contains
a user you want to log out of CCSG, and then select the user.

A To select multiple users, hold the Shift key as you click additional users.

Choose Users > User Manager > Logout Users. The Logout Users screen
appears with the list of selected users.

Click OK to log the users out of-6G.

To log out all users of a User Group:
In the Users tab, select the user group you winlog out of CESG.

A To log out multiple user groups, hold the Shift key as you click
additional user groups.

Choose Users > User Group Manager > Logout Users. The Logout Users
screen appears with a list of active users from the selected groups.

ClickOK to log the users out of €3G5.

Bulk Copying Users
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You can use Bulk Copy for users to copy one user's user group affiliations to
another user or list of users. If the users receiving the affiliations have existing
group affiliations, the existing affiliations will be removed.

>

To perform a Bulk Copy for ess:

In the Users tab, click the + symbol to expand the user group that contains
the user whose policies and privileges you want to copy, and then select
the user.

Choose Users > User Manager > Bulk Copy. The Username field displays
the user whose policies and privileges you are copying.
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3. Inthe All Users list, select the users that will be adopting the policies and
privileges of the user in the Username field.

A Click > to move a user name to the Selected Users list.
A Click >> to move all users to the Selected Users list.

A Select the user in the Selected Users list, and then click < to remove
the user.

A Click << to remove all users from the Users in group list.
4. Click OK to copy.
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Policies for Access Control

Policies are rules that define which nodes and devices users can access, when
they can access them, and whether virtiaédia permissions are enabled,

where applicable. Tédhneasiest way to create policies is to categorize your nodes
and devices into node groups and device groups, and then create policies that
allow and deny access to the nodes and devices in each group. After you create
a policy, you assign it to a user gmbeeAssigning Policies To User Groups

(on page205).

CGCSG includes a Full Access Policy. If you want to give all users access to all
nodes and devices at all times, agsthe Full Access Policy to all user groups.

If you completed Guided Setup, a number of basic policies may already have
been created. Se€onfiguring CESG with Guided Setufon page26).

To control access using policies:

Create Node Groups to organize the nodes you want to create access rules
for. SeeAdd a Node Groufon pagel75).

1 Create Device Groups to organize the devices you want to create access
rules for. Seddd a Device Groufon page77).

1 Create a policy for a node device group specifying when access to that
node or device group can occur. Seading a Policyon page202).

1 Apply the policy to a user group. Sassigning Policies To User Groyps
page205).

In This Chapter
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Adding a Policy

202

If you create a policy that denies access (Deny) to a node group or device group,
you also must create a policy that allows access (Control) for the selected node
group or device group. Users will not automatically receive Control rights when

the Deny poty is not in effect.

KX3 version 3.1 and above and KX2 version 2.7 and above support KVM
"View-only" permission. SX2 version 2.1 and above supports Serial-0fig
permission. For other devices, "View" is the same as "Control" for KVM access.

Policy Manager

Policy Name:

CC Super-User Policy

Paolicy

Device Group:

MNode Group:

|CC Super-User Device Group

- | |CC Super-User Node Group -

Days: Start Time: End Time:
[custom ~] [ooioold  [z3iseH
Monday V] Tuesday
wednesday V] Thursday
Friday
Saturday Sunday

Device/MNode Access Permission

@ Control O Deny O View (Only applicable to supported devices)

Terminal Block Permission

Virtual Media Permission

® Read-Write O Read-only O Deny

OK Close

w N =Y

To add a policy:

User: admin English (United States)

Choose Associations > Policies. The Policy Manager window opens.
Click Add. A dialog window appears, requesting a name for the policy.

Type a name for the new policy in the Enter policy name field N&@ging
Conventiongon page44?2) for details on C&G's rules for name lengths.

Click OK. The new policy will be added to the Policy Name list in the Policy

Manager screen.

Click the Device Group drajpwn arrow, and select the Device Grotap

which this policy governs access.

Click the Node Group dregiown arrow and select the Node Group to
which this policy governs access.

If the policy will cover only one type of group, select a value only for that

type.
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Click the Days dregdown arrow, aml then select which days of the week
this policy covers: All days, Weekday (Monday through Friday only) and
Weekend (Saturday and Sunday only), or Custom (select specific days).

Select Custom to select your own set of days. The individual day
checkboxes Wlibecome enabled.

Select the checkbox that corresponds to each day you want this policy to
cover.

In the Start Time field, type the time of day this policy goes into effect. The
time must be in 24Hour format.

In the End Time field, type the time of dayig policy ends. The time must
be in 24Hour format.

In the Device/Node Access Permission field, select Control to define this
policy to allow access to the selected node or device group for the
designated times and days. Select Deny to define this pwlidgny access
to the selected node or device group for the designated times and days.
Select View to allow viewnly access, not supported on all devices.

If you selected Control in the Device/Node Access Permission field, the
Virtual Media Permission sgon will become enabled. In the Virtual

Media Permission field, select an option to allow or deny access to virtual
media available in the selected node or device groups for the designated
times and days:

A ReadWrite allows both read and write permissitm virtual media
A Readonly allows only read permission to virtual media
A Deny denies all access to virtual media

Select the Terminal Block Permission checkbox to allow access to the
terminal block.

Click Update to add the new policy to-SG, and then click Yes in the
confirmation message that appears.

Editing a Policy
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When you edit a policy, the changes do not affect users who are currently
logged into C&G. The changes will go into effect at the next login.

To ensure that your changes go into effect sooner, first enter Maintenance
Mode, and then edit policies. When yemter Maintenance Mode, all current
users are logged out of €55 until you exit Maintenance Mode, when users
can log in again. Sédaintenance Mode(on page315).

P> To edit a policy:

On the Associations menu, click Policies. The Policy Manager window
opens.

2. Click the Policy Name drajpwn arrow, and then select the policy you
want to edit from the list.

20¢
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3. To edit the name of the policy, click Edit. An Edit Policy window opens.
Type a new name for the policy in the field, and then click OK to change
the name ofthe policy.Optional.

4. Update options as needed, then click Update to save your changes. See
Adding a Policyon page202) for details.

5. Click Yes in the confirmation message that appears.

Deleting a Policy

You can delete a policy that is no longer needed.

P> To delete a policy:
1. Choose Associations > Policies. The Policy Manager window opens.

Click the Policy Name dregown arrow, and then select the policy you
want to delete.

3. Click Delete.
4. Click Yes in the confirmation message that appears.

204

Support for Virtual Media

CCSG provides remote virtual media support for nodes connected to virtual
mediaenabled Raritan devices. For detailed instructions on accessing virtual
media with your device, see the online het the product.

SeeAdding a Policyon page202) for details on creating policies to assign
virtual media permission to user groups in-SG.
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Assigning Policies To User Groups

Policies must be assigned to a User Group before they take effect. Once a
policy is assigned to a User Group, the members of the group will have their
access governed by that policy. S¢sers ad User Groupgon pagel80) for
details on assigning policies to a user group.

If a user belongs to more than 1 group, the more permissive policy out of the
groups they are assigned vtall apply to the user.

> For example:

Policy 123: Allows access to servers 1 2 3.

Policy 456: Allows access to servers 4 5 6.

Group A: Group is assigned Policy123.

Group B: Group B is assigned Policy456.

User belongs to both Group A and B. This allows user access servers 12345 6.
Then, create Policy Deny 1: Denies access to server 1.

Assign Policy Deny 1 to Group A. User will only have accessto 2345 6.

If Policy Deny 1 is switched from Group A toup B, user has accessto 1234
56.
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Custom Views for Devices and Nodes

Custom Views enable you to specify different ways to display the nodes and
devices in the left panel, using Categories, Node Groups, and Device Groups.

In This Chapter

TYPES Of CUSTOM VIBWS .. .uvviiiieieeeeieiiiiiiiiiieeee e e e e e e e s s eaneeeeeaeeeeaeannns 206
Using Custom Views in the Admin Client.............coccciviiveeeeeeee e 207

Types of Custom Views

There are three types of custom views: View by Category, Filter by Node Group,
and Filter by Device Group.

View by Category

All nodes and devices described by the categories you specify will appear in the
nodes or devices lists when a View by Category custom view is applied. Nodes
or devices that do not have a category assigned will also display as
"unassociated.”

Filter by Node Group

Only the node groups you specify will appear in the nodes list when a Filter by
Node Group custom view is applied. The first level of organization is the node
group name. A node may appear seveiales in the list if the node belongs to
more than one node group defined in the custom view. Nodes that do not
belong to a node group specified by the custom view will not appear in the list.

Filter byDevice Group

Only the device groups you specify will appear in the devices list when a Filter
by Device Group custom view is applied. The first level of organization is the
device group name. A device may appear several times in the list if the device
belongs to more than one device group defined in the custom view. Devices
that do not belong to a device group specified by the custom view will not
appear in the list.
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Using Custom Viewsithe Admin Client

Raritan.
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Custom Views for Nodes

Add a Custom View for Nodes

To add a custom view for nodes:
Click the Nodes tab.

Choose Nodes > Change View > Create Custom View. The Custom View
screen appears.

In the Custom View panel, click Add. The Add Custom View window opens.
Type a name for the new custom view in the Custom View Name field.
In the Custom View Type section:

A Select Filter by Node Group to create a custom view that displays only
the node groups you specify.

A Select View by Category to create a custom view thisleys nodes
according to the categories you specify.

Click OK.
In the Custom View Details section:

a. Inthe Available list, select the item you want to include in the custom
view, and then click Add to add the item to the list. Reypb step to
add as many items as you want.

b. Arrange the items in the Selected list in the order you would like each
grouping to display in the Nodes tab. Select an item and click the up
and down arrow buttons to move the item into the desired sequence.

c. If you must remove an item from the list, select it and click Remove.
Click Save. A message confirms that the custom view has been added.
To apply the new custom view, click Apply View.

Apply a Custom View for Nodes

>

or

To apply a custom view to the nodes list:

Choose Nodes > Change View > Custom View. The Custom View screen
appears.

Click the Name drogdown arrow and select a custonew from the list.
Click Apply View.

Choose Nodes > Change View. All defined custom views are options in the
pop-up menu. Choose the custom view you want to apply.
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Change a Custom View for Nodes

1. Click the Nodes tab.

2. Choose Nodes > Change View > Create Custom View. The Custom View
screen appears.

3. Click the Name dropgown arrow and select a custom view from the list.
Details of the items included and their order appear in the Custom View
Details panel

> To change a custo view's name:
In the Custom View panel, click Edit. The Edit Custom View window opens.

Type a new name for the custom view in the Enter new name for custom
view field, and then click OK. The new view name appears in the Name
field in the Custom View screen.

P> To change the custom view's contents:
In the Custom View Detaitection:

a. Inthe Available list, select the item you want to include in the custom
view, and then click Add to add the item to the list. Repeat this step to
add as many items as you want.

b. Arrange the items in the Selected list lretorder you would like each
grouping to display in the Nodes tab. Select an item and click the up
and down arrow buttons to move the item into the desired sequence.

c. If you must remove an item from the list, select it and click Remove.
2. Click Save. A meggaconfirms that the custom view has been added.
3. To apply the new custom view, click Apply View.

Delete a Custom View for Nodes

» To delete a custom view for nodes:
Click the Nodes tab.

Choose Nodes > Change View > Create Custom View. The Custom View
screen appears.

3. Click the Name drepgown arrow, and select a custom view from the list.
Details of the items included and their order appear in the Custom View
Details @nel

4. In the Custom View panel, click Delete. The Delete Custom View
confirmation message appears.

5. Click Yes.
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Assign a Default Custom View for Nodes

P> To assign a default custom view for des:
Click the Nodes tab.

2. Choose Nodes > Change View > Create Custom View. The Custom View
screen appears.

3. Click the Name drepown arrow, and select a custom view from the list.

4. Inthe Custom View panel, click Set as Default. The next time you log in, the
selected custom view will be used by default.

Assign a Default Custom View of Nodes for All Users

If you have the CC Setup and Control privilege, you can assign a default custom
view for all users. The System View is set as default view for all user until each
user sets their own default view.

To asfggn a default custom view of nodes for all users:
Click the Nodes tab.
Choose Nodes > Change View > Create Custom View.

Click the Name drogown arrow, and select the custom view you want
assign as a systemide default view.

4. Select tle System View checkbox, and then click Save.

w N Y

All users who log into the CommandCenter Secure Gateway will see the Nodes
tab sorted according to the selected System View (Custom View set as System
View).

Custom Views for Devices
Add a Custom View for Devices

» To add a custom view for devices:
1. Click the Devices tab.

Choose Devices > Change View > Create Custom View. The Custom View
screen appears.

3. In the Custom View panel, click Add. The Add Custom View window
appears.

4. Type a name for the new custom view in the Custom View Name field.
5. In the Custom View Type section:

A Select Filter by Device Group to create a custom view that displays only
the device groups you specify.

A Select View by Category to create a custom view that displays devices
according to the categories you specify.

6. Click OK.
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7. In the Custom View Details section:

a. Inthe Available list, select the item you want to include in the custom
view, and then click Add to add the item to the list. Repeat this step to
add as many items as you want.

b. Arrange the itemsn the Selected list in the order you would like each
grouping to display in the Nodes tab. Select an item and click the up
and down arrow buttons to move the item into the desired sequence.

c. If you must remove an item from the list, select it and click Rem
8. Click Save. A message confirms that the custom view has been added.
9. To apply the new custom view, click Apply View.

Apply a Custom View for Devices

> To apply a custom view to the devices list:

Choose Devices > Change View > Custom View. The Custom View screen
appears.

2. Click the Name droegown arrow, and select a custom view from the list.
3. Click Apply View.
or

Choose Devices > ClignView. All defined custom views are options in the
pop-up menu. Choose the custom view you want to apply.

Change a Custom View for Devices

1. Click the Devices tab.

2. Choose Devices > Change View > Create Custom View. The Custom View
screen appears.

3. Click the Name drepgown arrow, and select a custom view from the list.
Details of the items included and their order appear in the Custom View
Detals panel.

To change a custom view's name:
1. Inthe Custom View panel, click Edit. The Edit Custom View window opens.

2. Type a new name for the custom view in the Enter new name for custom
view field, and then click OK. The new view name appears in the Name
field in the Custom View screen.

To change the custom view's contents:
1. Inthe Custom View Detait®ction:

a. Inthe Available list, select the item you want to include in the custom
view, and then click Add to add the item to the list. Repeat this step to
add as many items as you want.
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b. Arrange the items in the Selected list letorder you would like each
grouping to display in the Nodes tab. Select an item and click the up
and down arrow buttons to move the item into the desired sequence.

c. If you must remove an item from the list, select it and click Remove.
2. Click Save. A meggaconfirms that the custom view has been added.
3. To apply the new custom view, click Apply View.

Delete a Custom View for Devices

To delete a custom view for devices:
1. Click the Devices tab.

Choose Devices > Change View > Create Custom View. The Custom View
screen appears.

3. Click the Name drogown arrow, and select a custom view from the list.
Details of the itemsncluded and their order appear in the Custom View
Details panel

4. In the Custom View panel, click Delete. The Delete Custom View
confirmation message appears.

5. Click Yes.

Assign a DefatiiCustom View for Devices

To assign a default custom view for devices:
1. Click the Devices tab.

2. Choose Devices > Change View > Create Custom View. The Custom View
screen appears.

3. Click the Name drogown arrow, and select a custom vidwm the list.

4. In the Custom View panel, click Set as Default. The next time you login the
selected custom view will be used by default.

Assign a Default Custom View of Devices for All Users

If you have the Device, Port, and Node Management privilege, you can assign a
custom view for all users by enabling it as system view. The System View is set
as the default view for all users until thegt their own default view.

To set a custom view as system view
Click the Devices tab.
Choose Devices > Change View > Create Custom View.

Click the Name drogown arrow, and select the custom view you want
assign as a systemide defult view.

4. Select the System View checkbox, and then click Save.

w N Y
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All users who log into CommandCenter Secure Gateway will see the
devices sorted on the Devices tab as per the System View (Custom View set
as System View).
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Remote Authentication and
Authorization
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Authentication and Authorization (AA) Overview
Users of C&G can be locally authenticated and authorized on th&G@r
remotely authenticated using the following supported directory servers
1 Microsoft Active Directory (AD)
1 Lightweight Directory Access Protocol (LDAP)
1 TACACS+
1 RADIUS

Any number of remote servers can be used for external authentication. For
example, you could configure three AD servers, two iPlanet (LDAP) servers, and
three RMIUS servers.

AD and TACACS+ can be used for remote authorization of users.
LDAP implementations use LDAP v3.
IPVv6 is supported for all directory servers.

Flow for Authentication and Authorization

When remote authentication/authorization is enabled, the process follows
these steps:

1. The user logs into G8G with the appropriate username and password.
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2. CGSG connects to the external senard sends the username and
password.

3. Username and password are either accepted or rejected and sent back. If
authentication is rejected, this results in a failed login attempt.

4. If authentication is successful, and remote authorization is enabled, it is
performed. CESG checks if the username entered matches a group that
has been created in G&G or imported from AD, and grants privileges
according to the assigned policy.

When remote authentication/authorization is disabled, both authentication
and authorizéion are performed locally on C8G.

User Accounts

User Accounts must be added to the authentication server for remote
authentication. Except when using AD for both authentication and
authorization, all remote ahentication servers require that users be created
on CGSG. The user's username on both the authentication server and @GCC
must be the same, although the passwords may be different. The loea3CC
password is used only when remote authenticationigatled. Se&Jsers and
User Groupgon pagel80) for details on adding users who will be remotely
authenticated.

Note: If remote authentication is used, users must contaeir tAdministrators
to change their passwords on the remote server. Passwords cannot be changed
on CESG for remotely authenticated users.

Distinguished Names for LDAP and AD

Configuration of remotely authenticated users on LDAP or AD servers requires
entering usernames and searches in Distinguished Name format. The full
Distinguished Name format is described in RFC2253

(http://www.rfc -editor.org/rfc/rfc2253.txt).

To configure CSG, you must know how to enter Distinguished Names and the
order in which each component of the name should be listed.

Specify a Distinguished Name féiD

Distinguished Names for AD should follow this structure. You do not have to
specify both common name and organization unit:

I common name (cn), organizational unit (ou), domain component (dc)

Specify a Distinguished Name for LDAP
Distinguished Names for eDirectory LDAP should follow this structure:

9 user id (uid), organizational unit (ou), organization (0)
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Specify a Username for AD

When authenticating GSG users on an AD server by specifying
cn=administrator,cn=users,dc=xyz,dc=com in username, if@CGGser is
associated with an imported AD group, the user will be granted access with
these cre@ntials. Note that you can specify more than one common name,
organizational unit, and domain component.

Specify a Base DN

You also enter a Distinguished Name to specify where the search for users
begins. Ergr a Distinguished Name in the Base DN field to specify an AD
container in which the users can be found. For example, entering:
ou=DCAdmins,ou=IT,dc=xyz,dc=com will search all users in the DCAdmins and
IT organizational units under the xyz.com domain.

Specifying Modules for Authentication and Authorization

Once you have added all the external servers as modules-BGCEpecify
whether you want C&G to use each of therarfeither authentication only, or
both authentication and authorization.

P> To specify modules for authentication and authorization:
Choose Administration > Security.

2. Click the Authentation tab. All configured external Authorization and
Authentication Servers appear in a table.

3. For each server listed:

a. Select the Authentication checkbox if you want&&to use the
server for authentication of users.

b. Select the Athorization checkbox if you want €& to use the server
for authorization of users. Only AD and TACACS+ servers can be used
for authorization.

4. Click OK to save your changes.

Establiiing Order of External AA Servers

Raritan.
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CCSG will query the configured external authorization and authentication
servers in the order that you specify. If the first checked option is unavailable,
CCSG will try the second, then the third, and so on, until it is successful.

> To establish the ordr in which CESG uses external authentication and
authorization servers:

1. Choose Administration > Security.

2. Click the Authentication tab. All configured external Authorization and
Authentication Servers appear in a table.
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3. Select a sefer from the list, and then click the up and down arrows to
prioritize the order of engagement.

4. Click Update to save your changes.

AD and C&G Overview

CGCSG supports authentication and authorizationusers imported from an AD
domain controller, without requiring that users be defined locally iRSTC This
allows users to be maintained exclusively on the AD server. Once your AD
server is configured as a module in-8G, C&G can query all domain
controllers for a given domain. You can synchronize your AD modulesSGCC
with your AD servers to ensure that<SG has the most current authorization
information on your AD user groups.

Do not add duplicate AD modules. If your users see a message thdiveays

are not a member of any group" when attempting to login, you may have
configured duplicate AD modules. Check the modules you have configured to
see if they describe overlapping domain areas.

Adding an AD Module to GEG

Important: Create appropriate AD user groups and assign AD users to them
before starting this process. Also, make sure that you have configured the
CGSG DNS and Domain Suffix in Configuratdanager. Se€onfiguring the
CGSG Networlon page250).

To add an AD module to C8G:

Choose Administration > Security.

Click the Authentication tab.

Click Add to open the Add Module window.

Click the Module Type dregiown menu and select AD from the list.
Type a name for the AD server in the Module name field.

A The maximum number of chacters is 31.

A All printable characters may be used.

A The module name is optional and is specified only to distinguish this
AD server module from any others that you configure iRSGC The
name is not connected to the actual AD server name.

6. Click Next to proceed. The General tab opens.

S S
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AD General Settings

In the General tab, you must add the information that allowsS@Cto query
the AD server.

Do not add duplicate AD modules. If your users see a message that says "You
are not a member of any group” when atigting to login, you may have
configured duplicate AD modules. Check the modules you have configured to
see if they describe overlapping domain areas.

1. Type the AD domain you want to query in the Domain field. For example, if
the AD doman is installed in the xyz.com domain, type xyz.com in the
Domain field. C&G and the AD server you want to query must be
configured either on the same domain or on different domains that trust
each other.

Note: CESG will query all known domain conters for the domain
specified.

2. Type the IP addresses of the Primary and Secondary DNS servers in the
Primary DNS Server IP Address and SecyridldS Server IP Address fields
respectively, or select the Use default-6G DNS checkbox to use the DNS
configured in the Configuration Manager section of&l& SeAdvanced
Administration (on page245).

3. Select the Anonymous Bind checkbox if you want to connect to the AD
server without specifying a username and password. If you use this option,
ensure that the AD server allows angnous queries.

4. If you are not using anonymous binding, type the username of the user
account you want to use to query the AD server in the "User name" field.
The format required depends on your AD version and configuration. Use
one of the following format.

A user named User Name with a login name UserN in the raritan.com
domain could be entered as:

A cn=UserName,cn=users,dc=Raritan,dc=com
A UserName@raritan.com
A Raritan/UserName

Note: The user specified must have permission to execute search queries in
the AD domain. For example, the user may belong to a group within AD
that has Group scope set to Global, and Group type set to Security.

5. Type the password for the user account ywant to use to query the AD
server in the Password and Confirm Password fields. Maximum length is 32
characters.
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Note: The Test Connection button is enabled after you complete the
Advanced, Group and Trust settings. Return to this tab to test the
connectdn to the AD server using the given parameters. You should receive
a confirmation of a successful connection. If you do not see a confirmation,
review the settings carefully for errors and try again.

6. Click Next to proceed. The Advanced tab opens AReé&dvanced Settings
(on page218).

AD Advanced Settings

> To configure advanced AD settings:
Click the Advanced tab.

2. Type the port number on which the AD server is listening. The default port
is 389. If you are using secure connections for LDAP, you may need to
change this port. The standard port for secure LDAP connections is 636.

3. Select the Seae Connection for LDAP checkbox if you want to use a
secure channel for the connection. If checked;S&&uses LDAP over SSL to
connect to AD. This option may not be supported by your AD
configuration.

4. Specify a Base DN (directory level/entry) under wiihehauthentication
search query will be executed. CommandCenter Secure Gateway can do a
recursive search downward from this Base DN.

Example Description

dc=sunbird,dc=com The search query for the
user entry will be made
over the whole directory
structure.

cn=Administrators,cn=Users,dc=sunbird,dc= The search query for the

m user entry will be
performed only in the
Administrators
sub-directory (entry).

5. Type a user's atibutes in the Filter field so the search query will be
restricted to only those entries that meet this criterion. The default filter is
objectclass=user, which means that only entries of the type user are
searched.

6. Specify the way in which the search query will be performed for the user
entry.

A Select the Use Bind checkbox if the user logging in from the applet has
permissions to perform search queries in the AD server. If a username
pattern is specified in Bind useme pattern, the pattern will be
merged with the username supplied in the applet and the merged
username will be used to connect to the AD server.
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Example: If you specify cn={0},cn=Users,dc=raritan,dc=com and
TestUser has been supplied in the applet,tl&CSG uses
cn=TestUser,clUsers,dc=raritan,dc=com to connect to the AD server.

Select the Use Bind After Search checkbox to use the username and
password you specified in the General tab to connect to the AD server.
The entry is searched in the spedaifiBase DN and is found if it meets
GKS ALISOAFASR FAEGSNAY3I ONRGSNRA2Y
is equal to the username entered in the applet. Then, a second
connection is attempted using the username and password supplied in
the applet. Thisecond bind assures that the user provided the correct
password.

Select the Follow Referrals checkbox to allow AD to follow referrals to
complete a search if referral objects are encountered whileSGGs
searching the AD server.

Select the Enable Integred Windows Authentication checkbox to
allow user singlesignon via IWA for users accessing®& in Internet
Explorer if already logged into the domain. Sstup SSO with
Integrated Windows Authenticatior{(on page230).

7. Click Next to proceed. The Groups tab opens.

AD Group Settings

In the Groups tab, you can specify the exact location from which you want to
import AD user groups.

Important: You must specify Group settings before you can import groups

from AD.
1. Click the Groups tab.
2. Specify a Base DN (directory level/entry) under which the groups,
containing the user to be authorized, will be searched.
Example Description
dc=raritan,dc=com The search query for the user i
the group will be made over the
whole directory structure.
cn=Administrators,cn=Users,dc=raritan,dc=col The search query for the user i
the group will be performed
only in the Administrators
sub-directory (entry).
3. Type a user's attributes in the Filter field so the search query for the user in

the group will be restricted to only those entries that meet this criterion.

For example, if you specify cn=Groups,dc=raritan,dc=com as the Base DN
and (objectclass=group) as the Filter, then all entries that are in the Groups
entry and are of type group will be returned.
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4. Click Next to proceed. The Trusts tab opens.A2drust 8ttings (on
page220)

AD Trust Settings

In the Trusts tab, you can set up trust relationships between this new AD
domain and any existing domains. A trust relationship allows resources to be
accessible by authenticated users across domains. Trust relationships can be
incoming, outgoing, bidire@nal, or disabled. You should set up trust
relationships if you want AD modules that represent different forests in AD to
be able to access information from each other. The trusts you configure in
CGSG should match the trusts configured in AD.

1. Click the Trusts tab. If you have configured more than one AD domain, all
other domains are listed in the Trusts tab.

2. For each domain in the Trust Partner column, click the Trust Direction
drop-down menu, and then select the direction of trustuywant to
establish between the domains. Trust directions are updated in all AD
modules when you make changes to one AD module.

A Incoming: information will be trusted coming in from the domain.

A Outgoing: information will be trusted going to the selected domain.

A Bidirectional: information will be trusted in both directions from each
domain.

A Disabled: information will not be exchanged between the domains.

3. Click Apply to save your changes, anditleck OK to save the AD module
and exit the window.

The new AD module appears in the Security Manager screen under
External AA Servers.

4. Select the Authentication checkbox if you want&& to use the AD
module for authentication of users. Select thetAarization checkbox if
you want CESG to use the AD module for authorization of users.

5. Click Update to save your changes.

6. Click the General tab then click Test Connection to verify your settings. You
should receive a confirmation of a successful connectibyou do not see
a confirmation, review the settings carefully for errors and try again.

Editing an AD Module

Once you have configured AD modules, you can edit them at any time.

P> To edit an AD module:
Choose Administration > Security.

2. Click the Authentication tab. All configured external Authorization and
Authentication Servers appear in a table.

3. Select the AD module you want edit, and then click Edit.
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4. Click each tab in the Edit Module window to view the configured settings.
Make changs as needed. Se&D General Settingén page217), AD
Advanced Settinggon page218), AD Goup Settinggon page219), and
AD Trust Settinggon page220).

5. If you change the connection informationjol Test Connection to test the
connection to the AD server using the given parameters. You should
receive a confirmation of a successful connection. If you do not see a
confirmation, review the settings carefully for errors and try again.

6. Click OK to sawmur changes.

7. You must synchronize the AD user groups you changed, or you can
synchronize all AD modules to synchronize all groups and users in all
modules. Se&ynchronize All User Groups with Al page223) and
Synchronize All AD Modulésn page223).

Importing AD User Groups

Raritan.
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You must specify Group settings in the AD module before you can import
groups from the AD server. SA® Group Settingéon page219).

After making a change to imported groups or users, you must synchronize the
AD user groups you changed so that the imported groups are mapped to the
appropriate groups on AD and synchronize all AD modules to synchronize all
groups and users in all modulezeeSynchronize All User Groups with Adh
page223) and Synchronize All AD Moduldsn page223).

You can import nested groups from AD.

Note: Make sure that you have configured theSS&DNS and Domain Suffix in
Configuration Manager before attempting to import AD user groups. See
Advanced Administrationon page245).

> To import AD user groups:
Choose Administration > Security.

2. Click the Authentication tab. All configured Authorization and
Authentication Servers appear irtable.

3. Select the AD server whose AD user groups you want to import.

4. Click Import AD User Groups to retrieve a list of user group values stored
on the AD server. If any of the user groups are not already on tHe@&;C
you can import them here and assigreth an access policy.

5. Select the groups you want to import to SG.
A Imported user group names can include up to 64 characters.

A To search for user groups, typeearch string in the Search for User
Group field, and then click Go.

A Click a column header to sort the list of user groups by the information
in that column.

A Click Select all to select all user groups for import.
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A Click Deselect all to deselect all selecteser groups.

6. In the Policies column, select a-SG access policy from the list to assign
the policy to the selected group.

7. Click Import to import the selected user groups.

Tip: To check that the group imported properly and to view the privileges of the
group just imported, click the Users tab, then select the imported group to open
the User Group Profile screen. Verify the information in the Privileges and
Device/Node Policies tab. Click the Active Directory Associations tab to view
information on the ADnodule associated with the user group.

Synchronizing AD with GEG

There are several methods for synchronizing the information o$G®vith the
information on your AD server.

9 Daily synchronization of all modules: You can enable scheduled
synchronization to allow CEG to synchronize all AD modules daily at the
time youchoose. Se8ynchronize All AD Moduldsn page223). This
synchronization is necessary only when you are using AD for authorization.

1 Scheduled synchronization using Task ManagerSshedule a Tasfon
page293).

1 On Demand Synchronization: You can perform two types of
synchronization whenever you choose:

1. All Active Directory ModulesThis option performs the same
operation as daily synchronization of all modules, but you can use it to
synchronize at any time on demand. This synchronization is necessary
only when you are using AD for authorization. Sgachronize All AD
Modules(on page223).

2. All User Groupstse this option when you have changed a user group.
Synchronizing all user groups allows you to map imported and local
user groups to user groups identified as part of an AD module.
Synchronizing user groups does not update access information in
CCSG. Yomust synchronize all AD modules, either by waiting for
daily synchronization to run or by running the-damand
synchronization of all modules, to update access information. See
Synchronize All User Groups with Aih page223).
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Synchronize All User Groups with AD

You should synchronize all user groups if you have made a change to a user
group,such as moving a user group from one AD module to another. You can
also change the AD association of a user group manually, in the User Group

Profile's Active Directory Associations tab.

If you have made changes to users or domain controllers, you should
synchronize all AD modules. S8gnchronize All AD Modulgen page223).

When you synchronize AD user groups;S@retrieves the groups for the
selected AD module, compares thaemes with the user groups in &G, and
identifies the matches. CEG will present the matches and allow you to select
which groups in AD you want to associate withSI& This does not update
user access information in €3G. Synchronizing AD User Grooiply maps the
group names from AD to €8G.

P> To synchronize all user groups with AD:
Choose Administration > Security.

2. Click the Authentication tab. All configured Authorization and
Authentication Servers appear in a table.

3. Select the AD server whose user groups you want to synchronize with the
user groups in GEG.

4. In the On Demand Synchronization list, select All Useu|&, then click
Synchronize Now.

5. Alist of all user groups found in the AD module whose names match user
groups in CGG appears. Select the user groups you want to synchronize
then click OK.

A confirmation message appears when all imported user groufise
selected module have been successfully synchronized.

Synchronize All AD Modules

You should synchronize all AD Modules whenever you change or delete a user
in AD, change user permissions in AD, or make changes to a domain controller.

When you synchronize all AD modules;S&retrieves the user groups for all
configured AD modules, cqrares their names with the user groups that have
been imported into C&G or associated with the AD module within®l&, and
refreshes the CSG local cache. The-SG local cache contains all domain
controllers for each domain, all user groups that arsagsated with modules in
CGCSG, and the user information for the known AD users. If user groups have
been deleted from the AD modules, SG removes all associations to the
deleted group from its local cache as well. This ensures th&&®@as the most
current AD user group information.

P> To synchronize all AD modules:
1. Choose Administration > Security.
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2.

3.

Click the Authentication tab. All configured Authorization and
Authentication Servers appear in a table.

In the On Demand Synchronizaiilist, select All Active Directory Modules,
then click Synchronize Now. A confirmation message appears when all AD
modules have been successfully synchronized.

Enableor Disable Daily Synchronization of All AD Modules

To set more frequent synchronization, schedule a task to synchronize all AD
modules. Se&chedule a Tasfon page293).

To enable daily synchronization of all AD modules:
Choose Administration > Security.

Click the Authentication tab. All configured Authorization and
Authentication Servers appear in a table.

Select the Daily synchronization of All Magkicheckbox.

In the Synchronization Time field, click the up and down arrows to select
the time at which you want CG8G to perform the daily synchronization of
all AD modules.

Click Update to save your changes.

To disable daily synchronization of all AD modules:
Choose Administration > Security.

Click the Authentication tab. All configured Authorization and
Authentication Servers appear in a table.

Deselect the Daily synchronization of All Modules checkbox.
Click Update to save your changes.

Change the Daily AD Synchronization Time

When daily synchronization is enabled, you caecHy the time at which
automatic synchronization occurs. By default, daily synchronization occurs at
23:30.

To change the daily AD synchronization time:
Choose Administration > Security.

Select the Authentication tab. Ensure thaetBaily synchronization of All
Modules checkbox is selected.

In the Synchronization Time field at the bottom of the screen, click the up
and down arrows to select the time at which you want&&to perform
the daily synchronization of all AD modules.

Click Update to save your changes.
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Renaming and Moving AD Groups

> Renaming a group in AD:

When an AD group that has been imported into®&& changes its name in AD,
CGCSG reports a warning in the Audit Trail when the name change is detected,
either at synchronization or when an affected AD user logs in for the first time
after.

"User group <gro up name> has been renamed to <group new
name> in AD module <module name>."

P Deleting or moving a group in AD:

When an AD group that has been imported intc&& has been deleted or
moved out of the group's search base-8G reports a warning in the Audit
Trail. The AD association for the group is removed.

"Usergroup<groupname>cannotbefoundnADmodule<module
name>."

P> Moving a group in AD within the search base:

When an AD group moves within the search base, no warning is reported, and
the group furctions as usual.

About LDAP and G8G

Once CESG starts and a username and password are entered, a query is
forwarded either through GSG or directly to the LDAP server. If the username
and password match those in the LDAP directory, the user is authenticated. The
user will then be authorizedgainst the local user groups on the LDAP server.

Add an LDAP Module to C&G

To add an LDAP module to &G:

Choose Administration > Security.

Click the Authentication tab.

Click Add to open the Add Module window.

Click the Module Type dregpown menu and select LDAP from the list.
Type a name for the LDAP server in the Module name field.

Click Next to proceed. The General tab opens.

I N

LDAP General Settings
1. Click the General tab.
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10.

11.

Type the IP address or hostname of the LDAP server in the IP
Address/Hostname field. S8&rminology/Acronymgon page2) for
hostname rules.

Type theport value in the Port field. The default port is 389.
Select "LDAP over SSL" if using a secure LDAP server.

Select Anonymous Bind if your LDAP server allows anonymous queries. You
do not need to enter a user name and password with anonymous binding.

If you are not using anonymous binding, type a username in the User name
field. Type a Distinguished Name (DN) to specify the credentials used to
query the LDAP server. For DN, enter the common name, organizational
unit, and domain.

For example, type
uid=admn,ou=Administrators,ou=TopologyManagement,0=Root. Separate
the values with commas but do not use spaces before or after the comma.
The values can include spaces, for example, Command Center.

Type the password in the Password and Confirm Password fields.

To specify where the search for users begins, enter a Distinguished Name
in Base DN. For example,
ou=Administrators,ou=TopologyManagement,o0=Root, searches all
organizational units under the domain.

To narrow searching to only particular types of objectpets value in the
Filter field. For example, (objectclass=person) will narrow searching to only
person objects.

Click Test Connection to test the LDAP server using the given parameters.

You should receive a confirmation of a successful connection. Ifexagw
the settings carefully for errors and try again.

Click Next to proceed to the Advanced tab to set advanced configuration
options for the LDAP server.

LDAP Advanced Settings

1.
2.

Click the Advanced tab.

Select Base 64 if your LDAP server returns passwords with encryption.
Select Plain Text if your LDAP server returns passwords as plain text.

Default Digest: select the default encryption of user passwords.

Type the user attribute and group membership attribute parameters in the
User Attribute and Group Membership Attribute fields. These values
should be obtained from your LDAP directory schema.

Type the bind pattern in the Bind Username Pattern field.

A Check Use bind if you want 3G to send the username and password
entered at login to the LDAP server for authentication. If Use Bind is
not checked, GSG will search the LDAP server for therusane, and
if found, will retrieve the LDAP object and locally compare the
associated password with the one entered.
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A On some LDAP servers, the password cannot be retrieved as part of
the LDAP object. Select the Use bind after search checkbox to instruct
QGSG to bind the password to the LDAP object again and send it back
to the server for authentication.
6. Click OK to save your changes. The new LDAP module appears in the
Security Manager screen, under External AA Servers.
7. Select the Authentication checkb@xyou want CEG to use the LDAP
module for authentication of users.

8. Click Update to save your changes.

Sun One LDAP (iPlanet) Configuration Settings
If using a Sun One LDAP seifoe remote authentication, use this example:

Parameter Name SUN One LDAP Parameters
IP Address/Hostname <Directory Server IP Address>
User Name CN=<Valid user id>

Password <Password>

BaseDN O=<Organization>

Filter (objectclass=person)
Passwords (Advanced Screen) Plain Text

Password Default Digest (Advanced)  SHA
Use Bind unchecked

Use Bind After Search Checked

OpenLDAP (eDirectory) Configuration Settings
If using an OpenLDAP server for remote authentication, use this example:

Parameter Name Open LDAP Parameters

IP Address/Hostname <Directory Server IP Address>

User Name CN=<Valid user id>, O=<Organization>
Password <Password>

User Base O=accounts, O=<Organization>

User Filter (objectclass=person)

Passwords (Advanced screen) Base64

Password Default Digest (Advanced) Crypt
Use Bind Unchecked
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Parameter Name Open LDAP Parameters
Use Bind After Search Checked

IBM LDAP Configuration Settings
If using an IBM LDAP server for remote authentication, use this example:

Parameter Name IBM LDAP Parameters
IP Address/Hostname <Directory Server IP Address>
User Name CN=<Valid user id>
Password <Password>
For example:
User Base cn=users,DC=raritan,DC=com,DC=us
User Filter (objectclass=person)
Passwords (Advanced screen) Base64

Password Default Digest (Advanced) None

User Attribute uid
Group Membership Attribute Leave blank.
For example:
Bind Username Pattern cn={0},cn=users,DC=raritan,DC=com,DC=us
Use Bind Unchecked
Use Bind After Search Checked

About TACACS+ and GG

If remote authorization is enabled for TACACS+, the TACACS+ user group
should be created in C8G. You do not need to create the user iRSGC See
Users and User Grougsn pagel80).

Configuration on the TACACS+ server:

1 /2yFAIdz2NE GKS aSNBAOS ylIYS Fa a00a3ié¢ F2N

1 The user group attribute to map to the §CD  dza SNJ I NIRN@&IdrL ¥ & & dza S NJ
Since CGG allows one user to belong to multiple user groups, you can use
RAFFSNBY G | G0NRKOdzi G NRIdMEE (320 FOyATYAT daNISl KA
TACACS+, such as ugesup, usesgroupl, useigroup2 and so on, to
authorize with multiple C&G user groups.
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Add a TACACS+ Module

To add a TACACS+ module:

Choose Administration > Security.

Click the Authentication tab.

Click Add to open the Add Module window.

Choose Module Type > TACACS+.

Type a name for the TACACS+ server in the Module name field.

Click Next. The General tab opens. GIACACS+ General Settir{ga
page229).

o gk wN =V

TACACS+ General Settings

1. Type the IP address or hostname of the TACACS+ server in the IP
Address/Hostnme Name field. Se€erminology/Acronymgon page?)
for hostname rules.

2. Type the port number on which the TACACS+ server is listening in the Port
Number field. The default port numbés 49.

3. Type the authentication port in the Authentication Port field.

4. Type the shared key in the Shared Key and Shared key confirm fields.
Maximum length is 128 characters.

5. Click OK to save your changes. The new TACACS+ module appears in the
Security Manger screen under External AA Servers.

6. Select the Authentication checkbox if you want®& to use the TACACS+
module for authentication of users.

7. Select the Authorization checkbox to use the TACACS+ module for
authorization. Authentication is selected auatically when Authorization
is selected.

8. Click OK to save your changes.

About RADIUS and G855

CGCSG users who are remotely authenticated by a RADIUS server must be
created on the RADIUS server and orRSGC The user name on the RADIUS
server and on GEG must be the same, although the passwords may be
different. SedJsers and User Grougen pagel80).

Add a RADIUS Module

» To add a RADIUS module:
1. Choose Administration > Security.
2. Click the Authentication tab.
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Click Add to open the Add Module window.

Click the Module Type dreggown menu and select RADIUS from the list.
Type a name for the RADIUS server in the Module name field.

Click Next.

o ok~ w

RADIUS General Settings

1. Type the IP address or hostname of the RADIUS server in the IP
Address/Hostname field. S8&rminology/Acronymgon page2) for
hostname rules.

2. Type the port number in the Port Number field. The default port number is
1812.

3. Type the shared key in the Shared Key and Shared key confirm fields.
Maximum length is 128 characters.

4. Click OK to save yoahanges.

5. The new RADIUS module appears in the Security Manager screen under
External AA Servers. Select the Authentication checkbox if you waBGCC
to use the RADIUS module for authentication of users.

6. Click OK to save your changes.

Two-Factor Authentication Using RADIUS

By using an RSA RADIUS Server that supportfattar authentication in
conjunction with an RSA Authentication Manager;S&&can make use of
two-factor authentication schemes with dynamic tokens.

In such an environment, users logs into-8& by first typing their usernames in
the Username field, then typing their fixed passwords, and then the dynamic
token value in the Password field.

Configuration of GGG isdentical to standard RADIUS remote authentication
described above. Sébewvo-Factor Authenticationon page415).

Setup SSO with Integrated Windows Authentication

Singlesignon via Integrated Windows Authentication allows users to access
CCSG from some browsers without explicitly providing their credentialtseij t
are already logged into the domain.

Requirements and Support for SSO with IWA

I SSO for the Access client is supported in Internet Explorer 11, Chrome,
Firefox, Edge

1 SSO for the dmin client is supported in Internet Explorer 11 only.
Only Kerberos is supported for SSO.
1 Windows clients that support Kerberos and IWA enabled.

=
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Configuring SSO with IWA

For these instructions, the examples use the following assumptions.
Domain: raritan.com

Domain Login Name: example_user

Hostname: example

Trusted Domains: nj.raritan.com; eu.raritan.com

1. Configure Service Principal Name at AD server.

a. Create a user account "example_user" in Active Directory under the
CGSG's domain. In these instructions, "raritan.com” is domain and
login name is "example_user".

b. Disable 'User has to change password at next logon'.

Assign the password.

d. Assume your GE6G hostname is "example". Run the following
command on the AD server to setup the service principal name for
CGSG.

Setspn - A HTTP/example example_user

Setspn - A HTTP/example.raritan.com example_user
2. Enable SSO in 8G

a. Loginto C&G Admin Client.

b. Edit Example AD module: In the General tab, use Service Principal
Name for Username. Domain name should be all capitals in the
Username.

example_ user@EXAMPLE.RARITAN.COM
c. Change the password. Whenever password for example_user gets
changed in AD, you must change the password here too.
b2GSY ,2dz R2y Qi ySSR (2 tristeqddmaink SasS OKI y 3
Keep login as it was in other domains.

d. Inthe Advanced tab, select the "Enable Integrated Windows
Authentication" checkbox under "Other". Enable this option for all
other trusted domains that you would like to allow SSO.

e. Click OK to sav

Note: The users that login into trusted domains such as nj.raritan.com,
eu.raritan.com and so on, should be able to access example.raritan.com
through SSO too if you have enabled Integrated Windows Authentication
for those modules.

3. Configure InterneExplorer Browser to use Windows authentication. Most
settings are the defaults in IE.

a. Configure Local Intranet Domains
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A Choose Tools > Internet Options > Security > Local intranet > Sites.

A In the Local intranet popup, make sure that the "Include all sites
that bypass the proxy server" and "Include all local (intranet) sites
not listed in other zones" options are selected.

A Or click Advanced. In the Local intranet (Advanced) dialog box, add
all relative domain names that will be used by user to access
CGCSG. For example, example.raritan.com and example), then
click OK.

b. Configure Intranet Authentication

A Choose Tools > Internet Options > Security > Local intranet >
Custom Level.

A In the Seclity Settings dialog, scroll to the User Authentication
section. Select Automatic logon only in Intranet zone. Click OK.

A Choose Tools > Internet Options > Advanced >Security >Check
"Enable Integrated Windows Authentication".

Troubleshooting for SSO with IWA

1 Make sure CGG has the correct time set that synchronizes with the
domain's time setting. Default maximum tolerance is 5 minutes.

1 Use hostname to access-SG, such as example or example.raritan.com to
make sure it is intranet accessible.

1 Make sure the client machine's OS can acquire a Kerberos ticket from
Active Directory by enabling DES and RC4 on Window 10 OS client PC. The
settings can be verified and enabled using the following steps. Note that
the client PC must be Windows 10 Pro. It cannot be set on Windows 10
Home Edition. To verify:

1. hLISYy a! RYAYAAGNI GAGS ¢22fa¢ | yR

2. Under "local Policies" expand "Security Options".

3. Double click on "Network security: Configure encryption types allowed
for Kerberos."

4. Enable "DES_CBC_CRC", "DES_CBC_MD5", RC4_HMAC_MD5".

Qx
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Using Reports

The default filter for any report is the user policy. For example, the nodes or
devices that the user has no access permission will not display in the reports.

Sort Report Data

1 Click a column header to sort report data by the values in that column. The
data will refresh in ascending order alphabetically, numerically, or
chronologically.

1 Click the column header again to sort in descending order.

Resize Report Column Width

The column widths you choose become the default report view the next time
you log in and run reports.

1. Hold your mouse pointer on the column divider in the header row until the
pointer beomes a doubléheaded arrow.

2. Click and drag the arrow to the left or right to adjust column width.
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View Report Details

1 Doubleclick a row to view details of the report.

1 When a row is highlighted, press the Enter key to view detalils.

All details of the selected report display in a dialog that appears, not just the
details you can view in the report screen. For example, the Access Report

screen for nodes does not displayetinterface Type and Message, but these
are available in the Node Access Details dialog.

Navigate Multiple Page Reports

1 Click the arrow icons at the bottom of the report to navigate through
multiple page reports.

Print a Report

There are two printing options in €5, You can print a report page as it
appears in your screen (print a screenshot), or you can print a full report,
including all details foeach item.

Note: Printing options work for all €3 pages.

P> To print a screenshot of a report:
Generate the report you want to print.
Choose Secure Gateway > Print Screen.

P> To print all report details:

1. Generate the report you want to print. Make sure to select All in the
Entries to Display field.

2. Choose Secure Gateway > Print.

Save a Report to a File

You can save a report to a .CSV file, which cavpkeed in Excel. When you

save a report to a file, all the report's details are saved, not just the details you
can view in the report screen. For example, the Access Report screen for nodes
does not display the Type and Message columns, but these colarans

available after saving and opening the Access Report in Excel.

1. Generate the report you want to save to a file.

2. Click Save to File.

3. Type a name for the file and choose the location where you want to save it
4. Click Save.
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Purge a Report's Data From &G
You can purge the data that appears in these reports:

1 Audit Trail
9 Access Report
1 Error Log

Purging these reports deletes all data that satisfy the search criteria used. For
example, if you search for all Audit Trail entries from March 26, 2022 through

March 27, 2022, only those records will be purged. Entries earlier than March
26 or later thanMarch 27 will remain in the Audit Trail.

Purged data is removed from &G permanently.

To purge a report's data from CEG:

Generate the report whose data you want to delete from&&.
Click Purge.

Click Yes to confirm.

w N Y

Hide or Show Report Filters

Some reports offer a set of filtering criteria at the top of the report screen. You
can hide the filtering section, which will allow the report ateaxpand.

P> To hide or show the report filters:
1 Click the Filter toolbar at the top of the screen to hide the filtering section.
1 Click the Filter toolbar again to show the filtering section.

IP Addresses in Reports

When running CSG in dual stack mode, which allows both IPV4 and IPV6
addresses, report column labels will change to accommodate both types of
addresses.

Audit Trail Report
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CCSG maintains an Audit Trail®fents in the system. The Audit Trail logs
events such as adding, editing, or deleting devices or ports, and other
modifications to the system.

Note: The Audit Trail records an entry when a user connects to a bookmarked
port, but doesn't record the logoentry until the browser instance used to
make the connection is closed.

P> To generate the Audit Trail report:
1. Choose Reports > Audit Trail.
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2. Setthe date range for the report in the Start Date and Time and End Date
and Time fields. Click each component of the default date (month, day,
year, hour, minute) to select it then click the up and down arrows to reach
the desired number.

3. You can limit thelata that the report will contain by entering additional
parameters in the Message Type, Message, Username, and User IP address
fields. Wildcards are accepted in these fields except for the Message Type
field.

A To limit the report to a type of message, sell a type in the Message
Type field.

A To limit the report by the message text associated with an activity,
type the text in the Message field.

A To limit the report to a particular user's activities, type the user's
username in the Username field.

A To limit the report to a particular IP address's activities, type the user's
IP address in the User IP address field.

4. In the Entries to Display field, select the number of entries to display in the
report screen.

5. Click Apply to generate the report.

A To purge the reords in the report, click Purge. SRarge a Report's
Data From C&G(on page235).

Error Log Report

CGSG stores error meages in a series of Error Log files, which can be
accessed and used to help troubleshoot problems. The Error Log includes a
subset of the Audit Trail entries that are associated with an error condition.

P> To generate the Error Log report:
Choose Reports > Error Log.
Set the date range for the report in the Start Date and Time and End Date
and Time fields. Click each component of the default date (month, day,
year, hour, minute) to select it then click the up and dowrows to reach
the desired number.

3. You can limit the data that the report will contain by entering additional
parameters in the Message, Username, and User IP address fields.
Wildcards are accepted in these fields.

A To limit the report by the message textsasiated with an activity,
type the text in the Message field.

A To limit the report to a particular user's activities, type the user's
username in the Username field.

A To limit the report to a particular IP address's activities, type the user's
IP address ithe User IP address field.
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4. In the Entries to Display field, select the number of entries to display in the
report screen.

5. Click Apply to generate the report.

A Click Purge to delete the Error Log. Bege a Report's Data From
CGSG(on page235).

Access Report

Generate the Access report to view information about accessed elewicd
nodes, when they were accessed, and the user who accessed them.

Access report message Definition

A Connection allowed CGCSG Authorized connection (based on policy) and device is
allowed to connect to the target

A Connection opened Client machine connected to target

A Connection closed User closed the connection that opened by same user

A Connection terminated Connection is closed by other user/admin

A Connection expired Session timeout occurred

P> To generate the Access Report:

1. Choose Reports > Access Report.

2. Select Devices or Nodes.

3. Set the date and time range for the report in the Start Date and Time and

End Date and Time fields. Click each component of the default date (month,
day, year, hour, minute) to select it then click the up and down arrows to
reach the desired number.

4. You ca limit the data that the report will contain by entering additional
parameters in the Device name, Node name, Username, and User IP
address fields. Wildcards are accepted in these fields.

A To limit the report by the message text associated with an agtivit
type the text in the Message field.

A To limit the report to a particular device, type the device name in the
Device Name(s) field.

A To limit the report to a particular node, type the port name in the
Node Name(s) field.

A To limit the report to a particulanser's activities, type the user's
username in the Username(s) field.

A To limit the report to a particular IP address's activities, type the user's
IP address in the IP Address(es) field.

5. Inthe Entries to Display field, select the number of entries to display in the
report screen.

6. Click Apply to generate the report.
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A To puge the records in the report, click Purge. $egge a Report's
Data From C&G(on page235).

Availability Report

TheAuvailability report displays the status of all connections to devices or nodes.
This report gives you full availability information for all devices or nodes in your
CCGSGmanaged network.

To generate the Availability Report:
Choose Reports > Availability Report.
Select Nodes or Devices.

Click Apply.
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Active Users Report

The Active Users report displays current users and user sessions. You can select
active uers from the report and disconnect them from-SG.

To generate the Active Users report:
1 Choose Reports > Users > Active Users.

P> To disconnect a user from an active session iRS&
. In the Active Users report, select the user name you want to disconnect.
2. Click Logout.

Locked Out Users Report

The Locked Out Users report displays users who are currently locked out of
CCSG becauséhey made too many unsuccessful login attempts. You can
unlock users from the report. Sé@ckout settinggon page283).

P> To generate the Locked Out Users report:
1 Choose Reports > Users > Locked Out Users.

» To unlock a user who has been locked out of-8G:
Select the user you want to unlock then click Unlock User.

=

All Uses Data Report

The User Data report displays certain data on all users in teG@atabase.

P> To generate the All Users Data report:
1 Choose Reports > Users > All User Data.
A The User Name field displays the user names of aBGQsers.
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A The Enabled field displays true if the user is able to log in #8&0r
false if the users not able to log in to C8G, based on whether the
Login Enabled option is selected in the User Profile Askeka User
(on pagel87).
A The Password Expiration field displays the number of tetsthe
user can use the same password before being forced to change it. See
Add a Uselon pagel87).

A The Groups field displays the user groups to which the user belongs.

A The Privieges field displays the €5 privileges assigned to the user.
SeeUser Group Privilege®n page399).

A The Email field displays the email address for the user, as sukiifi
the User Profile.

A The User Type field displays local or remote, depending on the user's
access method.

User Group Data Report

The User Group Data report displays data on users and the groups/hiith
they are associated.

P> To generate the User Group Data report:
1. Choose Reports > Users > User Group Data.
2. Doubleclick the User Group to view the assigned policies.

Device Asset Report
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The Device Asset report displays data on devices currently managed®@.CC

Devices added by hostname display by hostname only in the report. Devices
added by IP address display by IP address. Whe®iGCi8 cofigured in dual

stack mode, the report and details dialog include IPv4 and IPv6 addresses for
devices that support IPv6.

To generate the Device Asset report:

1 Choose Reports > Devices > Device Asset Report. The report is generated
for all devices.

To filter the report data by device type:
9 Select a device type then click Apply. The report is generated again with
the selected filter applied.
A Devices whose versions do not comply with the Compatibility Matrix
will appear in red text in the Device Narfield.
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Device Group Data Report

The Device Group Data report displays device group information.

Device hostname and IP address display in the details dialog only.

> To generate the Device Group Data report:
1. Choose Reports > Devices > Device Group Data.

2. Doubleclick a row to display the list of devices in the group.

240

Query Port Report

The Query Port Report displays all ports according to port status.

P> To generate the Query Port report:

Chmse Reports > Devices > Query Port.

In the Port Status/Availability section, select the port states you want to
include in the report. Selecting more than one checkbox will include ports
with all selected states. You must select at least one Availabpiipn

when a Status option is specified.

State Type Port State
All

Status:
Up

Down

Availability:
Idle

Connected

Busy

Power on

Power off
Unconfigured:

New

Unused

Definition
All ports.

Connection to port is not possible sinc
the device is down and unavailable.

Port has been configured and
connection to port is possible.

A user is connected to this port.

Port has a target server attached, but
the port has not been configured.

Port does not have a target server
connected, and the port has not been
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State Type Port State Definition
configured.

1. Select Paused Ports or Locked Portswtdude ports that are paused or
locked. Paused ports occur when a®& management of a device is
paused. Locked ports occur when a device is being upgraggtibnal.

2. Select the number of rows of data to display in the report screen in the
Entries to Diglay field.

Note: This preference doesn't apply when generating the report as a task.

3. Click Apply to generate the report.

Query Port X
¥ Filter
Port Status/Availability [l Paused Ports
G [[] Locked Ports
Status: Availability: Unconfigured
¥ up ] 1dle [v] Power On [¥] New Entries To Display:
[¥] Down [¥] Connected V] Power Off [¥] Unused 20 =
V] Busy

Apply | Clear |

A Device N...» Port Name Associated Node Co... Port Type P... Availability . CIM Serial Number |

HP-C3000-... |Blade_Cha... | No_ |KVM Port

HP-C3000-... [Blade_Cha... | No _|kvM Port

HP-C3000-... |Blade_Cha... No |KVM Port

HP-C3000-... Blade_Cha... | |No _|kvM Port

HP-C3000-... |Blade_Cha...| No_|kvM Port

HP-C3000-... [Blade_Cha... | [No |[kvMPort  |... |

KX3-59-231 |Dominion_... |[Dominion_KX3... Yes |KVM Port ... Idle

KX3-59-231 |Dominion_... [Dominion_KX3... Yes |KVM Port ... |ldle

KX3-59-231 |Fedora_ch... [Fedora_change... Yes |KVM Port Up [Idle HUX5600945
KX3-59-231 |KX3-59-23... | Yes 'Power Supp... Up

KX3-59-231 |KX3device ... KX3device target Yes |KVM Port Up /Idle HUX3402376
KX3-59-231 |scardwinl0... scardwinl0_Se... [Yes |KVM Port ... |Idle

61 - 80 of 127 Entries| Q@ | © | | Save to File I Close l

Node Asset Report
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The Node Asset report displays node name, interface name and type, device
name and type, and node group for all nodes un@&SG management. You
can filter the report to include only data about nodes that correspond to a
specified node group, interface type, device type, or device.

To generate the Node Asset report:
1. Choose Reports > Nodes > Node Asset Report.

2. Select the filtering criteria you want to apply to the report, All Nodes, Node
Group, Device Group, or Devices.
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A If you select Node Group, Interface Type, or Device Group, select a
parameter from correspondinmenu.

A If you select Devices, select the devices in the Available list whose node
assets you want to include in the report then click Add to move them
to the Selected list.

Click Apply to generate the report. The Node Asset Report generates.

To get booknark URLSs for nodes:

Generate the Node Asset report then doulaléck a node to view the
details dialog.

Click Save to File. All report information is saved to a .csv file.

The URL column contains direct links to each node. URLSs are constructed
with the URL used by the client browser to reach theSGC For example,

if https://<hostname or IPv4 or [IPv6]>/admin is used by the clients
browser, and the hostname is resolved Imgtclient to <IPv4 or IPv6> then
<IPv4 or IPv6> will be used to create the bookmark. This will allow the
CGCSG to continue to work behind a NAT.

You can use this information to create a web page with links to each node,
instead of bookmarking each node imilually. Se@ookmarking an
Interface

Active Nodes Report

The Active Nodes report includes the name and type of each active interface,
the connection mode, the associated device, a timestamp, the cutrset,

and the user IP address for each node with an active connection. You can view
the active nodes list and disconnect nodes from this report.

To generate the Active Nodes report:

Choose Reports > Nodes > Active Nodes. The Active Nodes report
generates if there are currently active nodes.

To disconnect a node from an active session:

In the Active Nodes report, select the node you want to disconnect then
click Disconnect.

242

Node Creation Report

The Node Creation report lists all node creation attempts, both successful and
unsuccessful, within a specified time frame. You can specify whether you want
to see all node creation attempts or only those that are potential duplicate
nodes.

P> To generate the Node Creation report:
1. Choose Reports > Nodes > Node Creation.
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2. Select All Nodes or Potential Duplicates. Potential Duplicates limits the
report to only those nodes that have been flagged as potential duplicates.

3. If you selected All Nodes, set the date range for the report in the Start Date
and Time and End Date andnEi fields. Click each component of the
default date (month, day, year, hour, minute) to select it then click the up
and down arrows to reach the desired number.

4. Click Apply. The Node Creation report is generated.

A The Result field displays Success, Faile@®otential Duplicate to
describe the outcome of the node creation attempt

Node Group Data Report

The Node Group Data report displays the list of nodes that belong to each
group, the user groups thdttave access to each node group, and, if applicable,
the rules that define the node group. The list of nodes is in the report details,
which you can view by doubldicking a row in the report page, or save to a
CSV file. Se®ave a Report to a Filen page234).

The Node Asset report displays the list of groups each node is a member of. See
Node Asset Repofbn page241).

P> To generate the Node Group Data report:
1. Choose Reports > Users >Node Group Data.
2. Doubleclick a row to display the list of nodes in the group.

AD User Group Report
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The AD Users Group report displays all users in groups that were imported into
CCSG from AD servers that have been configured for both authentication and
authorization. The report does not include users who were added to the AD
user groups locally via €35.

> To generate the AD Users Group report:
Choose Reports > Active Directory > AD Users Group Report.

The AD Server list includes all AD servers that have been configured on
CGCSG for both authentication and authorization. Select theckbox that
corresponds to each AD server you want to include in the report.

3. Inthe AD User Groups section, the Available list includes all user groups
that were imported into C&G from the AD servers you checked in the AD
Server list. Select the userogips you want to include in the report then
click Add to move the user groups to the Selected list.

4. Click Apply to generate the report.
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Scheduled Reports

Scheduled Reports displays reports that were schatliiehe Task Manager.

You can find the Upgrade Device Firmware reports and Restart Device reports
in the Scheduled Reports screen. Scheduled reports can be viewed in HTML
format only. Sedask Managei(on page291).

To access scheduled reports:

Choose Reports > Scheduled Reports.
Select a Report Type.

Select a Report Owner.

Enter a Report Name to filter on the name. You can enter the full name or
part of the name. Matches are not case sensitive. Wildcards are not
allowed.
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5. Set the date range for the report in the Start Date and Time and End Date
and Time fields. Click each cpament of the default date (month, day,
year, hour, minute) to select it then click the up and down arrows to reach
the desired number.

6. Click Apply. The list of scheduled reports is generated.

P> To view a scheduled report:
1. Select the report in the list.
2. Click View Report.

Note: Audit Trail, Error Log and Access Report manual report will show all the
entries in the report while the report generated from a scheduled task will show
a maximum of 10,000 rows.

P> To delete a scheded report:

1. Select the reports you want to delete. Use Ctrl+click and Shift+click to
select multiple reports.

2. Click Delete Reports.
3. Click Yes to confirm.

244

Upgrade Device Firmware Report

The Upgrade Device Firmware report is located in the Scheduled Reports list.
This report is generated when an Upgrade Device Firmware task is running.
View the report to get realime status information about the task. Ondeet

task has completed, the report information is static.

SeeScheduled Report®n page244) for details on viewing the report.
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Configuring a Message of the Day

The Message of the Day allows you to provide a message for all users to view
upon login. You must have the CC Setup and Control privilege to configure the
Message of the Day.

P> To configure the Message of the Day:
Choose Administration Message of the Day Setup.

2. Select the Display Message of the Day for All Users checkbox if you want
the message to be displayed to all users after they lo@ptional.

3. Select the Message of the Day Content checkbox if you want to type a
message in GB8G or select the Message of the Day File checkbox if you
want to load the message from an existing file.

A If you select Message of the Day Content:
a. Type a message in the dialog box provided.

b. Click the Font Namdrop-down menu and select a font for the
message text.

c. Click the Font Size drafpwn menu and select a font size for the
message text.
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A If you select Message of the Day File:
a. Click Browse to browse for the message file.
b. Select thdfile in the dialog window that opens then click Open.
c. Click Preview to review the contents of the file.
4. Click OK to save your changes.

Configuring Applications for Accessing Nodes

246

CCSG provides various applications that you can use to access nodes. You can
use the Application Manager to view applications, add new applications, delete
applications, and set the default application for eatgvice type.

P> To view applications available in CEG:
Choose Administration > Applications.

Click the Application name dregown menu to view the list of applications
available in CSG.

Checking and Upgrading Application Versions
Check and upgrade applications useddocessing nodes.

P> To check an application version:
Choose Administration > Applications.

2. Select an Application name from the list. Note the number in the Version
field. Some applications do not automatically show a version number.

> Toupgrade an application:

If the application version is not current, you must upgrade the application. You
can download the application upgrade file from the Raritan website. For a
complete list of supported application versions, see the Compatibility M atri
the Raritan Support website.

The best practice is to enter Maintenance Mode before upgrading applications.
SeeEntering Maintenance Modéon page316).
1. Save the application file to your client PC.

2. Click the Application name dregiown arrow and select the application
that must be upgraded from the list. If you do not see the application, you
must add it first. Seddd an Applicationon page247).

3. Click Browse, locate and select the application upgrade file from the dialog
that appears then click Open.

4. The application name appears in the New Application File field in the
Applcation Manager screen.

5. Click Upload. A progress window indicates that the new application is
being uploaded. When complete, a new window will indicate that the
application has been added to the SG database and is available to use.
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6. If the Version fieldloes not automatically update, type the new version
number in the Version field. The Version field will automatically update for
some applications.

7. Click Update.

Note: Users who were logged in during the upgrade must log out-8GCthen
log in again to asure that the new version of the application is launched. Also,
seeOlder Version of Application Opens After Upgradif@n page247).

Older Version of Application Opens After Upgrading

If you attempt a connection and the newest versions of applications are
supposed to be working, but the incorrect, oldersiens are opening, clear the
Java cache. This can happen if the cache hasn't been cleared sinc&G CC
upgrade.

SeeClear the Java Cachien page326)

Add an Application

When you add an application to €3G, you must specify which device types
function with the application. If a device provides both KVM and serial access,
the device is listed twice, once for each method.

To add an apptiation:

Choose Administration > Applications.

Click Add. The Add Applications dialog window opens.

Type a name for the application in the Application name field.

Select the Raritan devices with which the application will function from the
Available list then click Add to add them to the Selected list.

A To remove devices from use with the application, select the device in
the Selected list then click Remove.

5. ClickOK. An Open dialog appears.

6. Navigate to and select the application file (usually a .jar or .cab file), and
then click Open.

7. The selected application loads onto-SG.
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Delete an Application

To delete an application:

Choose Administration > Applications.

Select an application from the Application Name ddivn menu.
Click Delete. A confirmation dialog appears.

Click Yes to delete the application.
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Prerequisites for Using AKC

il

Ensure that the IP address of the device being accessed is included in their
browser's Trusted Sites Zone and that Protected Mode is not on when
accessing the device.

Administrators must upload a valid certificate to the device or generate a
selfsigned certificate on the device. The certificate must have a valid host
designation.

Each user must add the CA certificate (or a copy ofsggifed certificate)
to the Trused Root CA store in their browser.

Note: The AKC launching will always need a trusted certificate on t86&CC

Configuring Default Applications

248

You can specify which application you want&&to use by default for each
device type.

View the Default Application Assignments

To view the default application assignments:
Choose Administration > Applications.

Click the Default Applications tab to view and edit the current default
applications for various Interfaces and Port Types. Applications listed here
will become the default choice when configuring a node to allow access
through a selected interface.

Set the Default Application for an Interface or Port Type

w N Y

To set the default application for an interface or port type:

Choose Administration > Applicafis.

Click the Default Applications tab.

Select the Interface or Port Type whose default application you want to
set.

Doubleclick the Application arrow listed on that row. The value becomes a
drop-down menu. Graye@ut values cannot be changed.

Select tle default application to use when connecting to the selected
Interface or Port Type.

A Auto-Detect: CESG will use AKC as the default application. In Internet
Explorer, this works automatically. To use AKC in Chrome make sure
the ClickOnce plugin is instdl. Without ClickOnce, HKC is the default
auto-detect application for Chrome and Firefox from the Access Client.
To enable ClickOnce in Edge: Type edge://flags in the browser, search
for ClickOnce support, set to enabled and restart the browser.
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A To download AKC manually: Go to the URL, for example
https://(KXIP-Hostname)/akc. You must also load a ClickOnce
extension from the Chrome Web Store.

6. Click OK to save your changes. These default settings only apply to new
ports. To apply these settings ports on existing devices, click Apply
Selections to Existing Devices, then select the devices you want to change
and click OK.

Launching HTML KVM Client for KX3 3.4 arghbr

How do you determine which client will be launched for KX3 3.4 (and higher)
targets when AuteDetect is set in Application Manager?

If the user's PC supports AKC, then AKC is launched to connect to the target.
VKC is launched if:

1 User PC or browseroés not support AKC

1 Javais installed

1 Javais enabled in the browser

If AKC or Java is not supported by the client, then HKC is launched to connect to
the target for KX3 3.3 and above. HKC is available in Direct and Proxy Mode.

To disable Java in browsers and automatically launch HKC:

1 On Java Control Panel, in the Security Tab, deselect the Enable Java in the
browser checkbox.

1 Additional steps for Mac OS
For Mac/Safari, block the plugin using Preferences
I Chrome has popups blocked by default. Enable popups to launch HKC.

Managing Device Firmware

CGCSG stores firmware for Raritan devices that you can use to upgrade the
devices under its control. The fimmare manager is used to upload and delete
device firmware files to and from €3I5. Once a firmware file has been
uploaded, you can access it to perform a device upgradeUpgeading a
Device(on pages8).

Note: Uploaded firmware files are deleted when you upgrad€GC

If you want to upgrade GEG's firmware, sedpgrading CESG(on page323).
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Upload Firmware

You can upload different versions of device firmware teSGC When new
firmware versions become available, they are posted on the Raritan website.

If you want to upgrade GEG's firmware, sedpgrading CESG(on page323).

To upload firmware to CGSG:
Choose Administration > Firmware.
Click Addo add a new firmware file. A search window opens.

Navigate to and select the firmware file you want to upload teSG; and
then click Open. When the upload completes, the new firmware appears in
the Firmware Name field.

wn =Y

Delete Firmware

You can delete device firmware stored on®G. This firmware is for managed
Raritan devices, not for €8 itself. If you want to upgrade-SG's firmware,
seeUpgrading CEG(on page323).

» To delete firmware:
Choose Administration > Firmware.

2. Click the Firmware Name drajpwn arrow and select the firmware you
want to delete.

3. Click Delete. A confirmation message appears.
4. Click Yes to delete the firmware.

Configuring the C&G Network

250

You can configure the network settings for your&&mnanaged network in the
Configuration Manager.

Important: To change the IP address of a-6G unit which is alreads
Neighborhood memberyou must remove it from the Neighborhood
configuration first. Oherwise, you are unable to delete the C&G from the
Neighborhood.

About Network Setup
CGSG offers two modes for network setup:

1 IP Failover mode: S&#hat is IP Failover mode(®n page252)
1 IP Isolation mode: Se&'hat is IP Isolation moden page254)

Important: IP Failover mode is highly recommended for new deployments.
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CGCSG also allows either Static or DF3Rigned IP addresses. See
Recommended DHCP Configurations forSi&on page256) for best practices

on using DHCP with your SG.

You can operate C8G with an IPV4 address, or in dstzick mode, which

accommodates both IPV4 and IPV6 addresses.

Note: CESG default network setting is DHCP.

About CCSG LAN Ports

CGSG provides two main LAN ports: Primary LAN and Secondary LAN. See the
tables to check the locations of the Primary and Secondary LAN ports on your

CGCSG model.

» V1 LAN Ports:

Primary LAN Name  Primary LAN Location  Secondary LAN Name

LAN1

Left LAN port LAN2

> E1LAN Ports:

Primary LAN Name  Primary LAN Location  Secondary LAN Name

Not labeled

LAN1

Top LAN port in set of 2 Not labeled
ports in center of unit
back panel

Left LAN port LAN2

Secondary LAN
Location

Right LAN port

Secondary LAN
Location

Bottom LAN port in
set of 2 ports in
center of unit back
panel

Right LAN port

251
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What is IP Failover mode?

IP Failover mode enables you to use tweSI&ELAN ports to implement
network failover and redundancy. Only one LAN port is active at a time.

SeeAbout CESG LAN Port®n page251) for the locations of the Primary LAN
and Secondary LAN ports on eachSS&model.

n CC Ciients

/ﬂnu
e Doriion

| «——Secondary LAN =, I =l ;I

If the Primary LAN is conrted and receiving a Link Integrity signal;8& uses
this LAN port for all communications. If the Primary LAN loses Link Integrity,
and Secondary LAN is connected;SIZwill failover its assigned IP address to
the Secondary LAN. The Secondary LAN wilkkd until the Primary LAN
returns to service. When the Primary LAN is back in servieEGCC
automatically reverts to using the Primary LAN.

Primary LAN ————» I

As long as one LAN connection is viable, a client should not notice any
disruption in service during a failure.

Setup for IP Failover Mode

P Setup for IP Failover mode:
When implementing IP Failover mode for your&& network:

1 Both CE&SG LAN ports must be attached to the same LANstvork.

I You can attach each LAN port to a different switch or hub on the same
subnetwork for reliabilityOptional.

Configure IP Failover Mode with IPV4 or Dual Stdsde with IPV6

To configure IP Failover mode in SG:
Choose Administration > Configuration.
Click the Network Setup tab.

Select IP Failover mode.

o
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4. Type the C&G hostname in the Host name field. See
Terminology/Acronymgon page?) for hostname rules. Include a top level
domain, for example ".com" The top level domain must be B t
characters.

5. To use IPV4 only, complete only the IPV4 section, and make sure the IPV6
checkbox is not selected. To use dual stack mode, select the IPV6 checkbox,
and complete both IPV4 and IPV6 sections. When you change between
IPV4 and dual stack medCESG must reboot. You will be prompted to
reboot now or later, and must enter password, broadcast message, and
timing for reboot. Verify that you do not have any services depending on
the mode you disable.

6. Inthe IPV4 address section, select DHCPaticSh the Configuration
drop-down list.

DHCP:

A If you choose DHCP, the Primary DNS, Secondary DNS, Domain Suffix,
IP address, Subnet mask, and Default gateway fields will be
automatically populated (if your DHCP server is configured to provide
this information), once you save this network setup and restadSGC

A With the information the DHCP server provides;&&registers itself
dynamically with the DNS server if it accepts dynamic updates.

A SeeRecommended DHCP Configurations forSI&on page256).

Static:

A If you choose Static, type Primary DNS, Secondary DNS, Domain Suffix,
IP address, Subnet mask, and Default gateway in the appropriate
fields.

7. Torun in dual stack mode, complete the IPV6 configuration section. Skip
this step to use IPV4 only.

a. Select the Enable IPV6 checkbox.
b. Select Router Discovery or Static in the Configuration -dimpn list.

8. If you choose Router Disoeny, some fields are automatically populated:
Global/Unique Local IPV6 Address, Prefix Length, Default Gateway IPV6
Address, and Linkocal IPV6 Address and Zone ID.

a. If you choose Static, enter the Global/Unique Local IPV6 Address,
Prefix Length, and Default Gateway IPV6 Address.

9. Click the Adapter Speed drajmwn arrow and select a line speed from the
list. Make sure your selection agrees with your switch's adapter port
setting. If your switch uses 1 Gig line speed, select Auto.

10. If you selected Auto in the Adapter Speed field, the Adapter Mode field is
disabled, with Full Duplex selected automatically. If you selected an
Adapter Speed other than Auto, select a duplex mode in the Adapter Mode
drop-down list.

11. Click Update Configuratidon save your changes. If you enabled or
disabled IPv6, GEG must reboot. All other changes require a restart. Your
changes will not take effect until €555 reboots or restarts.
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A Click Reboot Now/Restart Now if you want to automatically
restart/reboot CESG now.

A Click Reboot Later/Restart Later if you would like to manually
restart/reboot CCSG later. SeRestarting CESG(on page322). CCSG
will do a reboot if needed.

A Click Cancel to return to the Network Setup panel without saving
your changes. You must click Update Configuration, then choose a
restart option to save your changes.

Note: If CE&SG is configured with DHCP, you can acceS830@a the hostname
after a sucessful registration with the DNS server.

What is IP Isolation mode?

IP Isolation mode allows you to isolate clients from devices by placing them on
separate sulnetworks and forcing clients to access the devices througBGC

In this mode, CSG manages traffic between the two separate IP domains. IP
Isolation mode doesat offer failover. If either LAN connection fails, users will
not have access.

SeeAbout CESG LAN Port®n page251) for the locations of the Primary LAN
and Secondary LApbrts on each GSG model.

Note: Clustering cannot be configured when using IP Isolation mode.

Clients and Nodes only

«—— Primary LAN
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Setup for IP Isolation Mode

P> Setup for IP Isolation mode:

When implementing IP Isolation mode for your-SG network:

1 Each C&G LAN port must be connected to a different-sebwork.

1 Raritan devices must be connected to the Primary LAN only.

1 Clients to be isolated are connected to the Secondary LAN. Clients that
R2y Qi ySSR (2 06S Aaz2ftlGdSR YIed 0SS 02yySoi
Configure a Combination of Direct Mode and Proxy Mdde page260).

Note: Isolated clients on the Secondary LAN will use Proxy mode. The
clients on the Primary LAN may use Direct mode. Set the connection mode
to "Both" to configure this combination.

1  Secify at most one Default Gateway in the Network Setup panel iSsGC
Use Diagnostic Console to add more static routes if neededE&ieStatic
Routes(on page342).

Configure IP Isolation Mode with IPV4 or Dual Stack Mode with IPV6

To configure IP Isolation mode in €385:
Choose Administration > Configuration.
Click the Network Setup tab.

Type the C&G hostname in the Host name field. See
Terminology/Acronymgon page?) for hostname rules. When youick

Update Configuration to save the configuration, the Host name field will be
updated to reflect the Fulipualified Domain Name (FQDN) if a DNS and
domain suffix have been configured.

4. To use IPV4 only, complete only the IPV4 section, and make sule\tbe
checkbox is not selected. To use dual stack mode, select the IPV6 checkbox,
and complete both IPV4 and IPV6 sections. When you change between
IPV4 and dual stack mode,-SG must reboot. You will be prompted to
reboot now or later, and must enter paword, broadcast message, and
timing for reboot. Verify that you do not have any services depending on
the mode you disable.

5. Select IP Isolation mode.

w N Y

6. Configure the Primary LAN in the left column, and the Secondary LAN in
the right column.

7. Inthe IPV4 coiduration section, select DHCP or Static in the Configuration
drop-down list.

DHCP:

Raritan. D5E

Abrand of Olegrand’



Appendix AAdvanced Administration

A If you choose DHCP, the Primary DNS, Secondary DNS, Domain Suffix,
IP address, Subnet mask, and Default gateway fields will be
automatically populated (if your DHCP server is configured to provide
this information), once you save this network setup andagsCGSG.

A With the information the DHCP server provides;&&registers itself
dynamically with the DNS server if it accepts dynamic updates.

A SeeRecommended DHCP Configurations forSI&on page256).

Static:

A If you choose Static, type Primary DNS, Secondary DNS, Domain Suffix,
IP address, and Subnet mask in the appropriate fields.

A Specify only one Default gateway, not both.

8. Torun in dual stack ade, complete the IPV6 configuration section. Skip

this step to use IPV4 only.

a. Select the Enable IPV6 checkbox.

b. Select Router Discovery or Static in the Configuration -dimpn list.

9. If you choose Router Discovery, some fields are automatically populated:
Global/Unique Local IPV6 Address, Prefix Length, Default Gateway IPV6
Address, and Linkocal IPV6 Address addne ID.

10. If you choose Static, enter the Global/Unique Local IPV6 Address, Prefix
Length, and Default Gateway IPV6 Address.

11. Click the Adapter Speed drajmwn arrow and select a line speed from the
list. Make sure your selection agrees with your switclfagger port
setting. If your switch uses 1 Gig line speed, select Auto.

12. If you selected Auto in the Adapter Speed field, the Adapter Mode field is
disabled, with Full Duplex selected automatically. If you specified an
Adapter Speed other than Auto, clidket Adapter Mode droglown arrow
and select a duplex mode from the list.

13. Click Update Configuration to save your changesSGCeboots.

Recommended DHCP Configurations for8€

Review the following recommended DHCP configurations. Make sure that your
DHCP server is set up properly before you configurSG@ use DHCP.
1 Configure the DHCP to statically allocateSt&s IP address.

1 Configure the DHCP and DNS servers to automatically register t86&CC
with the DNS when the DHCP allocates an IP address&CC

1 Configure the DNS to accept-anthenticated Dynamic Domain Name
System (DDNS) registration requests froraSGC
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Support for IPv6

When entering IPv6 addresses in8G, you can use compressed format and
zero suppression representation. SG will expand the IPv6 addresses for
storage and display.

The following communications aret supported over IPV6.
DHCPv6

Clusters

Network Neighborhoods

Mobile clients

SSH access to GG CLI

Systemlevel access control lists

= =4 —a —a -—Aa -1

Register CG&G Hostname to IP AddressiINS

CCSG automatically adds an entry into DNS to resolve-8&€hostname to a
static IP as configured, if you configure the&&while in the network, and
DNS is available.

If you configure GGG while out of the network, or if your DNS server is not
allowed to update, you should manually add an entry in the DNS with this
information.

Configuring Logging Activity

Raritan.
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You can configure CGEG to report to external logging servers and specify what
level of message is reported in each of the logs.

To configure CGSG logging activity:
Choose Administration > Configuration.
Click the Logs tab.

To assign an external log server for8&to use, type the IP address in the
Server Address field under Primary Server.

4. Click the Level to Forward drajown arrow and select an event severity
level. All events of this level or higher will be sent to thgging server. See
Log Severity Level Exampl@m page258).

5. To configure a second external log server, repeat steps 3 and 4 for the
fields under Secondary Server.

6. Under CommadCenter Log, click the "Level to Forward" chdigpvn menu
and select a severity level option. A severe level, such as "ERROR", will
contain less log levels and a lower severity level, such as "INFO", will
contain more log levels. All events will be senthe logging server. See
Log Severity Level Examplém page258).

7. Click Update Configuration to save your changes.
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Purge CESG's Internal Log

You can purge the C&G's internal log. This operation does not delete any
events recorded on your external log servers.

Note: The Audit Trail and Error Log reports are based é®GCinternal log. If
you purge CGGs internal log, these two reports will also be purged. You can
also purge these reports individually. $aege a Report's Data From &G

(on page235).

To purge C&G's internal log:

Choose Administration > Configuration.
Click the Logs tab.

Click Purge.

Click Yes.

~Bwpp Y

Log Severity Level Examples

The severity level you select affects what types of events are forwarded to your
syslog.

1 OFF

When set to off, no events are forwarded to syslog.

1 ERROR

Login attempt with incorrect username and password.
T INFO

Adding or deleting users, devices, and so on.

Configuring the CS&G Server Time and Date

CCSG's time and date must be accurately maintained to provide credibility for
its devicemanagement capabilities.

Important: The Time/Date configuration is used when scheduling tasks in
Task Manager. SeEask Managefon page291). The time set on your client
PC may be different than thtime set on CGG.

Only the CC Supéiser and users with similar privileges can configure Time
and Date.

Changing the time zone is disabled in a cluster configuration.

P> To configure the CSG server time and date:
Choose Administration > Configuration.
Click the Time/Date tab.

a. To set the date and time manually:
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A Date- click the dropdown arrow to select the Month, use the up and
down arrows to select the Year, and then click the Day irclendar
area.

A Time- use the up and down arrows to set the Hour, Minsitand
Seconds, and then click the Time zone ddopvn arrow to select the
time zone in which you are operating-SG.

a. To setthe date and time via NTP: Select the Enable Network Time
Protocol checkbox at the bottom of the window, atietn type the IP
addresses for the Primary NTP server and the Secondary NTP server in
the corresponding fields.

Note: Network Time Protocol (NTP) is the protocol used to synchronize the
attached computer's date and time data with a referenced NTP server
When CESG is configured with NTP, it can synchronize its clock time with
the publicly available NTP reference server to maintain correct and
consistent time.

Click Update Configuration to apply the time and date changes#8&C
Click rfresh to reload the new server time in the Current Time field.
Choose System Maintenance > Restart to restar6GC

Connection Modes: Direct and Proxy

Raritan.
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About Connection Modes

CGCSG offers three connection modes foriand and outof-band connections:
Direct, Proxy, and Both.

1

Direct mode allows you to connect to a node or port directly, without
passing data through C&G. Diect mode generally provides faster
connections.

Proxy mode allows you to connect to a node or port by passing all data
through CESG. Proxy mode increases the load on yousGGerver, which
may cause slower connections. However, Proxy mode is recommehded
you are more concerned about the security of the connection. You need to
keep the CE&G TCP ports 80, 443, 2400 and 2401, and ports assigned for
Microsoft RDP, open in your firewall.

Both mode allows you to configure 3G to use a combination of Dite
mode and Proxy mode. In Both mode, Proxy mode is the default, but you
can configure GSG to use Direct mode when connections are made using
client IP addresses in specified ranges.

Note: Some interfaces only work in Direct mode even though you confégur
CGCSG to use Proxy mode. These interfaces include ILO, RSA, DRAC, Web
Browser and VMware Viewer. Java RDP interfaces can be used in proxy mode.
SeeAbout Interfacegon pagel05).
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Configure Direct Mode for All Client Connections

To configure direct mode for all client connections:
Choose Administration > Configuration.

Click the Connection Mode tab.

Select Direct mode.

Click Update Configuration.

POV

Configure Proxy Mode for All Client Connections

To configue proxy mode for all client connections:
Choose Administration > Configuration.

Click the Connection Mode tab.

Select Proxy mode.

POV

If you use Microsoft RDP connections, enter a Starting Port number and
Ending Port number to define thange that Microsoft RDP clients can use.
SeeProxy Mode for Microsoft RDP Clientsn page260).

5. Click Update Configuration.

Proxy Mode for Microsoft RDP Clients

When in proxy mode, you must set a range of allowable ports that the

Microsoft RDP client can use. CommandCenter Secure Gateway allows up to
100 simultaneous proxied Microsoft RDP connections. The allowable range may
be greater than 100.

Your client compugr must be using IPv4 to communicate with
CommandCenter Secure Gateway. If the client computer and CommandCenter
Secure Gateway are dustiack, the DNS must resolve to an IPv4 address.

RDP target addresses must be IPv4. If the RDP target is specifiesthgrhe,
the hostname must be able to resolve to an IPv4 address.

Configure a Combination of Direct Mode and Proxy Mode

When you configure GEG to use a combination of Ditenode and Proxy
mode, Proxy mode will be the default connection mode, and Direct mode will
be used for the client IP addresses you specify.

To configure a combination of direct mode and proxy mode:
Choose Administration > Configuration.

Click the Connection Mode tab.

Select Both.

w N Y
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4. Inthe Address field enter the IPv4 or IPv6 address, and specify the Prefix
Length to create the range that should connect to nodes and ports via
Direct mode. Prefix Lengthay be 1 to 32 for IPv4 address, and 1 to 128
for IPv6 address.

5. Click Add.

6. Click Update Configuration.

Device Settings

You can configure some settings that apply to all devices, and configure each
device type's default port number.

Configuration Manager

@ Please provide devices default port and heartbeat information.

r Network Setup | Logs | Date/Time l Connection Mode | Device Settings | Custorn JRE | SNMP |

Heartbeat (seconds): s00|

[ Display Warning Message For All Power Operations

Enable AKC Download Server Certificate Validation
[l update CC-SG Mode name with its Out-of-band Interface (Port) name

[] Enable Node Lockout on Disconnect

Time to Lock Interface (minutes) El
P— Device Type ._ Default Part
Deminion 12 00
Dominion KX2-101 5000
IPMI Server |623
Drominion KSX2 5000
Dominion PX 623
Dominion SX2 |5000
Dominion KX4-101 5000
Dominion SX |soo0
P> To configure default port number for devices:
1. Choose Administration > Configuration.
2. Click the Device Settings tab.
3. Select a Device Type in the table and dowdliek the Default Port value.
4. Type the new Default Port value.
5. Click Update Configuration to save your changes.
6. To configure timeout duration for devices:
7. Choose Administration > Configuration.
8. Click the Devie Settings tab.
9. Type a new timeout duration in the Heartbeat (sec) field. The valid range is

30 seconds to 50,000 seconds.
10. Click Update Configuration to save your changes.
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P> To enable or disable a warning message for all power operations:

Select the DisplaWarning Message For All Power Operations checkbox to
enable a warning message that alerts a user before a requested power
operation occurs. Only the user who initiated the power operation sees the
message. The user can cancel the power operation orreotifiby clicking Yes
or No in the message.

1. Choose Administration > Configuration.
2. Click the Device Settings tab.

3. Select the Display Warning Message For All Power Operations checkbox to
enable the warning message. Deselect the checkbox to disable the warning
message.

4. Click Update Configuration to save your changes.

P> To update CESG node name with its oudf-band interface (port) name:

This option synchronizes node names with their-ofsband interface names.

Note that you can apply this setting to update all existing node names, or to
apply only going forward when new nodes are created. If an update results in a
new node name that is the same as any other existing name, the name will be
appended with a number 1, 2, and so on, to make it unique.

Default setting is disabled.
1. Choose Administration > Configuration.
2. Click the Device Settings tab.

3. Selectthe Update C&G node name with its owtf-band interface (port)
name checkbox to enable the naming updates. The following message
appears: Do you want to update all existing®& Node names with the
Out-of-band Interface (Port) names?

Synchronize Node Names s

Iz‘ Do you want to update all existing CC-5G Node names with the Out-of-band Interface (Port) names?

A To rename the existing nodes with their corresponding port name:
Click Yes.

A To keep all existing node names, and only match new node names to
port names from now on: Click No
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Node Lockout on Disconnect:

The Node Lockout on Disconnect setting prohibiteeasdo a node for a set
amount of time after a disconnected session. This temporary lockout can
prevent a security issue that may occur if a user disconnects from the node
without first logging out from the target, which may allow another user to
connect b the target and have access that they should not have. The delay
before allowing new connections allows the target's timeout to end any
sessions before a new user connects. Default setting is disabled.

The setting applies to all KX/SX/LX/KSX node commsctDther interface and
node types are not supported.

When enabled, the Admin Client shows a Lock icon on the node in the Nodes
list when a user disconnects. When locked, the same user canmeect to the
node, and the lockout time resets on disconneanti

The lockout applies to the following tasks and an error message that the node
is locked will be presented to the user :

f
f
f

f
1

any other user attempting to access the node interfaces
attempts to perform a power operation

attempts to access on any client, including Admin, Access, or using a
Bookmark

attempts to access using the SSH 'connect’' command to connect to serial
ports

User Station connections
WSAPI connections as well.

When anode is locked, a user with the CC Setup and Control permission can
unlock the node by:

1

S
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Right clicking the node , or an interface in the node, and choosing Unlock
Disconnect Lock.

Selecting the node, or an interface in the node, and choosing Nodes >
Unlock Disconnect Lock.

To enable/disable Node Lockout on Disconnect:

Choose Administration > Configuration.

Click the Device Settings tab.

Select the Enable Node Lockout on Disconnect checkbox.

Enter the Time to Lock Interface in minutes: 5 minutes is default.
Click Update Configuration to save your changes.
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Device certificate requirement for AKC

To validate the AKC server certificate following steps must be performed

l

Administrators must upload a valid certificate to the device or generate a
seltsigned certificate on the device. The certificate must havalia yhost
designation.

Each user must add the CA certificate (or a copy ofsggiied certificate)
to the Trusted Root CA store in their browser.

264

Configuring Custom JRE Settings

CGCSG will ésplay a warning message to users who attempt to accesS&@C
without the minimum JRE version that you specify. Check the Compatibility
Matrix for the minimum supported JRE version. Choose Administration >
Compatibility Matrix.

If a user attempting to logito CESG does not have the specified JRE version
installed, the JRE Incompatibility Warning window opens. The window includes
several options for downloading the default minimum JRE versions. You can
change the message to include any text and links terdoad options. Users

can download a new JRE version or continue to acce€G0Mth the current
installed JRE version.

>

w N =Y

To enable or disable custom JRE for login:

Back up CSG and save the backup file to a remote location before you
enable or disable this feature. SBacking Up CSG(on page316).

Choose Administration > Configuration.
Click theCustom JRE tab.

Select the Enable Custom JRE for Login checkbox to enable the option.
Deselect the checkbox to disable the option.

Enter the minimum JRE version required in the Require Minimum JRE field.
You must enter the full version number, includindesst three parts. For
example, 1.8.0 is a correct version number. For JRE "Update" versions, use
an underscore character. For example, 1.8.0_251 is a correct version
number for JRE version 1.8.0 Update 251.

Click Update.

To customize the message in tRRE Incompatibility Warning window:
Choose Administration > Configuration.
Click the Custom JRE tab.

Using HTML code, enter the message that appears in the JRE
Incompatibility Warning window.

Click Update.
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To restore the default messge and minimum JRE version:
Choose Administration > Configuration.

Click the Custom JRE tab.

Click Restore Default.

Click Update.

APw bRV

v

To clear the default message and minimum JRE version:
. Choose Administration > Configuration. Click the Custom JRE tab.
2. Click Clear.

Configuring SNMP
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Simple Network Management Protocol alls CESG to push SNMP traps,
which are event notifications, to an existing SNMP manager on the network.
You should be trained in handling SNMP infrastructure to configu8 @@
work with SNMP.

CCSG also supports SNMP GET/SET operations withpitgsolutions, such
as HP OpenView. To support the operations, you must provide SNMP agent
identifier information such as these MIBSystem Group objects: sysContact,
sysName, and sysLocation. These identifiers provide contact, administrative,
and locationinformation regarding the managed node. See RFC 1213 for
details.

SNMP v3 can be enabled to allow encryption by the {ssed Security Model,
and Viewbased Access Control Model.-SG supports SNMP v3 traps.

Configure SNMP Agents
There is no limit to the number of agents you can set.

To configure SNMP agents in SG:
Choose Administration > Configuration.
Click the SNMP tab.

Enter the port number for the SNMP agent in the Listening Port field.
Default is 161.

w N Y

4. To enable an SNMP v1/v2 agent, select the Enable SNMP v1/v2c checkbox.

a. Enter the Rea®Dnly Community string. Default is public.

b. Enter the ReadWrite Community string. Default is private.

c. To add multiple community strings, separate them with a comma.
5. To enable an SNMP v3 agent, select the SNMP v3 checkbox.

a. In the table below the checkbox, click the Add a ioan IE' A row
of five fields to complete appears.

26¢
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b. Enter the SNMP Manager "User" name in the Security Name field.
Security name may be32 characters.

c. Select MD5 or SHA from the Authentication Protocol edopvn list.

d. Enter the Authentication Passphrase in the field. Passphrase may have
8-64 characters. éthentication Passphrase should be different from
Privacy Passphrase for best security practices. Some MIB browsers will
not work well if the passphrases are the same.

e. Select None, DES, or AES in the Privacy Protocoddnp list.

f.  Enter the Privacy Paphrase. Passphrase may havé48characters.
Authentication Passphrase should be different from Privacy
Passphrase for best security practices. Some MIB browsers will not
work well if the passphrases are the same.

Type a System Contact, System Name, System Location to provide
information regarding the managed node.

Click Update Agent Configuration to save your changes.

Update SNMP Agents with Raritan MIB File

Because GSG pusheis own set of Raritan traps, you must update all SNMP
managers with a custom MIB file that contains Raritan SNMP trap definitions.
SeeSNMP Trapgon page408). The custom MIB file can be found the

Raritan Support web site.

Configure SNMP Traps and Notifications

w N Y

To configure SNMP traps and notifications:
Choase Administration > Configuration.
Click the SNMP tab.

In the SNMP tab, confirm that agents are configured in the Agents tab.
Click the Traps tab.

Select the Enable SNMP Traps checkbox to enable sending SNMP v1/v2c
traps from CE&SG to an SNMP host. Ifyvant to set SNMP v3 traps only,
skip this step, and go to step 6.

In the table below the checkbox, click the Add a row i(,IE'. A row of
four fields to complete appears.

a. Enter the trap destination host IP address in the Host field.

b. Enter the trap destination host's port number used by SNMP hosts in
the Port field. Default port is 162.

c. Selectv2 or vl in the Version drdpwn list.

d. Enter the community string used by SNMP hosts in the Community
field.

Raritan.
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6. Select the Enable SNMP v3 Notéfions checkbox to enable sending SNMP
v3 notifications from CSG to an SNMP host. If you want to set SNMP
v1l/v2c traps only, skip this step, make sure to complete stepsahd
continue with step 7.

a. In the table below the checkboglick the Add a row icorl,%. A row
with 6 fields to complete appears.

Enter the trap destination host IP addréaghe Host field.

Enter the trap destination host's port number used by SNMP hosts in
the Port field. Default port is 162.

d. Enter the SNMP Manager "User" name in the Security Name field.
Security name may be32 characters.

e. Select MD5 or SHA from the Aentication Protocol droglown list.

f.  Enter the Authentication Passphrase in the field. Passphrase may have
8-64 characters. Authentication Passphrase should be different from
Privacy Passphrase for best security practices. Some MIB browsers will
not work well if the passphrases are the same.

g. Select None, DES, or AES in the Privacy Protocoddnep list.

h. Enter the Privacy Passphrase. Passphrase may hé&eBaracters.
Authentication Passphrase should be different from Privacy
Passphrase for best sedyrpractices. Some MIB browsers will not
work well if the passphrases are the same.

7. Inthe Trap Sources list at the bottom of the page, select the checkboxes
for the traps you want GSG to push to your SNMP hosts. Traps are
grouped into 2 categories: Sigm Log traps include notifications for the
status of the CGG unit itself, such as hard disk failure; Application Log
traps include notifications generated by events in theSIZapplication,
such as changes to a user account.

a. To erable traps by type, select the System Log and Application Log
checkboxes.

b. Enable individual traps by selecting their checkboxes.

Refer to the MIB files for the list of SNMP traps that are provided. See
SNMP Trap$on page408) for detalils.

8. Click Update Trap Configuration to save your changes.
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Configuring C&GG Clusters

A CGSG cluster uses two €3G nodes, one Primary node and one Secondary
node, for backup security in case of Primary node failure. Both nodes share
common data for active users and active connections, and all status data is
replicated between the two node

Devices in a G8G cluster must be aware of the IP of the PrimansGQiode in
order to be able to notify the Primary node of status change events. If the
Primary node fails, the Secondary node immediately assumes all Primary node
functionality. Thisequires initialization of the GEG application and user
sessions and all existing sessions originating on the Prima8Gdde will
terminate. The devices connected to the Primary node will recognize that the
Primary node is not responding and will resyl to requests initiated by the
Secondary node.

Note: When accessing SG using the thick client, you will not be redirected to
the backup node automatically if the primary node fails. You must enter the IP
address of the backup node manually for thili&nt access.

Requirements for C&G Clusters

1 Both nodes in a cluster must be either physical hardware or virtual
appliances. You cannot mix physical and virtual.

9 Clusters of physical hardwar€he Primary and Secondary nodes in a
cluster must be running the same firmware version on the same hardware
version (V1 or E1).

9 Clusters of virtual appliances: The Primary and Secondary nodes in a virtual
cluster must be running the same firmware versiorihe same type of
virtual environment. For example, both nodes are VMware, or both nodes
are Hype#V.

1 Your CESG network must be in IP Failover mode to be used for clustering.
Clustering will not work with an IP Isolation mode configuration. Awmmut
Network Setup(on page250).

9 Clusters are not supported on IPv6.

1 Date, time, and time zone settings are not replicated from the Primary
node to the Secondary node. You must configure these settings in each
CCSG before you create the cluster.

1 The SSL cert must be installed on both the CCSGs, before configuring them
in a cluster.
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Access a GSG Cluster

Once a Cluster is created, users can access the Primary node directly, or if they

point their browser to the Secondary node, they will be redirected.

Redirection doesot work for an already downloaded Admin Client applet, as
the web browser needs to be closed and a new session opened and pointed to
the new Primary system.

SSH access to a-SG must be to the specific Primary node.

Cluster Status

Primary Status Secondary Meaning
Status

PrimaryWithBackup Backup The cluster is active and functional.

PrimaryWithFailedBackup Waiting Secondary is up but is not in synch with Primary, suc
when Primary has lost communication with Secondar
some point.

PrimaryWithFailedBackup Failed Primary can't reach Secondary, either Secondary is ¢
or network in between is broken.

Create a Cluster

You should backup your configuration on both&& units before creating a
cluster.

Raritan.
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To create a clusr:
Choose Administration > Cluster Configuration.

The CEG you are currently accessing displays in the Primary Secure
Gateway IP Address/Hostname field, indicating that it will become a
Primary Node.

Specify a Secondary, or Backup, Node in the Backup Secure Gateway IP
Address/Hotsname field. Make sureetlspecified CSG is compatible with
the Primary Node. Use one of these methods to specify it:

A Click Discover Secure Gateways to scan and display-8(E@@its on
the same subnet as the one you are currently accessing. Then click a
CGSG unit in the Stadalone state from the table of discovered-SG
units to select it.

A You can specify a €35, perhaps from a different subnet, by typing an
IP address or hostname in the Backup Secure Gateway IP
Address/Hostname field. Then click Check Backup to verifgpheh#
has the same firmware version and hardware/virtual appliance type as
the Primary Node.
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4. Type a name for this cluster in the Cluster name field.

5. Type a valid user name and password for the Backup node in the
Username for Backup Secure Gateway args®ard for Backup Secure
Gateway fields.

6. Select the Redirect by Hostname checkbox to specify that secondary to
primary redirection access should be via DOftional. SeeAccess a
CGSG Clustefon page269). If you're using hostnames instead of IP
addresses, the DNS server should contain reverse lookup records for the IP
addresses of the CEGs to ensure the hostnames can be resolved.

7. Click Create Cluster. A message appears.

8. Click Yes.

Important: Once you begin the cluster creation process, do not perform any
other functions in GSG until the process has completed.

9. Continue clicking OK for any onscreen messages. The Backup node will
restart and the process takes several minutes.

10. When the cluster creation is complete, a message appears, indicating the
Backup node is successfully joined.

Remove Secondary €& Node

Removing a Secondary, or Backup, Node removes the designation of Secondary
Node. It does not delete the Secondary-8G unit from your configuration.

To remove Secondary Node status from a-8G unit:

Select the Secondary G Node in the Cluster Configuration table.
/| tA01 wSY2@S a. | O1ldzL¥ b2RS®
Click Yes to remove Secondary Node status.

w N Y

Configure Cluster Settings
You cannot change the time zoiea cluster configuration.

P> To configure cluster settings:
Choose Administration > Cluster Configuration.
In the Configuration tab, modify or configure the settings.
A If necessary, modify the cluster name.

A For Time Interval, enter how often € should check its connection
with the other nodes. Valid range is2® seconds.

Note: Setting a low Time Interval will increase the network traffic
generated by heartbeat checks. You may want to set higher inteforals
clusters with nodes located far apart from each other.
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A For Failure Threshold, enter the number of consecutive heartbeats that
must pass without a response before a8G node is considered
failed. Valid range is-20 heartbeats.

3. Click Update to sawour changes.

Switch the Primary and Secondary Node Status

You can exchange the roles of Primary and Secondary nodes when the
Secondary, or Backup, node is in the "Joined" stateen the Secondary node
is in the "Waiting" state, switching is disabled.

After the roles are switched, the former Primary node is in the "Waiting" state.
To recover the cluster configuration, join the "Waiting" node as the Backup.

SeeRecover a Clustdbn page271).

To switch the Primary and Secondary nodes
Choose Administration > Cluster Configuration.
In the Configuration tab, click Switch Primary And Backup.

Join the new Secondpamnode as the Backup node. SRecover a Cluster
(on page271).

w N Y

Recover a Cluster

When a cluster is broken because of a node failure, or the failed Secondary
node is in Waiting status, you can rebuild the cluster to recover the Primary
and Secondary node status.

If the Primary and Secondary nodes lose communication with one another, the
Secondary node will assume the role of the Primary node. When connectivity
resumes, you may have two Primary nodes. It is impossible to recover the
cluster with two Primary nodes. Recover works only when there is one Primary
and one Waiting.

To recover aluster with two Primary nodes, you have two options. Log into

each Primary node, delete the cluster in each, and then create the cluster again.
Or, log into one of the Primary nodes and restart it so that it changes to the
Waiting status, then follow th@structions to recover a cluster.

> To recover a cluster:
Choose Administration > Cluster Configuration.

2. Click the Recovery tab, and you can either have the cluster automatically
rebuilt at the specified time or rebuild the cluster immediately.

A Click Rebuild Now to immediately recover the cluster.

A Select the Enable Automatic Rebuild checkbox, and specityntieeto
rebuild the cluster in the From Time and To Time fields. Click Update
to save the changes.

271
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Note: If the clustered C8G units do not share the same time zone, when
the Primary node failure occurs, and the Secondary node becomes the new
Primary nale, the time specified for Automatic Rebuild still follows the time
zone of the old Primary node.

Delete a Cluster

Deleting a cluster completely deletes the information entered for the cluster,
and restores both of Primary and SecondaryS@nodes to the Standalone
state. In addition, all configuration data, except for the networking settings
(personality package), ahe Secondary node is reset to default, including the
CC SupeUser password.

To delete a cluster:

Choose Administration > Cluster Configuration.

Click Delete Cluster.

Click Yes to remove the Primary Node and Secondary Node status.
A message appears when the cluster is deleted.

N

Upgrading a Cluster
To upgrade a CSG cluster, follow this recommended upgrade procedure.

If the upgrade of your primary node fails while following this procedure, see
Primary Node Upgrade Failur@n page273).

> To upgrade a cluster:

1. Force a failover from your primary node to the backup node by choosing
Administration > Cluster Configuration. In the Configuration tab, click
Switch Primary and Backup. Switch the Primary an&econdary Node
Status(on page271) for details.

A Your backup node becomes Primary. Your former primary node goes
into Waiting status.

2. Inyour new primary node, shutdown the <SG application by choosing
System Maintenance > Shutdown.

A When you shutdown the GEG application, the unit is still powered on,
and accessible through the Diagnostic Console (388G Shutdown
(on page327) for details.

3. Restart the former primary node, that has been in Waiting status. See
Restart CESG with Diagnostic Consofen page349) for details on
restarting.

A The restarted CSG unit goes into Primary status again. The backup
node that you shutdown is recognized as Failed status.

4. Delete the cluster by choosing Administration > Cluster Configuratiak Cli
Delete Cluster.
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Enter Maintenance Mode, and then upgrade the primary node. See
Entering Maintenance Modéon page316) and Upgrading CE&SG(on page
323.

If the primary node upgrade succeeds, perform a factory reset of the
backup node by accessing the Diagnostic Console and choosing
Operation > Admin > Factory Reset > FlBGDatabase Reset option.
See Reset CGG Factory Configuratiofon page354).

A If the primary node upgrade fails, sBeimary Node Upgrade Failure
(on page273).

Upgrade the backup node that you reset. &fpgrading CESG(on page

323.

Recreate the cluster. S&reate a Clustefon page269). The data from the

primary node synchronizes with the backup node.

Primary Node Upgrade Failure

If the upgrade of your primary node fails while following thegrading a
Cluster(on page272) procedure, follow these steps to complete the cluster
upgrade

1.

If the primary node upgrade fails, shutdown the-EG application by
choosing System Maintenance > Shutdown. When you shutdown the
CCSG application, the unit is still powered on, and accessible through the
Diagnostic Console. SE&SG Shutdowifon page327) for details.

Restart your backup node. SBestart CESG with Diagnostic Consofen
page349) for details on restarting.

The backup node goes into Primary status.
Contact Raritan Technical Support to determine why the upgrade failed.

Configuring a Neighborhood

Raritan.
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A Neighborhood is a collection of up to 10-8G units. After setting up the
Neighborhood in the Admin Client, users can access multip®@&anits in the
same Neighborhood with sing&gnon using the Access Client.

Before setting up or managing the Neighborhood configuration, keep the
Neighborhood criteria in mind:

f
f

A CGSG unit belongs to one Neighborhood only.

All CESG units in the same Neighborhood must be of the same firmware
version.

CGCSG units in the Neighborhood must be either standalon&SGQinits or
Primary Nodes of clustered €3G units.

A Neighborhood can consist of both physical and virtuaBGQinits.

Neighborhood members must be on the IPv4 network. IPv6
communicatia is not supported in a neighborhood.
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Create a Neighborhood

You can log into a €85 unit where you want to create a Neighborhood that is
not a member of any Neighborhood yet. After a Neighborhood is created, all
members in the Neighborhood share the same Neighborhood information. If
any member is the Primary No@é# clustered C&G units, the IP address or
hostname of the Secondary, or Backup, Node also displays in the Neighborhood
configuration.

To create a Neighborhood

Choose Administration > Neighborhood.

Type a name in the Neighborhood Name field.
Click Create Neighborhood.

The IP address or hostname of the currentSI&is displayed in the Secure
Gateway IP Address/Hostname table.

5. Add one or more GGG units to the table.
a. Click the ext empty row, or press the Tab or the up/down arrow keys.
b. Type the IP address or hostname of the newSGCunit that you want
to add and press Enter. S&erminology/Acronymgon page?) for
hostname rules. Make sure to use the IP address or hostname exactly

as it appears in both the certificate and in the-8G's URL that you
use to access.

BwpNp Y

c. Repeat the previous steps until you finish adding aiSGQunits.
6. ClickNext.

A If one or more CGG units cannot be found, a message appears and
these CESG units will be highlighted in yellow in the table. Remove
these units or modify their IP addresses or hostnames, and click Next
again.

7. CGCSG displays a list of &G unitalong with their firmware version and
state in the Neighborhood Configuration table.

Note: The GSG units which do not meet the Neighborhood criteria are
automatically deactivated. Se@onfiguring a Neighborhoo(bn page273).

8. Adjust the Neighborhood configurations if necess@sptional.

A To change any C8G's Secure Gateway Name, click the name, type a
new one and press Enter. The default is a shorSGhostname.

A To deactivate any G8G unit, deselect the Activate checkbox next to
that unit. Deactivated GSG units operate as standalone units and do
not show up as one of the Neighborhood members to Access Client
users.

A Click the column header to sort the table that attribute in ascending
order. Click the header again to sort the table in descending order.

9. To return to the previous screen, click Back and repeat the prior steps.
Optional.
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10. Click Finish.

Note: Raritan recommends that you should:

(1) Configure theasne Restricted Service Agreement setting and text for all
Neighborhood members. SPertal (on page285).

(2) Use the trusted/official certificate for every Neighborhood member if SSL is
enabled.

Edit a Neighborhood

After setting up a Neighborhood configuration on one&&unit, all GSG
units in the same Neighborhood share the same Neighborhood information.
Therefore, you can log into any <SG unit in the Neighborhood to change the
Neighborhood configuration.

Note: All changes to the members of a Neighborhood are sent out when you
click Send Update in the Neighborhood Configuration panel. However, users
who are currently logged into the Neighborhood will not be aware of these
changes until they log out and log baokagain.

Add a Neighborhood Member

To add a new GSG unit into the Neighborhood
Choose Administration > Neighborhood.
Click Add Member. The Add Member dialog appears.

Add CESG units. The number of &G units that can be added varies

depending on the number of existing Neighborhood members. A

Neighborhood contains a maximum of 10 members.

a. Click the next empty row, or press Tab or up/down arrow keys.

b. Type the IP address or host name of theSI&unit that you want to
add. Sederminology/Acronymgon page?) for hostnane rules.

c. Repeat previous steps until you add all€&€ units.

d. Click OK.

4. If new CESG units meet the Neighborhood criteria and are found, they

display in the Neighborhood Configuration table. Otherwise, a message

appears and return you to the Add Member dialog. Then make changes in
the dialog as needed.

5. Select the Active checkl next to each new C8G unit.

6. To change any C&G's Secure Gateway Name, click the name, type a new
one and press Enter. The default is a shorSGChostnameOptional.

w N Y

7. Click Send Update to save the changes and distribute the latest
Neighborhood informton to the other members.
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Manage the Neighborhood Configuration

You can deactivate or rename any-8G unit in the Neighborhood
configuration. Deactivating a €35 unit causes it to beme unavailable in the
Neighborhood members list in the Access Client. Or you can refresh all
members' data, such as the firmware version or unit status, in the
Neighborhood configuration.

P> To deactivate or rename the G8G units in the Neighdrhood, or retrieve
the latest data

1. Choose Administration > Neighborhood.
Manage the members now.

A To deactivate a GSG unit, deselect the Active checkbox next to the
unit.

A To change a Secure Gateway Name, click the name, type a new one
and press Enter. The name must be unique.

A To retrieve all CGG units' latest data, click Refresh Member Data.

A To alow users accessing a neighborhood member to execute searches
across all members of a neighborhood, and to launch target
connections from the search results, select the Enable Extended
Network Neighborhood Search checkbox. Deselect the checkbox to
disableextended network neighborhood searches. &agended
Network Neighborhood Searcton page276).

3. Click Send Update to save the changes and distributéatest
Neighborhood information to the other members.

Extended Network Neighborhood Search

When enabled, extended network neighborhood search gives users the option
to search for and access nodes on any member of the neighborhood, using the
Access Client only, across all supported browsers.

When performing the search, you can specify whether slearch is extended
to all members "In Neighborhood" or "Local Only".

Status and availability and node data for neighbor nodes is displayed when
neighborhood search results are retrieved as the result of performing an
extended network neighborhood searchhis data is not updated in retine
for neighbor nodes while search results are displayed.

Note: The node's Virtual Machine Data will only be displayed for VM nodes on
the home CESG, not for the VM nodes from a neighbor8E.

When performing power cdmol operations on the All Nodes group, while
extended neighborhood search is in effect, nodes from neighbe®8GQnits
will not be included. The All Nodes group is created on the "hnomeSGGnly,
and cannot contain neighbor nodes.
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Delete a Neighborhood Member

When a CG&G unit in a Neighborhood is no longer needed, you may either
remove or deactivate it in the Neighborhood configuration. Otherwise, Access
Client users may find these units icassible when trying to switch to them.
For example, a Neighborhood member becomes inappropriate when you:
1 Setthe CE&SG unit as a Backup-SG node in a cluster configuration,
which is not a state meeting theeighborhood criteria
1 Reset the CSG unitcausing the unit to remove its Neighborhood
configuration and return to factory defaults.
When deleting members, ensure that a minimum of 28L& units remain in
the Neighborhood. Otherwise, €355 will delete this Neighborhood.

P> To delete a CGG unit fromthe Neighborhood
Choose Administration > Neighborhood.

Click the CGG unit that you want to delete, and click Remove Member.
Repeat this step until you remove all-SG units you want.

3. Click Send Update to save the changes and distribute the latest
Neighborhood information to the other members.

Important: Tochange the IP address of a &G unit which is alreadst
Neighborhood memberyou must remove it from the Neighborhood
configuration first. Otherwise, you are unable to delete the &G from the
Neighborhood.

Refresh a Neighborhood

You can retrieve the latest status of all Neighborhood members immediately in
the Neighborhood Configuration panel.

1. Choose Administration > Neighborhood.
2. Click Refresh Member Data.

3. Click Send Update toathe changes and distribute the latest
Neighborhood information to the other members.

Delete a Neighborhood

P> To delete a Neighborhood

Log into any GSG unit whose Neighborhood configuration you want to
remove.

2. Choose Administration > Neighborhood.
3. Click Delete Neighborhood.
4. Click Yes to confirm the deletion.
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Upgrade a Neighborhood

All CESG units in a neighborhood must use the same firmware version. The
CGCSG units cannot be upgraded while they are active neighborhood members.
Deactivate each member to upgrade it, then activate it again, and refresh the
neighborhood configuration.

> To upgrade a neighborhood:

Deactivate each C8G unit when you are ready to upgrade it. Stsnage
the Neighborhood Configuratiofon page276).

2. Upgrade each GS8G unit individually, following best practices for upgrades.
SeeUpgrading CE&SG(on page323).

3. Activate the members of the neighborhoauhce they have been upgraded.
SeeManage the Neighborhood Configuratiofon page276).

4. Refresh the neighborhood. S&efresh a Neighborhootbn page277).

Security Manager

The Security Manager is used to manage howsGQrovides access to users.
Within Security Manager you can configure authentication methods, SSL access,
AES or Custom Encryption, SSH settings, strong password rules, lockout rules,
the login portal, certiftates, and access control lists.

Security Manager

'/i Please provide login security information.

Login Settings Authentication Encryption | SSH Settingslportal lCertificate Access Control List

Security Defaults

By default, strong password are enforced for all new users, which includes the
password change frequency. SRequire strong passwords for all usgimn

page282).
All TLS protocols are enabled by default in new installations.

Note: This is not applied to remote users and diagnostic console port 23 users
admin or noradmin. These users follow the rules of tlaithentication server.

Remote Authentication

SeeRemote Authentication and Authorizatiofon page213) for detailed
instructions on configuring remote authentication servers.
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Check Your Browser for AES Encryption

CGSG supports AEIR8 and AE356. If you do not knowf your browser uses
AES, check with the browser manufacturer or navigate to the
https://www.fortify.net/sslcheck.htmiwebsite using the browser with the
encryption method you want to check. This website detects your browser's
encryption method and displaya report.

AES256 Prerequisites and Supported Configurations
1 A browser that supports AES

1 Installation of Java Cryptography Extension (JCE) Unlimited Strength
Jurisdiction Policy Files. Use the version that corresponds to your JRE
version.

P> To enable the AE356 encryption with your browser
Download JCE Unlimited Strengthigdiction Policy Files from Oracle.

Extract the files into your Java directory undldib \ security \. For
example,C:\ Program Files \Java 1.8.0 \lib \security \.

Configure TLS Browser Connection Protocol

Choose Administration > Security Manager, then click the Encryption tab for
TLS settings. Changes to this setting are logged in the Audit Log. At least one
option must be selected.

Security Manager

@ Please provide encryption security information.

| Login Settings | Authentication ‘ Encryption SSH Settings l Portal l Certificate l Access
Secure Gateway Client Connections
Encryption Mode Browser Connection Protocol: (Strongest->Weakest. Requires restart)
AES v Use TLS 1.3
AES Key Length: Use TLS 1.2
128 v Use TLS 1.1

Use TLS 1.0
Cipher Config
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> To configure TLS version:
I TLS v1.3is the best security protocol to use for this device.

1 TLS is enabled by default in new installations 6BGCTLS v1.3 is the most
secure praocol option. Select the most secure version that your
environment supports. All versions are enabled by default. Unchecked
protocols are not used. You should uncheck the lesser options to ensure
they are not used. At least one protocol must be enableitk@pdate to
save.

1 You must restart GSG for the change to take effect.

Note: Only TLS 1.0 is supported with the following devices: KX2 v2.7, KSX2 v2.7,
KX2101v2 v3.7. To ensure successful port connections to these devices, enable
TLS 1.0 in Security Manager and in the Java Control Panel.

TLS 1.3 requires java 1.8.0_341 ghler.

Standalone Admin client of the CommandCenter Secure Gateway does not
support TLS 1.3.

Configure Encryption Mode

AES Key Length selector is activated when AES Encryption Mode is selected and
cannot be modified when Custom Encryption Mode is selected.

To set the encryption mode and ciphers

Choose Administration >Security

Click the Encryption tab.

Select Encryption mode (AES/Custom) from the drop down list.

Custom Encryption mode provides a list of ciphers which can be selected
and move to selected pane.

5. Click Update to save.

POV

Secerty Nassper

[ Flamse provide encyptin securty nfermatin

280 Raritan.

A brand of [llegrand’



Raritan.

Abrand of O legrand

P List of Available ciphers

Encryption Mode
AES with 128 key length

Note: Set ciphers

AES with 256 key length

Note: Séciphers

Custom

Note:Ciphers can be set by tl
user
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Available ciphers

TLS_AES 128 GCM_SHA256
TLS_AES 256 GCM_SHA384

TLS_ECDHE_RSA WITH_AES_128 CBC_SHA
TLS ECDHE_RSA WITH_AES 128 CBC_SHA25¢
TLS ECDHE_RSA WITH_AES 128 GCM_SHA25
TLS_ECDHE_RSA WITH_AES_256_CBC_SHA
TLS ECDHE_RSA_WITH_AES 256 CBC_SHA38¢
TLS_ECDHE_RSA_ WITH_AES_256_GCM_SHA38

TLS_AES 256_GCM_SHA384
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA
TLS_ECDHE_RSA_WITH_AES 256 _CBC_SHA38¢
TLS_ECDHE_RSA_WITH_AES 256_GCM_SHA38.

TLS_AES_128 GCM_SHA256
TLS_AES_256_GCM_SHA384
TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA
TLS_ECDHE_RSA _WITH_AES_128_CBC_SHA25¢
TLS_ECDHE_RSA_WITH_AES 128 GCM_SHA25
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA38¢
TLS_ECDHE_RSA_WITH_AES 256_GCM_SHA38.
TLS_RSA WHTAES_128 CBC_SHA
TLS_RSA_WITH_AES_128_CBC_SHA256
TLS_RSA_WITH_AES_128 GCM_SHA256
TLS_RSA_WITH_AES_256_CBC_SHA
TLS_RSA_WITH_AES_256_CBC_SHA256
TLS_RSA_WITH_AES_256_GCM_SHA384

Note: If a valid cipher is not found for a TLS selected method, an error message

will appear.

Login Settings

The Login Settings tab allows you to configure Strong Password Settings and

Lockout Settings.
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View login settings
1. Choose Administration > Security.
2. Click the Login Settings tab.

Require strong passwords for all users

1. Choose Administration > Security.

2. Click the Login Settings tab.

3. Passwords must contain minimum of 8 and maximum of 64 characters.
4

Select a Password History Depth. The number specifies how many previous
passwords are kept in the history and cannot be reused. For example, if
Password History Depth is set to 5, users camause any of their

previous five passwords.

5. Select a Password Expiration Frequency. All passwords expire after a set
number of days. After a password expires, users will be asked to choose a
new password the next time they log in.

6. Select Strong PasswoRkquirements:
A Passwords must contain at least one lowercase letter.
A Passwords must contain at least one uppercase letter.
A Passwords must contain at least one number.
A

Passwords must contain at least one special character (for example, an
exclamation poinbr ampersand).

7. Click Update to save your changes.

Configure requirements for norstrong passwords

When strong passwords are not enabled, set the requirements forstiamng
passwords. Nosstrong passwords must comply with length requirements.
There are no requirements for type of characters.

To configure requirements for nostrong passwords:
Choose Administration > Security.
Click the Login Settings tab.

Make sure the Strong Passwords Required for All Users checkbox is
deselected.

4. In the NonStrong Password Settings section, select a Minimum Password
Length and Maximum Passwordniggh.

5. Click Update.

w N Y
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About CCSG passwords

All passwords must meet all criteria that the administrator configures. After
configuring password rules, all future passwords must meet these criteria. All
exising users must change their passwords at their next logins if the new
criteria are stronger than the previous criteria. Password rules apply only to
user profiles stored locally. Password rules on an authentication server must be
managed by the authenticain server.

In addition, any four contiguous characters in the user name and the password
cannot match.

Strong password rules require users to observe strict guidelines when creating
passwords, which makes the passwords more difficult to guess and, inytheo
more secure. Strong passwords are enabled ¥5GQy default. A strong
password that includes all strong password parameters is always required for
the CC Supedser.

You can use the Message of the Day feature to provide advanced notice to
users when the strong password rules will be changing and what the new
criteria are.

Lockout settings

Administrators can lock out €&G users and SSH users after a specified number
of failed login attempts. You can enable this feature for locally authenticated
users, for remotely authenticated users, or for all users.

Note: By default, the admin accouniagked out for five minutes after five
consecutive failed login attempts. For admin, the number of failed login
attempts before lockout and after lockout is not configurable.

To enable lockout:
Choose Administration > Security.
Clickthe Login Settings tab.

Select the Lockout Enabled for Local Users checkbox to enable lockout for
users who are locally authenticated. Select the Lockout Enabled for
Remote Users checkbox to enable lockout for users who are remotely
authenticated.

4. The deult number of Failed Login Attempts before a user is locked out is
five. You can change this value by entering a number from 1 to 10.

5. Choose a Lockout Strategy:

w N =Y

A Lockout for Period: specify the period of time, in minutes, the user will
be locked out befag they can login again. The default number is five
minutes. You can specify a period from 1 minute up to 1440 minutes
(24 hours). After the time expires, the user can log in again. At any
time during the lockout period, an administrator can override this
value and allow the user to log back into-8G.



Appendix AAdvanced Administration
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>

A Lockout Until Admin Allows Access: users are locked out until an
administrator unlocks the user account.

Type an email address in the Lockout Notification Email field. Notification
is sent to this email address when lockout has occurred. If the field is blank,
notification is not sentOptional.

Type a phone number in the Administrator's Telephone field. The phone
number will appear in the naotification email that is sent when lockout
occurs.Optional.

Click Update to save your changes.

To disable lockout:

When you disable lockout, all users curtly locked out of CGG will be
allowed to log in.

1.
2.
3.

Choose Administration > Security.
Open the Login Settings tab.

Deselect the Lockout Enabled for Local Users checkbox to disable lockout
for locally authenticated users. Deselect the Lockout Enabled for Remote
Users checkbox to disable lockout for remotely authenticated users.

Click Update to save your changes.

Allow concurrent logins per username

You can permit more than one concurrent-6G session with the same
username.

1.
2.

Choose Administration > Security.
Click the Login Settings tab.

A Select the Super User checkbox to allow more than one simultaneous
login with the CC Super User account.

A Select the System Administrators checkbox to allow concurrent logins
by users in thesystem Administrators user group.

A Select the Other Users checkbox to allow concurrent logins by all other
users.

Click Update to save your changes.

Configure the Inactivity Timer

You can configure the inactivity timer to specify how long é8GGession can
remain inactive before the user is logged out of&&

If a user has any connections to nodes open, the session is considered active,
and the user will not be logged out whéme inactivity timer expires.

>

1.
2.

284

To configure the inactivity timer:
Choose Administration > Security
Click the Login Settings tab.
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3. Type the desired time limit in the Inactivity Time field.
4. Click Update to save your changes.

Portal

Portal settings allow administrators to configure a logo and an access
agreement to greet users when they accessSGC

P> To configure the portal settings:
1. Choose Administration > Security.
2. Open the Portal tab.

Logo

A small graphic file can be uploaded to8& to act as a banner on the login
page. The maximum size of the logo is 998 by 170 pixels.

To upload a logo:
1. Click Browse in the Logo area of the Portal tab. An Open dialog appears.

2. Selectthe graphic file you want to use as your logo in the dialog, and then
click Open.

3. Click Preview to preview the logo. The selected graphic file appears to the
right.

4. Click Update to save your changes.

Restricted Service Agreement

A message can be configuredappear at the left of the login fields on the

login screen. This is intended for use as a Restricted Service Agreement, or a
statement users agree to upon accessing theSGC A user's acceptance of the
Restricted Service Agreement is noted in theflleg and the audit trail report.

To add a restricted service agreement to the-SG login screen:

1. Select the Require Acceptance of Restricted Service Agreement checkbox
to require users to check an agreement box on the login screérde
they are allowed to enter their login information.

2. Enter your message:

a. Select Restricted Service Agreement Message if you want to enter the
banner text directly.

A Type an agreement message in the text field provided. The
maximum length of the text message is 10,000 characters.

A Click the Font droglown menu and select a font for the message.

A Click the Size dregown menu and select a font size for the
message.

b. Selet Restricted Service Agreement Message File if you want to load a
message from a text (.txt) file.

28¢
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A Click Browse. A dialog window opens.

A In the dialog window, select the text file with the message you
want to use, and then click Open. The maximum lendtthe text
message is 10,000 characters.

A Click Preview to preview the text contained in the file. The preview
appears in the banner message field above.
3. Click Update to save your changes. The updates will appear on the login
screen the next time a user eesses GSG.

Certificates

In the Certificate tab, you can generate a certificate signing request (CSR) to be
sent to a certificate authority to apply for a digital identity certificate, generate
a self signed certificate, or import and export certificates and their private keys.

P> Certificate Requirements for Apple/Mac:

Due to newer security restrictions from Apple, Mac OS may not allow
seltsigned certificates. As of release 11.4, a valid certificate with the
hostname/IPs in the SAN signed by a trusted CA is required.

Check Appleugpport for guidance on certificates required for Apple devices:
https://support.apple.com/enus/HT210176

Certificate Tasks

Imported certificates should be in the PEM format.

When creating certificates, incledall Subject Alternative Names to ensure
there is no name mismatch. Java client's downloading jar activity checks for the
exact hostname match as provided in the download url.

CCSG generates SHA2 CSR anesggtied certificates.

Note: The button at théottom of the screen will change from Export to Import
to Generate, depending on which certificate option is selected.

To export current certificate and private key:
Choose Administration > Security.

Click the Certificate tab.

Select Export current certificate and private key.

Click Export. The certificate appears in the Certificate panel and the private
key appears in Private Kpgnel.

5. In each panel, select the text, and then press Ctrl+C to coppit.can
then paste the text wherever needed.

AP w DRV
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P> To generate Certificate Signing Request, and import pasted certificate
and private key:

The CSR will be submitted to the Certificate Server who will issue a signed
certificate. A root certificate will also kexported from the Certificate Server

and saved in a file. Once you receive the signed certificate from the certificate
signing authority, you can import the signed certificate, root certificate, and
private key.

1. Choose Administration Security.
2. Click the Certificate tab.

3. Click Generate Certificate Signing Request, and then click Generate. The
Generate Certificate Signing Request window opens.

4. Type the requested data into the fields.

a. Encryption Mode: If Require AE&cryption between Client and
Server is selected in the Administration > Security > Encryption screen,
AES&128 is the default. If AES is not required, DES 3 is the default.

Private Key Length: 2048 is the default. Choose 1024 through 4096.
Validity Period (days): Maximum 4 numeric characters.
Country Code: CSR tag is Country Name.

State or Province: Maximum 128 characters. Type in the whole state
or province nhame. Do not abéviate.

City/Locality: CSR tag is Locality Name. Maximum 128 characters.

g. Registered Company Name: CSR tag is Organization Name. Maximum
64 characters.

®ao00o

—

h. Division/Department Name: CSR tag is Organization Unit Name.
Maximum 64 characters.

i.  Fully Qualified Domin Name: CSR tag is Common Name.

j- Administrator Email Address: Type in the email address of the
administrator who is responsible for the certificate request. Maximum
256 characters.

k. Challenge Password: Maximum 64 characters.

5. Click OK to generate the CSRRe CSR and Private Key appear in the
corresponding fields of the Certificate screen.

6. Select the text in the Certificate Request box, and then press Ctrl+C to copy
it. Using an ASCII editor such as Notepad, paste the CSR into a file and save
it with a .ce extension.

7. Select the text in the Private Key box, and then press Ctrl+C to copy it.
Using an ASCII editor such as Notepad, paste the Private Key into a file and
save it with a .txt extension.

8. Submit the .cer file to the Certificate Server to obtaingned certificate.
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9. Download or export the root certificate from the Certificate Server and
save it to a file with a .cer extension. This is a different certificate from the
signed certificate that will be issued by the Certificate Server in the next
step.

10. dick Browse next to CA file and select the root certificate file.

11. Once you receive the signed certificate from the Certificate Server, select
Import pasted certificate and private key.

12. Copy the text of the signed certificate, and then press Ctrl+V to paste it
into the Certificate box.

13. Copy the text of the Private Key previously saved as a .txt file, and then
press Ctrl+V to paste it into the Private Key box.

14. Type raritan in the Passwofikld if the CSR was generated by8&. If a
different application generated the CSR, use the password for that
application.

Note: If the imported certificate is signed by a root and subroot CA (certificate
authority), using only a root or subroot cettite will fail. To resolve this, copy
and paste both root and subroot certificate into one file, and then import it.

To generate self signed certificate request:
Choose Administration > Security.
Click the Certificate tab.

Select Generate Self Signed Certificate, and then click Generate. The
Generate Self Signed Certificate window opens.

4. Type the requested data into the fields.

a. Encryption Mode: If Require AES Encryption betw@bkent and
Server is selected in the Administration > Security > Encryption screen,
AESL28 is the default. If AES is not required, DES 3 is the default.

Private Key Length: 2048 is the default. Choose 1024 through 4096.
Validity Period (days): Maximum 4 numeric characters.
Country Code: CSR tag is Country Name.

State or Province: Maximum 128 characters. Type in the whole state
or province name. Do not abéviate.

City/Locality: CSR tag is Locality Name. Maximum 128 characters.

g. Registered Company Name: CSR tag is Organization Name. Maximum
64 characters.

h. Division/Department Name: CSR tag is Organization Unit Name.
Maximum 64 characters.

w N Y
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i.  Fully Qualified Doain Name: CSR tag is Common Name.

j-  Administrator Email Address: Type in the email address of the
administrator who is responsible for the certificate request. Maximum
256 characters.

k. Challenge Password: Maximum 64 characters.
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5. Click OK to generate the c#itate. The Certificate and Private Key appear
encrypted in the corresponding fields of the Certificate screen.

Access Control List

An IP Access Control List specifies ranges of client IP addressescfoyauni

want to deny or allow access to §G. Each entry in the Access Control List
becomes a rule that determines whether a user in a certain group, with a
certain IP address, can accessSI& You can also set rules that apply to the
whole CESG systensglect System instead of a user group) at an operating
system level. Once you create rules, you can arrange them in the list to specify
the order in which they are applied. Rules at the top of the list take precedence
over rules in lower positions in thist.

IPv6 addresses cannot be used for Systevel rules. For all other rules, both
IP entries for the rule must be of the same type, that is, both IPv4 or both IPv6.

To view the Access Control List:
1. Choose Administration > Security.
2. Click the Access Control List tab.

To add a rule to the Access Control List:
1. Choose Administration > Security.
2. Click the Access Control List tab.

3. Click the Add Row icou to add a row to the table.

4. Specify a range of IP addresses to which you want to apply the rule by
typing the starting IP value it¢ Starting IP field and the ending IP value in
the Ending IP field.

5. Click the Group drogown arrow to select a user group to apply the rule
to. Selecting System will apply the rule to the wholeST&system.

6. Click the Action droglown arrow and select fw or Deny to specify
whether the specified users in the IP range can accesS&C

7. Click Update to save your changes.

» To add a rule to the Access Control List that allows or denies access at an
operating system level:

1. Choose Adminisation > Security.
2. Click the Access Control List tab.

3. Click the Add Row icou to add a row to the table.

4. Specify a range of IP addresses to which you want to apply the rule by
typing the starting IP value in the Starting IP field and the ending IP value in
the Ending IP field.

5. Choose Group > System.
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6. Click the Action droglown arow and select Allow or Deny to specify
whether the specified users in the IP range can accesS&@C

7. Click Update to save your changes.

P> To change the order in which G&EG applies rules:

1. Choose Administration > Security.

2. Click the Acess Control List tab.

3. Select a rule you want to move up or down in the list.

4. Click the up or down arrow until the rule is in position.

5. Click Update to save your changes.

> Toremove a rule from the Access Control List:

1. Choose Administr&in > Security.

2. Click the Access Control List tab.

3. Select the rule you want to remove, and then click the Remove Row icon.

=

4. Click Update to save your changes.

Notification Manager

Use Notification Manager to configure an external SMTP server so that
notifications can be sent from €&5. Notifications are used to email reports
that have been scheduled, email reports if users are locked out, and to email
status of failed or successfsitheduled tasks. S8@ask Manageron page291).
After configuring the SMTP server, you send a test email to the designated
recipient and notify the recipient of the result of the test.

Configure an External SMTP Server
1. Choose Administration > Notifications.
2. Select the Enable SMTP Notification checkbox.

3. Type the SMTP host in the SMTP host field. T&eminology/Acronyms
(on page?) for hostname rules. IPV6 is supported.

4. Type avalid SMTP port number in the SMTP port field.

5. Type a vadl account name that can be used to log in to the SMTP server in
the Account name fieldOptional. Check with your email server
administrator if this account information is required.

6. Type the account name's password in the Password arehis
Password &lds.Optional. Check with your email server administrator if
this account information is required.

7. Type avalid email address that will identify messages frofSE€@ the
From field.
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Type the number of times emails should besent should the send
process fail in the Sending retries field.

Type the number of minutes (from@0) that should elapse between
sending retries in the Sending retry interval (minutes) field.

Check Use SSL if you want emails to be sent securely using Secure Sockets
Layer (SSL).

dick Test Configuration to send a test email to the SMTP account specified.
You should check to make sure that the email arrives.

Click Update Configuration to save your changes.

Task Manager

Raritan.
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Use Task Manager to schedule-8G tasks on a daily, weekly, monthly, or
yearly basis. A task can be scheduled to run only once or periodically on a
specified day of the week and at a specified interval. For example, you could
schedule device backups tomu every three weeks on Fridays, or schedule a
particular report to be emailed to one or more recipients every Monday.

Note: Task Manager uses the server time that is set 6B@€r scheduling,
not the time on your client PC. The server time is disglaythe upper right
corner of each GSG page.

Task Types

These tasks can be scheduled:

= =4 -4 48 A -8 —a _—a _a -9

= =& -4 —a -2 -1

Active Directory Synchronization

Backup CGSG

Backup Device Configuration (individual device or device group)
Backup Dominion User Station Configuration

Pause and Resume Device Management

Copy Device Configuration (individual device or device group)
Group Power Control

Outlet Power Control

Power IQ Sychronization

Purge Logs: Purge the Audit Trail and Error Log, with additional option to
purge the Access Log.

Restart Device

Restore Device Configuration (does not apply to device groups)
Restore Dominion User Station Configuration

Upgrade Device Firmware (individual device or device group)
Upgrade Dominion User Station Firmware

Generate all reports

291
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Schedule Sequential Tasks

You may want to schedule tasks sequentially to confirat expected behavior
occurred. For example, you may want to schedule an Upgrade Device Firmware
task for a given device group, and then schedule an Asset Management Report
task immediately after it to confirm that the correct versions of firmware were
upgraded.

Email Notifications for Tasks

Upon completion of a task, an email message can be sent to a specified
recipient. You can specify where the email is sent and choose to send email
securely ia SSL in the Notification Manager. $é&stification Manager(on
page290).

Scheduled Reports

Scheduled reports are sent vianail to the recipients that you specify. You can
specify either CSV or HTML for the version of the emailed report.

All reports that have a Finished status are stored in HTML format e®GCiOr
30 days. You can view the finished reports in HTML formathpnselecting
Scheduled Reports on the Reports menu. Seleeduled Report®on page244).

Find and View Tasks

You can view tasks in a list filtered by the criteria you choose. For each task,
you can view details and history.

Note: If a task is changed or updated, its prior history no longer applies and the
Last Execution Date will be blank.

Toview a task:
1. Choose Administration > Tasks.

To search for tasks, use the up and down buttons to select the date range
of the task you want to view.

3. Filter the list further by selecting one or more (Ctrl+click) tasks, status, or
owner from each list.

4. Click View Tasks to view the list of tasks.

> Toview a task's history:
A Select the task, and click Task History.

P> To view a task's details:
A Doubleclick a task to open a dialog containing the task details.
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Schedule a Task

This section covers most tasks that can be scheduledS8sedule a Device
Firmware Upgradgon page295) for details on scheduling device firmware
upgrades.

To schedule a task:

Choose Administration > Tasks.

Click New.

In the Main tab, type a name and description for the task. Names can have

1-32 alphanumeric characters or underscores, no spaces.

Click the Task Data tab.

Click the Task Operation drafpwn menu and select the task you want to

schedule. Note that the fieklrequiring data will vary according to the task

selected. See the following sections for details on each task.

A Active Directory SynchronizatiorSBeeSynchronize All AD Moduléen
page223

A Backup CommandCenteBeeBacking Up CSG(on page316) for

details on backups and configuring automatic delete of old backup
files.

A Backup Device Configuratioi@eeBacking Up a Device Configuration
(on page89)

A Backup Dominion User Station ConfiguratioBeeBackup User
Station (on page377).

A Pause/Resume Device ManagemeS®eePausing CSG's
Management of a Devic¢on paged4) and Resuming Management of
a Deviceglon paged5) for pausing and resuming individual devices. See
Pause and Resume Management of Devices Using a Scheduled Task
(on pageds) for detais on scheduling a task to pause and resume
multiple devices or device groups.

A Copy Device ConfiguratiorBeeCopying Device Configuratiojon
page93)

A Group PowerControl: SeeNode Group Power Control

A Outlet Power ControlSee theCGSG User Guide.

A Power IQ SynchronizatiarSeeSynchronize Power IQ and SG(on
page383).

A Purge LogsSeeConfiguring Logging Activityon page257).

A Restart DevicesSeeRestarting a Devicéon page9d4)

A Restore Device ConfiguratiorSeeRestoring Device Configurations
(on paged0) (does not apply to device groups)

A Restore DominiorlJser Station ConfiguratiofSeeRestore User
Station (on page3798)
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A

A

A

Upgrade Device Firmware (individual device or device groi§ge
Schedule a Device Firmware Upgra@be page295).

Upgrade Dominion User Station FirmwarBeeUpgrade Use Station
(on page376)

Generate all reportsSeeReports(on page233).

Click the RecurrenceltaThe Recurrence tab is disabled for Upgrade
Device Firmware tasks.

In the Period field, click the radio button that corresponds to the period of
time when the scheduled task will recur.

a.

Once: Use the up and down arrows to select 8tart time at which
the task should begin.

Periodic: Use the up and down arrows to select the Start time at which
the task should begin. Type the number of times the task should be
executed in the Repeat Count field. Type the time that should elapse
between repetitions in the Repeat Interval field. Click the ddmpvn

menu and select the unit of time from the list. To set the task to run at
a selected interval forever or until you change or delete the task,
select the "Ongoinguntil the task is changedr canceled” checkbox.
The Repeat Count is disabled. Set the Repeat Interval.

Daily: Click the Every day radio button if you want the task to repeat
every day of the week. Click the Every weekday radio button if you
want the task to repeat each day from Mday through Friday.

Weekly: Use the up and down arrows to select how many weeks
should elapse between task executions, then select the checkbox next
to each day on which the task should recur each week that it runs.

Monthly: Type the date on which the tashould execute in the Days
field, and then select the checkbox next to each month in which the
task should recur on the specified date.

Yearly: Click the dredown menu and select the month in which the
task should execute from the list. Use the up and down arrows to
select the day in that month on which the task should execute.

For Daily, Weekly, Monthly, and Yearly tasks, you must addraand end
time for the task in the Range of recurrence section. Use the up and down
arrows to select the Start at time and Start date. Click the radio button
next to No end date if the task should recur as specified indefinitely, or
click the radio btton next to End date, and then use the up and down
arrows to select the date at which the task should stop recurring.

Click the Retry tab.

If a task fails, GSG can retry the task at a later time as specified in the
Retry tab. Type the number of times-SG should retry to execute the
task in the Retry count field. Type the time that should elapse between
retries in the Retry Interval field. Click the dedpwn menu and select the
unit of time from the list.
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Important: If you are scheduling a task to upgrade SX or KX devices, set the
Retry Interval for more than 20 minutes, because it takes approximately 20
minutes to successfully upgrade these devices.

11. Click the Noaotification tab.

12. Specify email addresses tdiigh a notification should be sent upon task
success or failure. By default, the email address of the user currently
logged in is available. User email addresses configured in the User Profile.
To add another email address, click Add, type the email addrethe
window that opens, and then click OK. By default, email is sent if the task
fails. To notify recipients of successful tasks, select On Success.

13. Click OK to save your changes.

Schedule a Device Firmware Upgrade

You can schedule a task to upgrade multiple devices of the same type, such as
KX or SX, within a device group. Once the task begins, an Upgrade Device
Firmware report is availablie the Reports > Scheduled Reports menu to view
the upgrade status in real time. This report is also emailed if you specify the
option in the Notification tab.

See the Raritan User Guide for each device for estimated upgrade times.

To schedule a Devicerfware Upgrade:

Choose Administration > Tasks.

Click New.

In the Main tab, type a mae and description for the task. The Name you

choose will be used to identify the task and the report associated with the

task.

Click the Task Data tab.

5. Specify the device upgrade details:

a. Task Operation: Select Upgrade Device Firmware

b. Device Group: Select the device group that contains the devices you
want to upgrade.

c. Device Type: Select the type of device you want to upgrade. If you
need to upgrade more than one device type, you must schedule a task
for each type.

d. Concurrent Upgrades: Specify the number of devices that should begin
the file transfer portion of the up@de simultaneously. Maximum is
10. As each file transfer completes, a new file transfer will begin,
ensuring that only the maximum number of concurrent transfers
occurs at once.

e. Upgrade File: Select the firmware version to which you want to
upgrade. Onhavailable upgrade files that are appropriate for the
device type selected will appear as options.

6. Specify the time period for the upgrade:

w N Y
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10.

a. Start Date/Time: Select the date and time at which the task begins.
The start date/time must béater than the current date/time.

b. Restrict Upgrade Window and Latest Upgrade Start Date/Time: If you
must finish all upgrades within a specific window of time, use these
fields to specify the date and time after which no new upgrades can
begin. SelecRestrict Upgrade Window to enable the Latest Upgrade
Start Date/Time field.

Specify which devices will be upgraded, and in what order. Place higher
priority devices at the top of the list.

a. Inthe Available list, select each deviaiywvant to upgrade, and click
Add to move it to the Selected list.

b. Inthe Selected list, select a device and use the arrow buttons to move
the devices into the order in which you want upgrades to proceed.

Specify whether failed upgrades should be i
a. Click the Retry tab.

b. Retry Count: Type the number of times-8G should retry a failed
upgrade.

c. Retry Interval: Enter the time that should elapse between retries.
Default times are 30, 60, and 90 minutes. These are the optietiyl
intervals.

Specify email addresses that should receive notifications of success and
failure. By default, the email address of the user currently logged in is
available. User email addresses are configured in the User Profile.

a. dick the Notification tab.

b. Click Add, type the email address in the window that opens, and then
click OK.

c. Select On Failure if you want an email sent if an upgrade fails.

d. Select On Success if you want an email sent when all upgrades
complete successfully

Click OK to save your changes.

When the task starts running, you can open the Upgrade Device Firmware

report any time during the scheduled time period to view the statfithe
upgrades. Sebpgrade Device Firmware Repddn page244).

Change a Scheduled Task

You can change a scheduled task before it runs.

w N Y

To change a scheduled task:
Select the task you want to change.
Click Edit.

Change the task specifications as needed. S#edule a Tasfon page
293) and Schedule a Device Firmware Upgrafte page295) for tab
descriptions.
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Click Update to save your changes.

Reschedule a Task

The Save As function in Task Manager enables you to reschedule a completed
task that you want to run again. This is also a convenient way to create a new
task that is similar to a completed task.

>

To reschedule a task:
Choose Administration > Tasks.

In the Task Manager page, select the task you want to reschedule. Use the
filtering criteria to search for the task.

Click Save As.

In the Save As Task window that opens, the tabs are populated with the
information from the previously configured task.

Change the task specifications as needed. Selkedule a Tasfon page
293) and Schedule a Device Firmware Upgrafte page295) for tab
descriptions.

Click OK to save your changes.

Schedule a Task that is Similar to Another Task

You can use a previously configured task as a "template" to schedule a new
task with similar specifications.

>
f

To schedule a task that is similar to another task:
SeeReschedule a Tagkn page297).

Delete a Task

You can delete a task to remove it from the Task Manager. You cannot delete a
task that is currently running.

>
f

To delete a task:
Select the task, then click Delete.
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ScheduleDominion User Station Firmware Upgrade

You can schedule a task to upgrade one or more Dominion User Stations. Once
the task begins, an Upgrade Dominion User Station Firmware report is available
in the Reports > Scheduled Reports menu to view the upgrade status in real
time. This report is alsemailed if you specify the option in the Notification tab.

Note: You must upload Dominion User Station firmware t&G®efore
scheduling this task . Sespload Firmwareg(on page250).

P> To Schedule User Station Firmware Upgrade
Choose Administration > Tasks and then click New.

2. In Main tab: Type a name and description for the task. The Name you
choose will be used to identify the task and the report associated with the
task.

3. Tab Task Data: Select Upgrade Dominion User Station Firmware as Task
Operation. Task Details:

A ConcurrentUpgrades: Increment the number based on concurrent
upgrades.

A Start Date/Time: Select start date and time.

A Upgrade File: Uploaded file is populated and list is available if
multiple firmware files are uploaded.
A Restrict Upgrade Window and Latest UpgradetSdate and Time:
If you must finish all upgrades within a specific time, enable the
check box and provide the date and start time.
A Devices For Firmware Upgrade: Select available devices and add to
the selected pane.
4. Tab Retry: Retry Count allows-SG taretry the task in case of failure.
Retry Interval defines the time interval between each try.
5. Tab Notification: Add Notification email address and condition upon which
email should be sent upon task success or failure.

6. Click OK.

Schedule Dominion User Station Backup

You can schedule a task to backup Dominion User Station Configuration. Once
the task finishes you can view the task history or audit trail to get more
information.

P> To schéule backup task of Dominion User Station:
Choose Administration > Tasks and then click New

In the Main tab: Type a name and description for the task. The Name you
choose will be used to identify the task and the report associated with the
task.
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Tab Task Data: Select Backup Dominion User Station Configuration as Task
Operation. In Task Detailsel&ct available device and click Add to be
selected for backup.

Tab Recurrence:

A Choose Recurrence pattern period and start time. This allows backups
to run a set number of times in a certain time frame without
reconfiguring.

A For Daily, Weekly, Monthly andearly Recurrence Range, provide start
and end time.

Tab Retry: Retry Count allows-SG to retry the task in case of failure.

Retry Interval defines the time interval between each try.

Tab Notification: Upon completion of a task, an email message cagriie

to a specified recipient. You can specify where the email is sent and choose

to send.

Click OK

Schedule Dominion User Station Restore

You can restore Dominion User Station configuration from a list of available

backups.

P> To schedule Dominion User Station Restore

1. Choose Administration > Tasks

2. Click New

3. In the Main tab, type a name and description for the task. The Name you

choose will be used to identify the task and the report associated with the
task.

Tab Task Data:
A Task Operation: Select Restore Dominion User Station Configuration.
A Device to restore: Select the device from the drop down.

A Once the device is selected the Available Backups list populates.Backup
files are listed with name, date and time it was created and the data
version.

A Select the backup file.you want to use.

Tab Reurrence:

A Choose Recurrence pattern period and start time. This allows backups

to run a set number of times in certain time frame without
reconfiguring.

A For Daily, Weekly, Monthly and Yearly Recurrence Range provide start
and end time.

Tab Retry: Retrydlint allows CESG to retry the task in case of failure.
Retry Interval defines the time interval between each try.
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Tab Notification: Upon completion of a task, an email message can be sent
to a specified recipient. You can specify where the email is sghthoose
to send.

Click OK.

300

SSH Access to GG

Use Secure Shell (SSH) clients, such as Putty or OpenSSH Client, to access a
command line interface to SSH (v2) server ofBGCONly a subset of GG
commands is provided via SSH to administer devices ar8&itself.

The SSH client user is authenticated by theSGdn which existing
authentication and authorization policies are applied to the SSH client. The
commands available to the SSH client are deieed by the permissions for
the user groups to which the SSH client user belongs.

Administrators who use SSH to accessSGXannot log a CC Sujprer SSH
user out, but are able to log all other SSH client users out, including System
Administrators.

w N =Y

Ea

To access GEG via SSH:
Launch an SSH client, such as PuTTY.
Specify the IP address of the-SG.

Specify the SSH port number. Default is 22. You can enable or disable SSH
and configure the port for SSH access in Security ManageEridxde SSH
Accesgon page301).

Open the connection.

Log in with your GSG username and password.

A shell prompt appears.

Raritan.
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> To display all SSH commands:
1 Atthe shell prompt, type Is to display all commands available.

2P 192.168.59.124 - PuTTY [ =[E -

Enable SSH Access
Enable SSH access in the Admin Client to allow users to accessSi&uEg

SSH.

> To enable SSH access:

1. Choose Administration > Security.

2. SSH Settings tab, select the Enable SSH Access checkbox.
3. Set other options for SSH access:

a. Enter the port number for SSH access in the SSH Server Port field.
Default is 22.

b. Select the Enable SSH DPA checkbox to allow direct conmeetith
SX serial port targets using SSH. When the checkbox is not selected,
attempts to connect to a serial port target using Direct Port Access are
refused.

Cc. SSH Auth Type: Select the SSH authentication method

Raritan. 301
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A Password
A Key
A Password and Key

Security Manager
@ Please provide SSH settings.

J Login Settings Authentication Encrvphon] SSH Settings [l'nmal [ Certificate | Access Control List
SSH Settings

Enable SSH Access

SSH Server Port:

Enable SSH DPA
SSH Auth Type:
[Password and key =]
Password [

Key

Password and Key
4. Click Update.

Get Help for SSBommands

You can get limited help for all commands at once. You can also-depth
help on a single command at a time.

To get help for a single SSH command:

1. Atthe shell prompt, type the command you want help for, followed by a
space and h. For example:

connect -h

2. Information on the command, parameters, and usage appear in the
screen.

To get help for all SSH commands:

1. Atthe shell pronpt, type the following command:
help

2. A short description and example for each SSH command appears in the
screen.
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SSH Commands and Parameters

The following &ble lists all commands available in SSH. You must be assigned
the appropriate privileges in G8G to access each command.

Some commands have additional parameters that you must type to execute
the command. For more information about how to type commarsis
Command Tipgon page305).

P> To list active ports:
activeports

> To list active users:
activeusers

P> To backup a device configuration:

backupdevice <[ - host <host>] | [ - id <device_id>]>
backup_name [description]

» To clear the screen:
clear

P> To establish a connection to a serial port:

If <port_name> or <device_name> contains spaces, surround the name by
quotes.

connect [ - d <device_name>] [ - e <escape_char>] [ -C
<escape_mode>]<[ - n<port_name>]|[ - i<inteface_id>] |
[port_id]>

P> To copy a device configuration from one device to anoth8iX devices
with same number of ports only:

copydevice <[ - b <backup_id>] | [source_device_host]>
target_device_host

P> To close port connection:
disconnect <[ - u<username>][ - p <port_id>] [ -id

<connection_id>]>

» To enter maintenance mode:
entermaint minutes [message]

» To exit maintenance mode:
exitmaint

P> To search for text from piped output stream:
grep search_term

30c
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P> To view the help screen for all commands:
help

P> To list available device configuration backups:
listbackups <[ - id <device_id>] | [host]>

> To list available devices:
listdevices

P To list firmware versions available for upgrade:
listfirmwares [[ - id <device_id>] | [host]]

P> To list all interfaces:
listinterfaces [ - id <node_id>]

» To list all nodes:
listho des

P> To list all ports:
listports [[ - id <device_id>] | [host]]

P> To logoff a user:
logoff [ - U <username>] message

> To list all commands:
Is

> To specify paging:
more [ - p <page_size>]

P> To ping a device:
pingdevice <[ - id <device_id>] | [host]>

> To restart CESG:
restartcc minutes [message]

P> To restart a device:

restartdevice <[ - id <device_id>] | [host]>

P> To restore a device configuration:

restoredevice <[ - host <host>] | [ - id <device_id>]>
[backup_id]

» Toshutdown CGSG:
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shutdowncc minutes [message]

> To open an SSH connection to an SX device:
ssh [ -e<escape _char>] <[ - id <device_id>] | [host]>

> To change a user:
Su[ -u<user_name>]

> To upgrade a device's firmware;
upgradedevice <[ - id <device_id>] | [ho st]>

» To list all current users:
user_list

> To exit the SSH session:
exit

Command Tips

1 For commands that pass an IP address, suclpgsadedevice,  you
can substitute the hostname for an IP address. Bereninology/Acronyms
(on page?) for hostname rules.

I Parts of a command in square brackets are optional. You do not have to
usethat part of the command.

1 Some commands contains two segments separated by the "Or" sign: |
You must enter one of the listed parts of the command, but not both.

1 Parts of a command in angle brackets show the text that you must type. Do
not type the ande brackets. For example:

Command syntax Device ID value You should type
ssh -id <device_id> 100 ssh -id 100

1 The default escape character is a tilde followed by a period. For example:

SeeEnd SSH Connectioft page308) for details on using the escape
character and the exit command.

You may have problems using the escape character in the Linux terminal or
client. Raritan recommends that you define a new escape character when
establishing a port connection. The commandasnect|[ -e
<escape_char>][port_id] . For example, to define "b" as the escape
character when connecting to the port with id 2360, tygennect -eb

2360.

30t
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Create an SSH Connection to a SeHahbled Device

You can create an SSH connection to a seriabled device to perform
administrative operations on the device. Once connected, the administrative
commands supported by the selienabled device are available.

Note: Before you connect, ensure that the segigbled device has been added
to the CESG.

1. Typelistdevices to ensure the seriaénabled device has been added
to CGSG.

2. Connect to the device by typirggh - id <device_id>
Using the figure above as an example, you can connect-229Xy typing
ssh -id 1370

%5 ssh -id 1370

w550

Use SSH to Connect to a Node via a Seriat@tBand Interface

You can use SSH to connect to dethrough its associated serial eof-band
interface. The communication to the target node will take place through the
SSH connection to the €3G.

SX2 and DSAM nodes are accessible via CommandCenter Secure Gateway
1. Typelistinterfaces to view the node ids and associated interfaces.

& 192.168.32.58 - PuTTY
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- i <interface_id|node_name> to connect to the
node associated with the interface. If there are multiple serial interfaces in
one node, the first available one will be connected.

3. At the prompt that appears, you can enter specific commands or aliases.

Command
quit

get_write

get_history

send_break

help

Alias
q

gw

gh

sb

?,h

Description

Terminates connection and returns to SSH
prompt.

Gets Write Access. Allows SSH user to execlt
commands at target server while browser use
can only observe proceedings.

Gets History. Displays the last few command:
and results at target server.

Sends Break. Breaks the loop in target serve
initiated by browser user.

Prints help screen.
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End SSH Connections

You can make SSH connections teSGlonly, or you can make a connection to
CGSG and then make a connection to a port, device, or node managed by
CGSG. There are different ways to end these connections, depending on which
part you want to end.

> To exit he entire SSH connection to €315:

This command ends the entire SSH connection, including any port, device, or
node connections made through SG.

1 Atthe prompt, type the following command and press the Enter key:

exit

> To end a connection to a port, device, or node while remaining
conneced to CCSG:

You can use the escape character to end a connection to a port, device, or node
while keeping your SSH connection to&& open.

The default escape character is: Control key, hyphen, period
1 Atthe prompt, type the following command and pseBnter:
Control-]
You may have problems using the escape character in the Linux terminal or

client. Raritan recommends that you define a new escape character when
establishing a port connection. The commandadsnect|[ -e

<escape_char>][port_id] . For xéample, to define "b" as the escape
character when connecting to the port with id 2360, tygennect -eb
2360.

Direct Port Access to Dominion SX Serial Targets

CCSG allows SSH direct port access for serial targets of Dominion SX and SX2
devices managed by €385, You must enable this option first. &#@ble SSH
Accesgon page301).

All SSH pagtrough sessions are proxied by-SG.

A configurable escape character allows users to escape to the port menu as
needed during SSH sessions on the target, to access thmaonds available on
the port, such as write lock and history.

Up to 30 concurrent sessions are allowed.
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Naming Ports and Nodes for Serial Targets with Direott Access

When using direct port access to serial targets of Dominion SX, combined with
accessing ports on the SX without usingSIx; it is recommended that the port
name and the node name for the target are identical.

If the port name and the node nagrare not the same, you will need to know
both names, and use the correct name depending on your point of access. For
example, depending on whether you access vieSGCor directly via SX.

CCSG enforces unique node names. Make all changes-BGC@Singhese
procedures to ensure a unique name is propagated to the port, to keep names
in synch, and to prevent connections from going to the wrong target.

> To name ports and nodes for serial targets with direct port access:

1. When configuring SX ports on-SG, set the node name and the port
name to be the same. The port name propagates to the SX.

2. Configure only 1 serial interface per-SG node. This results in unique
names for nodes that are identical to the port name.

3. Whenchanging a GSG node name, change the port name to be the same
to keep the SX port name and its associated node in synch. The new port
name propagates to the SX.

Direct Port Access SSH Comrdan

Use the following command to make a direct port connection to a target of a
Dominion SX device. The Dominion SX device must be manageelsy. TG
achieve direct port access, the SG username, node name, escape character
for the session, and C8G hosame or IP address are included in one
command.

> Sample Command:

ssh -1
username[:ccsg_node_name[:[escape_mode][:escape_char]
J{hostname | IP_address}
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Direct Port Access Command Pararaet

Parameter
username

ccsg_node_name

escape_mode

310

Details

CGSG username for the user making the
connection.

User must have access permission for the
target.

The node name for the serial target. This

name must be the same as the port name.

SeeNaming Ports and Nodes for Serial

Targets with Direct Port Accegsn page

309

A The colon character ":" is not allowed
within names.

A " can only be used as a separator
between username, ccsg_node_name,
escape_mode, and escape_chagact

A If the name contains space characters,
you must enclose the name in double
quotes.

A You must escape left and right
parentheses within names, "(" and )"
using a backslash character

Example: to escape the parentheses in

"Port32(2)"

ssh - ladmin:Port32 \(2)\)
10.0.20.11

Optional. The escape_mode parameter
modifies the escape mode from the default
control  ornone

Control is the default mode, and can be lefi
blank. Use the : even if left blank.

Changes to the escape_mode anade per
port and are valid only for the duration of th
session. Changes are not persistent.
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Parameter Details

escape_char Optional. The escape_character parametel
used to modify the escape character from
the default.

Default escape is ].

Changes to the escape_chaeanade per
port and are valid only for the duration of tt
session. Changes are not persistent.

hostname|IP_address The hostname or the IP address of the&&
that manages the Dominion SX.

Example: Modify Escape Character to Left Bracket in DPA

P> To modify theescape character to left bracket in a direct port access
session:

ssh - lusername:ccsg_node_name::[{hosthame|lP_address}

When connected to the target, user presses Control+[ to escape to the port
menu.

Example: Modify Escape Mode to None in DPA

P> To modify the escape mode to none in direct port accesssion:

ssh -l username:ccsg_node_name:none
{hostname|IP_address}

When connected to the target, user presses ], the default escape character, to
escape to the port menu.
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Serial Admin Port

The serial admingrt on CESG can be connected directly to a Raritan serial
device, such as Dominion SX2 or KX3/KX4101 with DSAM.

You can connect to the SX2 via the IP address using a terminal emulation
program, such as HyperTerminal or PUTTY. Set the baud rate in theaérm
emulation program to match the SX2 baud rate.

> SX2 requirements:

Use an ASCSDB9F adapter to connect thB&Qnit to the SX2. Use the default
SX2 port settings: 9600 bps, Parity = None/8, Flow Control = None, Emulation =
VT100.

» E1 Serial Admin Port:

About Terminal Emulation Programs
PuUTTY is a free program you can download froenimternet.
Administrators are advised to keep a record of theirSE&serial number,

particularly for virtual appliances. You will need the serial number if technical
support must assist you using the FS2 password.

Finding Your CGSG Serial Number

To find your CE&SG serial number:
Log into the Admin Client.
Choose Help > About Raritan Secure Gateway.

e e

A new window opens with your €85 serial number.
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Web Services API

You must accept the End User Agreement before adding a Web Services API
client to CESG. See the CRG Web Services API Guide for detailssinguthe
API.

» To add a Web Services API:

Select Access > Add Web Services API. This option is available only for
users with the CC Setup and Control Privilege.

2. Read the End User Agreement.

A You can copy and paste the text to save it, or choose Secure Gateway >
Print.

A After you complete configuration, this agreement will also be available
in the Access menu.

3. Click Accept. The New Web Services API Configuration window opens.
4. Type in the data requested about your web services client.
A Web Services Client Name: Maximuhdharacters.

A License Key: Your license key from Raritan. Ea¢<G0@hit must have
a unique license key.

A IP Address/Hostname: Maximum 64 characters.

A HTTPS Web Services Port: Realy field. CESG uses port 9443 when
trust establishment is generated.

A Liensed Vendor Name: Maximum 64 characters.
5. Generate a seléigned certificate.

a. Encryption Mode: If Require AES Encryption between Client and
Server is selected in the Administration > Security > Encryption screen,
AES&128 is the defaul If AES is not required, DES 3 is the default.

Private Key Length: 2048 is the default. Choose 1024 through 4096.
Validity Period (days): Maximum 4 numeric characters.
Country Code: CSR tag is Country Name.

State or Province: Maximum 128 characters. Type in the whole state
or province hame. Do not abbreviate.

City/Locality: CSR tag is Locality Name. Maximum 128 characters.

g. Registered Company Name: CSR tag is Organization Name. Maximum
64 characters.

®ao0o

—h

h. Divisi;m/Department Name: CSR tag is Organization Unit Name.
Maximum 64 characters.

i.  Fully Qualified Domain Name: CSR tag is Common Name.

j- Administrator Email Address: Type in the email address of the
administrator who is responsible for the certificate requesaxnum
256 characters.
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k. Challenge Password: Maximum 64 characters.

Note: The Challenge Password is used internally ¥GC0 generate the
certificate. You do not need to remember it.

|. Password: Enter a keystore password. Use this password to open
the .PL2 file that you will save in step 7. If you copy the generated
certificate and import into your own keystore instead, you do not
need to remember this keystore password.
6. Click Generate Certificate. The text appears in the Certificate box.
7. Click Save to File to save the certificate to a .P12 file. Or, copy the
generated certificate and import it into your own keystore.

8. Click Add to save your changes.

CCGNOC
As of CE&SG release 4.2, eOC is not accessible from-SG.
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Maintenance Mode

Maintenance mode restricts access to-8G so that an administrator can

perform operations without disruption. Some examples of operations that are
best performedm maintenance mode include changing the inactivity timer or
backing up CSG. This ensures that system wide settings, such as the inactivity
timer, will be changed for all users.

Current users, except the administrator who is initiating Maintenance Mode,
are alerted and logged out after the configurable time period expires. While in
Maintenance Mode, other administrators are allowed to log inteSI&; but
non-administrators are prevented from logging in. An SNMP trap is generated
each time CGG enters orndts Maintenance Mode.

Note 1: Maintenance Mode is available only on standalon&G@nits that are
not in cluster configurations.

Note 2: Upgrade GSG is disabled until you enter Maintenance Mode.

Scheduled Tasks and Maintenance Mode

Scheduled tasks cannot execute while&&is in Maintenance Mode. SEask
Manager (on page291). When CESG exits Maintenance Mode, scheduled
tasks will be executed as soon as possible.
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Entering Maintenance Mode

1. Choose System Maintenance > Maintenance Mode > Enter Maintenance
Mode.

2. Password: Type your password. Only users with the CC Setup and Control
privilege can enter maintenance mode.

3. Broadcast message: Type the message that will display to users who will be

logged out of CSG.

4. Enter maintenance mode after (min): Enter the nuenlof minutes (from
0-720) that should elapse before G enters maintenance mode.
Entering zero minutes causes Maintenance Mode to begin immediately.
If specifying over 10 minutes, the broadcast message displays to users
immediately, and then repeats 40 and 5 minutes before the event
occurs.

Click OK.

Click OK in the confirmation dialog box.

o a

Exiting Maintenance Mode

1. Choose System Maintenance > Maintenance Mode > Exit Maintenan
Mode.

2. Click OK to exit Maintenance Mode.

3. A message appears when-SG has exited Maintenance Mode. All users
will now be able to access G normally.

316

Backing Up GGG

The best practice is to enter Maintenance Mode before backing up@C
EnteringMaintenance Mode ensures that no changes are made to the
database while it is being backed up.

You can store up to 50 backup files on&& Once you have reached 50
backup files, you cannot create any new backups until you delete some old
backup files frmmn CCSG.

When you run the GSG backup as a task, select Automatic Delete when
Maximum Reached to automatically delete the oldest backup file when the

maximum number of backup files is reached. This setting is only available when

creating a Backup C8G ask. When a backup file is deleted as part of the
backup CEG task, the audit log will contain an entry for each file deleted. .

To backup CSG:
Choose System Maintenance > Backup.
Type a name for this backup in the Backup Namd.fiel

w N Y

Type a description for the backup in the Description fi€lgtional.
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4. Select a Backup Type: Full or Standard.\8hkat is the difference
between Full backup and Standard backuf@h page3198)

5. If you are setting this backup as a task from the Administration > Tasks
page, select the Automatic Delete When Maximum Reached checkbox to
allow CESG to delete the oldest backup file in storage locally when the
maximum number of files is reached. Set the maximum number in the
Maximum Backup Files field. The default number is 50 backup files.
Optional.

6. To save a copy of this backup file toexternal server, select the Backup
to Remote Location checkbo®ptional.

a. Select a Protocol used to connect to the remote server, either FTP or
SFTP

b. Type the IP address or hosthname of the server in the IP
Address/Hostname field. IPV6 is supported.

c. If you are not using the default port for the selected protocol (FTP: 21,
SFTP: 22), type the communications port used in the Port Number
field.

Type a userame for the remote server in the Username field.
Type a password for the remote server in the Password field.

f.  Inthe Directory (Relative Path) field, specify the location to save the
backup file on the FTP server.

A Leave this field blank to save the bacKile to the default home
directory on the FTP server.

A Enter a path relative to the default home directory to save the
backup file in a level below the default home directory on the FTP
server. For example, to save the backup file in a folder called
"Backups" under the default home directory, entBackups in
the Directory (Relative Path) field.

g. Inthe "Filename (leave blank to use the default filename convention)"
field, type a filename for naming the backup on the remote server, or
leave blank to accephe default name. The default name includes
"backup" with a date and time.

h. Click Save As Default if you want to save current remote server
settings as default values. A confirmation message appears. Click OK.
Optional.

7. Click OK.

A message appears when the backup completes. The backup file is saved in

the CCSG file system, aritispecified in the Backup to Remote Location

field, to a remote server as well. This backup can be restored at a later

time.

Important: The Neighborhood configuration is included in the SG backup
file so make sure you remember or note down its settiajthe backup time.
This is helpful for determining whether the backup file is appropriate for the
CGCSG unit you restore.
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What is the difference between Full backup and Standard backup?

P> Standard backup:

A standard backup includes all data in all fields of all CCSG pages, except for
data in the following pages:

1 Administration > Configuration Manager > Network tab
1 Administration > Cluster Configuration

CCSG backup files stored on CCSG are also not bgzkéduwican view the list
of backup files stored on CCSG in the System Maintenance > Restore page.

Standard backup also excludes other temporary data in fields, such as date
ranges in Report pages.

P> Full backup:

A Full backup includes everything in the Staird backup, and also backs up the
CGCSG firmware files, device firmware files, application files, and logs.
Application files include AKC, VKC, RSC, and VNC.

Saving and Deleting Backup Files

Use the Restore CommandCenter screen to save and delete backups stored on
CCSG. Saving backups allows you to maintain a copy of the backup file on
another PC. You can create an archive of backup files. Backup files saved to
another location can be uploaded other CESG units and then restored to

copy a configuration from one €& to another.

Deleting backups you do not need saves space on tR8@&C

Save a Backup File
1. Choose System Maintenance > Restore Command Center.

2. Inthe Available Backups table, select the backup you want to save to your
PC.

3. Click Save to File. A Save dialog appears.

4. Type a name for the file and choose the location where you want to save
it.

5. ClickSave to copy the backup file to the specified location.

Delete a Backup File

1. Inthe Available Backups table, select the backup you want to delete.
2. Click Delete. A confirmation dialegpears.

3. Click OK to delete the backup from the-8G system.
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Restoring C&SG
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You can restore GEG using a backup file that you created.

A backup file created from a Release 9.5 or later Evaluation versi@GQ@n
be used to restore GSG.

Important: The Neighborhood configuration is included in the <SG backup
file so make sure you remember or note down its setting at the backup time.
This is helpful for determining whether the backup file is approprida the
CGCSG unit you restore.

You must break a cluster configuration before restoring. S2elete a Cluster
(on page272).

» Torestore CSG:

1. Choose System Maintenance > Restore. The Restore CommandCenter page

opens, displaying a list of backup files available t&5GCYou can see the
type of backup, the date of the backup, the description, whaiSGC
version it was made from, and the size bétbackup file.

2. If you want to restore from a backup stored off of the-8G system, you
must first upload the backup file to €355 Optional.

a. Click Upload.

b. Browse for the backup file, and select it in the dialog window. You can
retrieve the file from anywhere on your client's network.

c. Click Open to upload this file to €8G. When complete, the backup
file appears in the Available Backups table. Backup fikzgted in
evaluation versions of C8G are marked aseVval" as part of the
version number.

3. Select the backup file you want to restore in the Available Backups table.

4. If applicable, select what kind of restore you want to perform from this
backup:

A Standad - Restores only critical Data to 3G. This includes GG
configuration information, Device and Node configurations, and User
configurations. Sehat is the difference between Full backup and
Standard backupfon page318)

A Full- Restores all Data, Logs, firmware, Application Files, and license
files stored in the backup file. S¥¢hat is the difference between Full
backup and Standard backug®@n page318) This requires that a full
backup was made for the file. Look at the Type column in the Available
Backups table to see what full backups are available.

A Custom- Allows you to specify which compents of the backup to
restore to CESG by checking them in the Restore Options area. Select
each of the following to include them in the restore:
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A Restore Data CGSG configuration, Device and Node configuration,
and User Data. Selecting Data restores $t@ndard backup
portion of a Full backup file. S¥¢hat is the difference between
Full backup and Standard backugén page318)

A Restore LogsError logs and event reports stored on-8G

A Restore CC FileStored files used for updating the G server
itself.

A Restore Firmware binariesStored firmware files used for
updating Raritan devices managed by S&

A Restore Applicabns- Stored applications used by GG to
connect users to nodes.

A Restore LicensesStored license files that allow access to&&
functions and nodes. Sesvailable License&n page20).

Type the number of minutes (from@0) that CESG will wait before
performing the restoreoperation in the "Restore after (min.)" field. This
gives users time to complete their work and log out.

If specifying over 10 minutes, the broadcast message displays to users
immediately, and then repeats at 10 and 5 minutes before the event
occurs.

In the Broadcast Message field, type a message to notify oth&&Users
that a restore will occur.

Click Rstore. CESG waits for the time specified before restoring its
configuration from the selected backup. When the restore occurs, all other
users are logged out.

If the backup file is corrupt, a message appears and a message is written to
the Audit TrailCorrupt backup files cannot be used to restore &

320

Resetting CG&G

You can reset CEG to purge the database or to reset other components to
their factory default settings. You should perform a backup ane slae
backup file to another location before using any reset options.

It is recommended to use the default options selected.

Note: CESG Backup files that are saved on theSGunit are not deleted by
resetting CESG. You must manually delete each fileegmove it from GSG.
SeeSaving and Deleting Backup Fil@s page318).

Option
Full Database

Description

This option removes the existing SG database and builds a new
version with the factory default values. Network settings, SNMP
agents, firmware, and Diagnostic Console settings are not part of tl
CGSG database.

The SNMP configuration and traps are ite3éne SNMP agent is not

Raritan.
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Save Personality Settings

Network Settings

SNMP Configuration
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Description

reset.

IP-ACL settings are reset with a Full Database reset whether you s
the IP ACL Tables option or not.

The Neighborhood configuration is removed with the reset sesGQic
longer "remembers" being a Neighborhood membat fas.

When the database is removed, all devices, nodes, and users are
removed. All remote authentication and authorization servers are
removed.

Your CC Super User account will be reset to default. After the rese
operation is complete, you must logintiithe default username and
password admin/raritan, then immediately change the default
password.

This option can be selected only when you select FubGOatabase
Reset.

This option saves some previously configured optasthe CESG
database is rebuilt.

A Enforce Strong Passwords.
A Direct vs. Proxy Connections to @itBand nodes.
A Inactivity Timer setting.

Note: The Certificate will reset when resetting full DB with personal

This option changes the network settings back to factory defaults.
A Host name: CommandCenter
Domain name: localdomain
Mode: IP Failover
Configuration: DHCP

IP Address: DHCP

Netmask: 255.255.255.0
Gateway: none

Primary DNS: none
Secondary DNS: none
Adapter Speed: Auto

D> > D> D> > D> D> D> >

This option resets the SNMP settings back to factory defaults.
A Port: 161

Readonly Community: public

Readwrite Community: private

System Contact, Name, Location: none

SNMP Trap Configuration

SNMP Trap Destinations

> > > > > P
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Option Description

Default Firmware This option resets all device firmware files to factory defaults. This
option does not change the €X5 database.

Upload Firmware to Databas This option loads the firmware files for the current-8G version into

After Reset the CCSG database.

Diagnostic Console This option restores Diagnostic Console settings back to factory
defaults.

IP-ACL Tables This option removes all entries from the A€ L table.

IP-ACL settings are reset with a Full Database reset whether you s
the IP ACL Tables option or not.

Licenses This option removes all license files from-8G.

To reset CSG:

Before you reset, back up €& and save the backup file to a remote
location. Sedacking Up CGG(on page316).

Choose System Maintenance > Reset.
Select the reset options.
Type your CSG password.

Broadcast message: Type the message that will display to users who will be
logged off CESG.

6. Enter the number of minutes (from-820) that should elapse before &G
performs the reset operation.

If specifying over 10 minutes, the broadcastsaage displays to users
immediately, and then repeats at 10 and 5 minutes before the event

occurs.

7. Click OK. A message appears to confirm the reset.

Sl S

Do NOT power off, power cycle, or interrupt-§G when reset is in
progress. Doing this may result in the loss ofSBCdata.

Restarting CG&G
The restart command is used to restart the-8G software. Restang CESG
will log all active users out of €3G.

Restarting will not cycle power to the €8G. To perform a full reboot, you must
access Diagnostic Console or the power switch on thEG@nit.

1. Choose System Maintenance > Restart.
2. Type your password in the Password field.

3. Broadcast message: Use the default message or edit it. The message will
display to users who will be logged off-SG.
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4. Restart after (min): Enter the number of minutes (fror720) that should
elapse before GSG rstarts.
If specifying over 10 minutes, the broadcast message displays to users
immediately, and then repeats at 10 and 5 minutes before the event
occurs.

5. Click OK to restart CEG.

Upgrading C&SG

Raritan.
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You can find firmware files in the Support section of the Raritan website.

Warning:

Before upgrading, check the firmware Release Notes for the latest
information on your specific upgrade path.

SeeFence Releases and Upgrade Pathis page325) for general information.

Only users with the CC Setup and Control privilege can upgra@&CC

You should back up €35 before upgrading, and send theckup files to a PC
for safe keeping. Seacking Up GSG(on page316) and Save a Backup File
(on page318).

You should check €E&5's disk status before upgrading. 8&eck Disk Status
(on page367). If there is an indication that a drive needs to be replater is
questionable, or the RAID Array needs to be rebuilt or the status is
questionable, contact Raritan Technical Support before proceeding with the
firmware upgrade.

If you are operating a C8G cluster, you must remove the cluster before
upgrading. Ugrade each GSG node separately, then-oeeate the cluster.
SeeUpgrading a Clustefon page272) in the Online Help.

Important: If you need to upgrade both CEG and a elvice or group of
devices, perform the CSG upgrade first then perform the device upgrade.

CCSG will reboot as part of the upgrade process. DO NOT stop the process,
reboot the unit manually, power off, or power cycle the unit during the
upgrade.

» To upgrade CSG:
Download the firmware file to your client PC.

Log into the C&G Admin Client using an account that has the CC Setup
and Control privilege.

3. Choose System Maintenance > Maintenance Mode > Enter Maintenance
Mode. Enter password, delay time, and message for users. All users will be
logged out when time elay ends.

4. Once C&G is in maintenance mode, choose System Maintenance >
Upgrade.
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10.
11.

12.

13.

14.

324

Click Browse. Navigate to and select theStZfirmware file (.zip) then
click Open.

Click OK to upload the firmware file to-SG.

After the firmware file is uploaded toESG, a success message appears,
indicating that C&G has begun the upgrade process. All users will be
disconnected from GSG at this time.

Yau must wait for the upgrade to complete before logging inte&&again.
You can monitor the upgrade in the Diagnostic Console.

a. Access Diagnostic Console using the admin accounA&mss
Administrator Consoléon page335) in the Online Help.

b. Choose Admin > System Logfile Viewer. Select sg/upgrade.log then
choose View to view the upgrade log.

c. Wait for the upgrade process to run. The upgraulecess is complete
when you see the "Upgrade completed" message in the upgrade log.
Alternatively, you may wait for the SNMP trap cclmageUpgradeResults
with a "success" message.

The server must reboot. The reboot process begins when you see the "Linux
reboot" message in the upgrade.log. The server will shut down and reboot.

d. As the system boots, a progress bar displays at the bottom of the
screen. Oncthis is filled the C&G will restart one more time.

e. In approximately 2 minutes after the reboot, you mayaecess the
Diagnostic Console using the admin account, and monitor the progress
of the upgrade proces®ptional.

Click OK to exit C8G.

Clear the browser cache, then close the browser window.Sear the
Browser's Cachén page325).

Clear the Java cache. Selear the Java Cachien page326).

Launch a new web browser window. Log into theST&Admin Client using
an account that has the CC Setup and Control privilege.

Choose Help > About Raritan Secure Gateway. Checketsion number
to verify that the upgrade was successful.

Choose System Maintenance > Maintenance Mode > Exit Maintenance
Mode. Click OK. All users will be able to login now.

Back up the GSG. SeBacking Up CGSG(on page316).
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Fence Releases and Upgrade Paths

CCSG must be upgraded to Release 11.0 from Release 9.0, which is a fence
release.

Release 10.0 can upgrade to 11.0.
Release 9.5 can upgrade to 11.0.
Release 7.0 or 8.0 can upgrade to 9.0 and then to 11.0

Customers using 6.0, 6.1, and 6.2 can upgradetijréo 7.0, then to 9.0, and
then to 11.0.

Please check the Upgrade Guides for details.

IMPORTANT: Customers with-8G virtual appliances upgraded from

previous releases (5.x or 6.x) may have two hard drives as a result of these
prior upgrades. Beforepgrading to v9.0, the original (older) hard drive (disk
1) must be removed. Please consult the information on the CommandCenter
Support page or call Raritan Technical Support if you need assistance with
upgrading.

Tech Bulletin:
https://www.raritan.com/as®ts/ram/downloads/documents/URGENIGS
G-TechBulletinVM-Upgradeto-9.0.pdf

Upgrade Failure Messages

1 CGCSG upgrade will fail if the new requirements are not met.

1 If SSL3.0is enabled, upgrade balfailed with error report asking user to
disable SSLv3 and enable a TLS selection first.

1 If the upgrade fails, Diagnostic Console shows a Warning message:
"Upgrade aborted. Please go to CommandCenter web page for details." Go
to the CESG IP address to view a page with the reason for failure and
instructions to resolve the problem.

Each upgrde failure requires GSG to reboot. You can then correct the
problem, and try the upgrade again.

Clear the Browser's Cache
These instructions may vary slightly for different browser versions.

P Internet Explorer:
Choose Tools > Internet Options.
On the General tab, click Delete Files then click OK to confirm.

» In FireFox:

https://support.mozilla.org/enUS/kb/howclearfirefox-cache#w_cleathe-cac
he
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Clear the Java Cache

These instructions may vary slightly for different Java versions and different
operating systems.

AwpNpE Y

In Windows:

Choose Control Panel > Java.

On the General tab, click Settings.

In the dialog box that opens, click Delete Files.

Makesure the Applications and Applets checkbox is selected then click OK.

326

Migrating a CE&SG Database

To replae a physical GEG unit with a new one, or migrate from a physical
CCSG unit to a virtual G8G, follow this recommended migration procedure.

Requirements for Migration

1

Both CESG units must betdhe same version of firmware and version 5.1
or higher.

You must have valid licenses for the &G you are migrating your
database to before your migrated €3G can be fully functional.

Migrate a GSG Database

>

To migrate a CSG database:

Pause management of all devices. Optional. You can schedule a task to
pause all devices, if you are using®I& firmware version 5.1 or higher.
SeeSchedule a Tasfon page293).

Perform a Full Backup of the SG that you are migrating from. Make sure
you select Full as the Backup Type, and save the backup file to a remote
location. Sedacking Up CGG(on page316).

On the CE&SG that you are migrating from, choose System Maintenance >
Shutdown to shutdown the GEG application.

On the CESG that you are migrating to, upload the Full Backup file, then
perform a Full Restore. Make sure you select Futhadkestore Type. See
Restoring C&G(on page319).

Note: The GSG that you are migrating to must have its own valid licenses
to be fully operational. A valid license @ mequired to complete the Full
Restore.

Resume management of all devices. You can schedule a task to resume all
devices, if you are using &G firmware version 5.1 or higher. See
Schedule a Tason page293).
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6. Run a Device Availability report to review the managed device status. See
Availability Report(on page238).

7. When the new CGSG is running successfully, reset the database on the
CGCSG that you migrated from to prevent conflicts if both are inadvertently
brought online. To reset the database, access the Diagnostic Console and
choose Operation > Admin > FactorsBe> Full CSG Database Reset
option. SeeReset C&G Factory Configuratiofon page3s4).

CGSG Shutdown

Shutting down CEG shuts down the €85 software, but it does not power off
the CGSG unit.

After CESG shuts down, all users are logged out. Users cannot log back in until
you restart CESG, either via the Diagnostic Console or by recycling tFe@&C

power.
> To shutdown CE&SG:

1. Choose System Maintenance > Shutdown.

2. Type your password in the Password field.

3. Accept the default message or type a message to display to any users

currently online in the Broadcast message field (for example, you might
give users a brief time period to finish their tasks inRSand tell them
when they can expect the system to henttional again). All users will be
disconnected when you shut down SG.

4. Type the number of minutes (fromTR0) that should pass before QG
shuts down in the Shutdown after (min) field.
If specifying over 10 minutes, the broadcast message displayseis
immediately, and then repeats at 10 and 5 minutes before the event
occurs.

5. Click OK to shut down €1.

Restarting C&G after Shutdown

After shutting down CGG, use one of these two methods to restart the unit:

1 Use the Diagnostic Console. $estart CESG with Diagnostic Console
(on page349).
1 Recycle the power to your €5 unit.
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Powering Down CSG

If CCGSG loses AC power while it is up and running, it will remember the last
power state. Once AC power is restored; && automaticallyeboots.

However, if C&G loses AC power when it is powered off, it will remain
powered off when AC power is restored.

Important: Do not hold the POWER button to forcibly power down-SG.
The recommended way to power down €& is to use the Diagnostic
Cmsole's "CESG System Power OFF" command. Bewver Off C&G System
from Diagnostic Consolen page351).

» To power down the CSG:
1. Remove the bezel and firmly tap the POWER button.
Wait approximately one minute while €355 gracefully powers down.

Note: Users logged into €35 via Diagnostic Console will receive a short
broadcast message when the-SG unit is powered down. Users logged
into CESG via a web browser or SSH will not receive a message when the
CGCSG unit is powered down.

3. If you must remove the AC power cord, let the power down process finish
completely before removing the power cord. This is required feSGGo
complete all transactions, close the databases, and place the disk drives
into a safe state for power removal.

328

Ending C&G Session

There are two ways to end a €3G Session.

1 Log out to end your session while keeping the client window openlL8ge
Out of CESG(on page328).

1 Exit to end your session and close the client window.EBéeCESG(on
page329).

Log Out of CGG
1. Choose Secure Gateway > Logout. The Logout window opens.

2. Click Yes to log out of €365. Once you log out, the-SG login window
opens.

Exit CESG
1. Choose Secure Gateway > Exit.
2. Click Yes to exit C8G.
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Diagnostic Console

The Diagnostic Console is a rgnaphical, mentbased interface that provides
local access to C8G. You can access Diagnostic Console from a serial or KVM
port. SeeAccess Diagnostic Console via VGA/Keyboard/Mouse Ruoripage

329). Or, you can access Diagnostic Console from a Secure Shell (SSH) client,
such as PUTTY or OpenSSH ClientABegss Diagnostic Console via &
page329).

Diagnostic Console includes two interfaces:

1. Status Console: Sé&bout Status Consolon page 330).

2. Administrator Console. S&&bout Administrator Console

Note: When you access Diagnostic Console via SSH, the Status Console and the
Administrator Console inherit the appearance settings of your SSH client and
keyboad bindings. These appearance settings may differ from those in this
documentation.

If you use PUTTY 0.63, change the default client encoding-88E31. CESG
shell cannot display correctly in Ugencoding. To change encoding, choose
Window > Translabn > Remote character set.

In This Chapter

Accessing Diagnostic CONSOIE........uuviiiiiiiiiiee et 329
] =1 (0 SR O 0] 1Yo ] T 330
AdMINISTrAtOr CONSOIE. ... covviiiiiii e e 334

Accessing Diagnostic Console
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Access Diagnostic Console via VGA/Keyboard/Mouse Port

1. Attach a VGA monitor plus PS2 keyboard and mouse to the rear of the
CGSG unit.

2. Press Enter to display a login prompt on the screen.

Access Diagnostic Console via SSH

1. Launch an SSH client, such as PuTTY, on a client PC that has network
connectivity tothe CESG.

2. Specify the IP address, or IP hostname #SGthas been registered with a
DNS server, of the CEG.

3. Specify 23 for the port. Default SSH port is 22. If you do not change the
port to 23, the SSH client accesses the command line interface-83CC
not the Diagnostic Console.

4. Click the button that allows you to connect. A window opens, prompting
you for a login.
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Status Console

About Status Console

f

Yau can use the Status Console to check the health ée8GCQhe various
services GGG uses, and the attached network.

By default, Status Console does not require a password.

You can configure CEG to provide the Status Console information over a
Web interface. You must enable the Web Status Coasdéted options.
SeeAccess Status Console via Web Browger page330). The Status
Console information over the Web can be protected with an account and
password.

Access Status Console

There are different ways to view the StatusnGole information:
VGA/keyboard/mouse port, SSH, or web browser.

Access Status Console via VGA/Keyboard/Mouse Port or SSH

To access Status Console via VGA/Keyboardig® Port or SSH:

Access the Diagnostic Console. 8eeessing Diagnostic Consdten page
329).

At the login prompt, type status.
The current system information appears.

Access Status Console via Web Browser

To retrieve the Status Console information over the Web, you must enable
relevant options in Diagnostic Console and the Web Server must be up and
functional.

>

>
1.
2.
3
4

1: Enable the Web Status Consedelated options in Diagnostic Console:
Choose Operation > Diagnostic Console Config.

In the Ports list, select Web.

In the Status list, select the Status checkbox next to Web.

Click Save.

2: Access the Status Console via web browser:

Using a supported Internet browser, tgphis URL:
http(s)://<IP_address>/status/ where<IP_address> is

the IP address of the €&5. Note the forward slash (/) following /status is
mandatory. For exampldattps://10.20.3.30/status/

A status page opens. This page contains the same informatidhe Status
Console.
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Status Console Information

Status Console via VGA/Keyboard/Mouse Port or SSH
After typing status at the login prompt, the reamhly Status Console appears.
&P 1921

4 - PuTTY - | X

ommandCenter Secure Gatewa

may 99999999993993999999 3993999 ITI

This screen dynamically displays information about the health of the system
and whether C&G and its subomponents are working.  Information on this
screen updates approximately every five seconds.

The Status Console consistslahain areas:
1 CGCSGtitle, date and time

1 Message of the Day

I System, server and network status

1 Navigation keys reminder

CGCSG Title, Date and Time

The CESG title is constant so users know that they are connected toc&&C
unit.

The date and time at the top of the screen is the last time when th&Gdata
was polled. The date and time reflect the timing values saved on tHeGC
server.

Message of the Day

The Message of the Day (MOTD) box displays the first 5 lines of the MOTD
which are entered in the CEG Admin Client. Each line contains a maximum
of 78 characters, and does not support any sakfirmatting.

System, Server and Network Status

This area of the screen provides information on the state of variodS@&C
components. The following table egins the information and statuses for
CGSG and GSG database:
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Information
Host Name

CGSG Version
CCSG Serial #
Model

Host ID

CGSG Status

DB Status

Web Status

Description

CGSG's Fully Qualified Domain Name (FQDN). It consists of both th
unit's hostname and the associated domain name.

CGSG's current firmware version. It consists d@tiple value.
CGSG's serial number.

CGSG's model type.

A number for licensing the CEG unit.

The status of the G8G server, which handles most user requests.
Available statuses include:

Up CGSG is available and can accept user requests

Down CGSG may be stopped or in the process of
restarting. If the Down status continual, try
restarting CESG.

Restarting CGSG is in the process of restarting.

The CESG server uses an internal database (DB) as part of its operati
This database must be up and responding for theSGQo function.
Available statuses include:

Responding CCSG database is available.

Up Some of the database routines are running t
it is not answering local requests.

Restoring CGCSG is in the process of restoring itself ant
database queries are temporarily suspendec

Down Database server has not started yet.

Most of the access to the €855 server is through the Web. This field
shows the state of the Web server and available statuses include:

Responding/Unsecured The Web server is up and
answering http (unsecured)
requests.

Responding/Secured The Web server is up and
answering https (secured)
requests.

Up Some of the Web server
processes are running but local
requests are not answered.

Down Web server is currently not
available.
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Information
RAID Status

Cluster Status

Cluster Peer

Network Information
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Description

CGSG stores its data on two mirrored (RAIDdisks. Available statuses 1
RAID disks include:

Active RAID is fully functional.

Degraded One or more disk drives are having problem
Contact Raritan Technical Support for
assistance.

CGSG can work in conjunction with another-8G to form a cluster. See
Configuring CE&G Cluster®n page268). If the field displays
"standalone", the C&G is not in a cluster configuration. Otherwise, the
field displays the state of the cluster.

If the CESG is in a cluster configuration, the field shows the IP addres
the other CESG unit in the cluster.

For each network interface, a scrollable table is available for showing
information. For virtual GSG, theMAC address for each NIC displays
below the columns listed here.

MAC Address For virtual C&G, the MAC address for each

listed NIC.
Dev The internal name of the interface.
Link The state of Link Integrity, that is, whether this

port is connected to a working Ethernet switch
port via an intact cable.

Auto Indicate whether autenegotiation is being
applied to this port.

Speed The speed that this interface is operating: 10,
100 or 1000 Mbits per second.

Duplex Indicate whether the interface is Fudir
Halfduplex.

IPAddr The current Ipv4 Address of this interface.

RX-Pkts The number of IP packets received on this

interface since GSG was booted.

TX-Pkts The number of IP packets transmitted on this
interface since GSG was booted.
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Navigation Keys Reminder

The bottom line on the screen displays the keyboard combination keys for
invoking Help and exiting Status Console. Status Console will ignore key inputs
other than these keys described below.

1 Press F1 to bring up the help screen, which displays avadaliens along
with the Diagnostic Console version.

1 Press Ctrl+L to clear the current screen and redraw with updated
information. You can update the screen a maximum of once per second.

1 Press Ctrl+Q or Ctrl+C to exit Status Console.

1 Press arrow keys to scroll the Network Information screen horizontally and
vertically when it contains more data than the screen can display.

Status Console via Web Browser

After connecting to the Status Console via the web browser, the-ozdyl
Status Console web pa appears.

Raritan. CommandCener Secure Gateway

| Mo Fets 2022-02-21 EST CommandCenter Secure Galevway 13:12:39 EST -0500

Message of the Day:
CesmardContar Sacurd Gatuway

Centrallzed sccess and control for your global IT Lefrastructure

System Information:

Hosi Mam
CC-5G Version
CE-5G Serial

Model: CCSGII8-A
Most 1D 36BCGCDADBA02FICFEIAD 5333 LADGCCSIS093

CC-5G Status: Up DB Status: Respanding
Web Status: Responding/Seose RATD:
Cluster Status: st

Cluster Peer:

Metwork Informations
Dewice Link Auta Speed Duspliz 1P_addr RX_Phis TX_Plis
h LOGD0Mb/S

et s ull 192,166 59,94
Mac Address  00:50; 56l 468 B0 7 Hn:Bell: B0 250- 5841 feal: 488D
o HOO00MD/S Fll

The web page displays the same information as the Status Console, and also
updates the infomation approximately every 5 seconds. For information on
the links for C&G Monitors at the bottom of the web page, d@isplay

Historical Data Trending Repor{®n page360) and CCSG Disk Monitoringon
page419).
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Administrator Console

The AdministratoConsole allows you to set some initial parameters, provide
initial networking configuration, debug log files, and perform some limited
diagnostics and restarting €355.

The default login for the Administrator Console is:

1 Username: admin
 Password: raritan

Important: The Diagnostic Console admin account is separate and distinct

Raritan.
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from the CC Super User admin account and password used in thelJased
CCSG Admin Client and the htatdased Access Client. Changing one of these
passwords does nipaffect the other.

Access Administrator Console

All information displayed in the Administrator Console is static. If the
configuration changes through the &G Admin Client or the Diagnostic
Corsole, you must réog into Administrator Console after the changes have
taken effect to view them in Administrator Console.

P> To access Administrator Console:
1. Atthe login prompt, type admin.

2. Type the CGG password. The default password is raritan. On first login,
this password expires, and you must choose a new one. Type this
password and when prompted, type a new password. Biegnostic
Console Password Settingsn page356) for details on setting password
strength.

The main Administrator Console screen appears.
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Administrator Console Screen

Administrator Console screen consists of 4 main areas.
Menu bar:

You can perform Administrator Console functions by activating the menu
bar. Press Ctrl+X tctivate the menu bar or click a menu item using the
mouse if you access Administrator Console via the SSH client.

Operation

Welcom|Diagnostic Console Config

Network Interface Config

IPv6e Network Interface Config

Do|Utilities Ping

Co Traceroute

Perform emergency repairs. Static Routes
Collected some diagnostic informat|IPvé Static Routes

The File menu provides an alternative option to exit the Diagnostic Console.
The Operation menu provides four menu commands which may have one
or more submenus. For information on each menu command and
sub-menu, see the rest of sections for ihistrator Console.

1 Main display area:
Contents vary according to the operation selected.

1 Status bar:

Status bar is just above the navigation keys bar. It displays some important
system information, including €&G's serial number, firmware versiomda

the time when the information shown in the main display area was loaded
or updated. Screenshots containing this information may be useful when
reporting your problems to Raritan Technical Support.

1 Navigation keys bar
SeeNavigate Administrator Consoléon page336).

Navigate Administrator Console

Use keyboard combinations to navigate Administrator Console. For some
sessions, the mouse may also be used to navigate. However, the mouse may
not work in all SSH clients or on the KVM console.

Press To

Ctrl+X Activate the menu bar. Select menu
commands from the menu to perform variou
Administrator Console operations.

F1 Bring up the help screen which displays
available options along with the Diagnostic
Console version.
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Press To

Ctrl+C or Ctrl+Q Exit Diagnostic Grsole.

Ctrl+L Clear screen and redraw the information (bu
the information itself is not updated nor
refreshed).

Tab Move to next available option.

Space bar Select current option.

Enter Select current option.

Arrow key Move to different fields within an option.

Edit Diagnostic Console Configuration

The Diagnostic Console can be accessed via the serial port (COM1),
VGA/Keyboard/Mouse (KVM) port, or from SSH clients. If you want to access
Status Console, one more access mechanism, Web access, is also available.

For each port type, you can configure vther or not status or admin logins are
allowed, and whether field support can access Diagnostic Console from the
port. For SSH clients, you can configure which port number should be used, as
long as no other GSG service is using the desired port. For \A&tess to

Status Console, you may specify an account, which is distinct from any other
account in the system, for restricting the access. Otherwise, any user who can
access GSG via the Web can access the Status Console web page.

Important: Be careful noto lock out all Admin or Field Support access.

P> To edit Diagnostic Console configuration:
Choose Operation > Diagnostic Console Config.

Determine how you want the Diagnostic Console configured and
accessible.

There are four Diagnostic Console Access mechanisms: Serial Port (COM1),
KVM Console, SSH (IP network), and Web. The Diagnostic Console offers
three services: Status Display, Admoné€ble, Raritan Field Support. This
screen allows the selection of which services are available via the various
access mechanisms.

If the Web option and Status option are enabled, the Status Console web
page is always available as long as the Web Seruprasd functional. To
restrict the access to the Status Console web page, type an account and a
password.

3. Type the port number you want to set for SSH access to Diagnostic Console
in the Port field. The default port is 23.
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4. Click Save.

File Operation

nfiguration: ggg9ggq9qegagaq9a99adIIgdaaqdaq

EditNetwork Interfaces Configuration (Network Interfaces)

In Network Interface Configuration, you can perform initial setup tasks, such as
setting the hostname and IP address of theSi&

1. Choose Operation > Network Interfaces > Network Interface Config.

2. If the network interfaces have alreadyeen configured, you will see a
Warning message stating that you should use theSGCAdmin Client to
configure the interfaces. If you want to continue, click YES.

3. Type your hostname in the Host Name field. After you save, this field will
be updated to réect the FullyQualified Domain Name (FQDN), if known.
SeeTerminology/Acronymgon page2) for hostname rules.

4. In the Mode field, select either IP Isolation or IP Failover. Abeet
Network Setup(on page250).

5. In the Configuration Field, select either DHCP or Static.

A If you choose DHCP agdur DHCP server has been configured
appropriately, the DNS information, the domain suffix, IP address,
default gateway, and subnet mask will be automatically populated
once you save, and you exit andester Admin Console.

A If you choose Static, type dR Address (required), Netmask (required),
Default Gateway (optional), Primary DNS (optional) and Secondary
DNS (optional), and Domain Name in Domain Suffix (optional).

A Even if DHCP is being used to determine the IP configuration for an
interface, you musprovide a properly formatted IP address and
Netmask.
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6. Inthe Adapter Speed, select a line speed. The other values of 10, 100, and
1000 Mbps are on a scrollable list (where only one value is visible at any
given time) and the arrow keys are used to navégat them. Press the
Space bar to select the option displayed. For 1 GB line speeds, select
AUTO.

7. If you did not select AUTO for Adapter Speed, click Adapter Duplex and use
the arrow keys to select a duplex mode (FULL or HALF) from the list, if
applicable While a duplex mode can be selected at any time, it only has
meaning and takes effect when Adapter Speed is not AUTO.

8. Repeat these steps for the second network interface if you selected IP
Isolation Mode.

9. Click Save. CG&G will restart, logging out all &G GUI users and
terminating their sessions. A Warning screen will appear, informing you of
the impending network reconfiguration and associatedSXZGUI user
impact. Select <YES> to proceed.

System progress can be monitored in a Diagnostic ConsolesSateen.

On the KVM port, another terminal session can be selected by pressing
Alt+F2 and logging in as status. Return to the original terminal session by
pressing Alt+F1. There are six available terminal sessions on F1 through F6.

Edit IPv6 Network Interfaces Configuration

Use the IPv6 Network Interface Configuration page to enable or disable dual
stack. This requires a reboot of SG.

If you're using IPv4 only, select #P®nly, then go to the Operation > Network

Interface Configuration page to enter settings. &elit Network Interfaces

Configuration (Network Interfacesjon page338).

Before entering the IPv6 network information, you must select either IP

Isolation mode or IP Failover mode in the Operation > Network Interface

Configuration page. Sdedit Network Interfaces Configuration (Network

Interfaces)(on page338).

1. To configure GSG for dual stack IPv6 network, select Enable IPv4/IPv6
Dual Stack.

2. Select Router Discovery, or Static.

In the Admin Console, the "Global/Unique Local IPv6 Address" is labeled
"IPv6 Address."

3. If you choose Router Discovery, some fields are automatically populated:
Global/Unique Local IPV6 Address, Prefix Length, Default Gateway IPV6
Address, and Linkocal IPV6 Address and Zone ID.
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4. If you choose Static, enter the Global/Unique Local IPV6 Addiresfix
Length, and Default Gateway IPV6 Address.

F. Operation

5. Click Save. CG&G will restart, logging out all &G GUI users and
terminating their sessions. A Warning screen will appear, informing you of
the impending network reconfiguration and associatedSXZGUI user
impact. Select <YES> to proceed.

6. System progress can be monitored in a Diagnostic ConsolesSataen.
On the KVM port, another terminal session can be selected by pressing
Alt+F2 and logging in as status. Return to the original terminal session by
pressing Alt+F1. There are six available terminal sessions on F1 through F6.

Ping an IP Address

Use ping to check that the connection between®& computer and a
particular IP address is working correctly.

Note: Some sites explicitly block ping requests. Verify that the target and
intervening network allow pings if a ping is unsuccessful.

1. Choose Operation > Network Interfaces > Ping.

2. Enter the IP address or hostname (if DNS is appragdyi@bnfigured on
the CECSG) of the target you want to check in the Ping Target field.

3. SelectOptional.

Option Description
Show other received ICMP  Verbose output, which lists other received ICI
packets packets in addition to ECHO_RESPONSE

packets. Rarely seen.
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Option Description
No DNS Resolution Does not resolve addresses to host names.
Record Route Records route. Turns on the IP record route

option, which will store the route of the packe
inside the IP header.

Use Broadcast Address Allows pinging a broadcast message.

Adaptive Timing Adaptive ping. Interpacket interval adapts to
round-trip time, so that effectively not more
than one unanswered probes present in the
network. Minimal interval is 200 msec.

Type values for how many seconds the ping command will execute, how
many ping requests are sent, and the size for the ping packets. Default is
56, which translates into 64 ICMP data bytes when combined with 8 bytes
of ICMP header data. If left blank, defaults are us@ptional.

Click Ping. If the results show a series of replies, the connection is working.
The time shows you how fast the contiea is. If you see a "timed out"

error instead of a reply, the connection between your computer and the
domain is not working. Sdedit Static Routegon page342).

Press Ctrl+C to terminate the session.

Note: Press CTRL+Q to display a statistics summary for the session so far and
continue to ping the destination.

Use Traceroute

Traceroute is often used for network troubleshooting. By showing a list of
routers traversed, it allows you to identify the path taken from your computer

to reach a particular destination on the network. It will list all the routers it
passes through untit reaches its destination, or fails to and is discarded. In
addition to this, it will tell you how long each 'hop' from router to router takes.
This can help identify routing problems or firewalls that may be blocking access

to a site.

P> To perform a traeroute on an IP address or hostname:

1. Choose Operation > Network Interfaces > Traceroute.

2. Enter the IP address or hostname of the target you wish to check in the
Traceroute Target field.

3. Select:Optional.
Option Description
No DNS Resolution Does not resolve addresses to host names
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Option Description
Use ICMP (vs. normal UD Use ICMP ECHO instead of UDP datagrarr

4. Type values for how many hops the traceroute command will use in
outgoing probe packets (default is 30), the UDP destination port to use in
probes (default is 33434), and the size for the traceroute packets. If left
blank, defaults will be use®ptional.

5. Click Traceroute in the bottom rigland corner of the window.

6. Press Ctrl+C or Ctrl+Q to terminate the traceroute session. A Return?
prompt appears; press Enter to return to the Traceroute menu. The Return?
prompt also appears when Traceroute terminateiz8 (2 aGRSalGAYylF GA2Y

AAAAAAAAA

NBI OKSR¢ 2NJ aK2LJ O2dzyi SEOSSRSR¢ S@Syiaa

Edit Static Routes

In Static Routes, you can view the current IP routing table and modify, add, or
delete routes. Careful use and placememfstatic routes may actually improve

the performance of your network, allowing you to conserve bandwidth for
important business applications. Click with the mouse or use the Tab and arrow
keys to navigate and press the Enter key to select a value.

Note: You can also set IPv6 network static routes. Choose Operation > Network
Interfaces > Static Routes. These routes are not saved after reboot or failover of
the CGSG.

P> To view or change static routes:
1. Choose Operation > Network Interfaces > Static Routes.

2. The current IP routing table page opens. You can add associated IP route to
the routing table by selecting Add Host Route or Add Network Route. The
items in the routing table are selectable, and y@ndelete a route from
the table by selecting Delete Route.The Refresh button updates the
routing information in the table.

A Add Host Route takes a Destination Host IP Address, and either a
Gateway IP Address or interface name as shown in Status Console, o
both.

A Add Network Route is similar but takes a Destination Network and
Netmask.

A With every item selected or highlighted in the table, you can select
Delete Route to remove the route. The only exception is the route
associated with current host and interface, which8&& does not
allow you to delete.
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Although you can delete all otheoutes, including the Default Gateway,
doing this will greatly impact the communication with-SG.
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View Log Files in Diagnostic Console

You can view one or more log files simultaneously via LogViewer, which allows
browsing through several files at once to examine system activity.

The Lodfile list is updated only when the associated list becomes active, as
when a user enters the lodfile list area, or when a new sorting option is
selected. File names are preceded by a timestamp indicating either how
recently the logfile has receivatew data or the file size of the lodfile.

P> Timestamp and file size abbreviations:
Timestamps:

s =seconds
f m = minutes

1 h=hours

1 d=days

File sizes:

1 B =Bytes

1 K =Kilobytes (1,000 bytes)

1 M = Megabytes (1,000,000 bytes)
1 G = Gigabytes (1,000,000,000 ds)t

v

To view log files:
Choose Operation > Admin > System Logfile Viewer.
The Logviewer screen is divided into four main areas.

A List of Logfiles currently available on the system. If list is longer than
the display window, the list can be scrolled using the arrow keys.

A Lodfile List sort criteria. Logfiles can be shown sort by their Full File
Name, the most recently changed logfideby the largest logfile size.

A Viewer Display options.
A Export / View selector.
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3. Click with the mouse or use the arrd®ys to navigate and press the Space
bar to select a log file, marking it with an X. You can view more than one
log file at a time.

File Operation ~

%
%
%
®
%
%
%
%
%
%
#
X
|

> To sort the Logfiles to View list:

The Sort Lodfile list by options control the order in which logdfiles are displayed
in the Logfile to View list.

Option Description

Individual Windows Display the selected logs in separate suihdows.

Merged Windows Merge the selected logs into one display window.

Initial Buffer Sets initial buffer or history size. 80 is default. This system is

configured to buffer all the new information that comes along.

Remember Selected Items If this box is checked, the current logfile selections (if any) will |
remembered. Otherwise, selection is reset each time a new ko
list is generated. This is useful if you want to step thorough file:

Use Default Color Scheme If this box is checked, some of the logfiles will be viewed with &
standard color scheme. Note: multitail commands can be used
change the color scheme oe the logfile(s) are being viewed.

Use Default Filters If this box is checked, some of the logfiles will have automatic
filters applied.
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Option Description

Export This option packages up all the selected logfiles and makes thi
available via Web access so that they t& retrieved and
forwarded to Raritan Technical Support. Access to the content:
this package is not available to customer. Exported logfiles will
available for up to 10 days, and then the system will automatic.
delete them.

View View the selected log(s).

When View is selected with Individual Windows, the LogViewer displays:

HTTP/1.1" 200

e IME - 2022/02/21 13:11:2

GOKB - 2022/02/21 13:11:2

03) sg/wildfly/access.2022-01-24.1log *Press F1/<CTRI>+<h> for help* 64 — 2022/02/21 13:11:21)+

A Whileviewing log files, press Q, Ctrl+Q, or Ctrl+C to return to the
previous screen.
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A You can change colors in a log file to highlight what is important. Type
C to change colors of a log file and select a log from the list.

Select color to edit

black
red
green
yellow
blue
magenta
cyan
white

A Type | for info to display system information.

Note: System load is static as of the start of this Admin Console seas®the
TOP utility to dynamically monitor system resources.

P> To filter a log file with a regulaexpression:

1. Type e to add or edit a regular expression and select a log from the list if
you have chosen to view several.

:QthEZI

2. Type Ato add a regular expression. For example, to display information on
the WARN messages in sg/jboss/console.log log file, enter WARN and
select match.
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Note: This screen also shows efault Filter Scheme for console.log,
which removes most of the Java heap messages.

Edit req.exp.
sg-wildf lysconsole. log
= , Jquit, move Down, move B]J, isset counter
Full GC i~[GC

Cleanup CGSG Logs

You can clean up €355 logs when taking a snapshot. It will clean up all old
console, server, and access logs except for the most recent two file€3GCC
server and access log will be compressed when logs are rotated. CC daily disk
clean up task will alsautomatically remove oldest access log once more than
100M.

> To clean up GSG logs:
Choose Operation > Admin > Utilities > System Snapshot.
The system Snapshot shows two sections
A Snapshot Configuration
A Snapshot Operations
3. Snapshot Operations provide choices for selective or full cleanup.

4. Use tab and the arroweys to navigate and press the Space bar to select
Cleanup CC Logs, marking it with an X.
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5. Click Submit.

Fil Operation

Restart CE&SG with Diagnostic Console

Restarting C&G will log out all current €855 users and terminate their
sessions to remote target servers.

Important: It is HIGHLY recommended to restart-SG in the Admin Client,
unless it is absolutely necessary to restart it from Diagnostic ConsBee
Restarting C&G(on page322). Restarting C&G in Diagnostic Console will
NOT notify users that it is being restarted.

> To restart CE&SG with Diagnostic Console:
1. Choose Operation > Admin >-SG Restart.
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2. Either click Restart G&®G Application or press Enter. Confirm the restart in
the next screen to proceed.
File Operation

G Restart: QggaqaagaqaaagaaaqaaaaaaaaaaQay

Reboot CESG with Diagnostic Console

This option will reboot the entire C8G, which simulates a power cycle. Users
will not receive a notification. CEG, SSH, and Diagnostic Consolesuse
(including this session) will be logged out. Any connections to remote target
servers will be terminated.

> To reboot CESG:
1. Choose Operation > Admin >-8G System Reboot.
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2. Either click REBOOT System or press Enter to rebe8GCConfirm the
reboot in the next screen to proceed.

File Operation

CC-SG Administrator Console: CC-SG System Reboot: gQgQQaQgagagagaqaqaqdagaaaqqqIqaq]

Power Off CE&SG System from Diagnostic Console

This option will power off the GEG unit. Loggeih users will not receive a
notification. CESG, SSH, and Diagnostic Congsés (including this session)
will be logged off. Any connections to remote target servers will be terminated.

The only way to power the GG unit back on is to press the power button on
the front panel of the unit.

> To power off the CE&SG:
1. Choose Operation > Admin >-8G System Power OFF.
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2. Either click Power OFF the-SG or press Enter tom®ve AC power from
the CCSG. Confirm the power off operation in the next screen to proceed.

: Power OFF: gggqggqgqqaqqgdaqqqdadqqaaaqadaqaad

Power OFF the CC-SG >fE

Reset CC Supdtser Password with Diagnostic Console

This option will reset the password for the CC Super User account to the factory
default value.

Factory default passwordaritan

Note: This is not the password for the Diagnostic Console admin user. See
Diagnostic Console Password Settifgs page356).

P> Toreset the C&G GUadmin password:
1. Choose Operation > Admin >-SG ADMIN Password Reset.
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2. Either click Reset €C&5 GUI Admin Password or press Enter to change the
admin password back to factory default. Confirm the password reset in the
next screen to proceed.

File Operation

3G Admi tr

4< Reset CC-SG GUI Admin Password >JESNeES el
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Reset CE&G Factory Configuration

The Factory Reset option resets all or parts of theSG&ystem back to their
factory default values. All active €3G users will be logged out without
notification and SNMP processing will stop.

File Operation
CC-SG Administrator Console: Factory Reset:
Factory Reset will restore the system to initial Default Configuration.
This will log-off all currently active CC-SG GUI sessions to this system
and may terminate any sessions to remote targets that they might have.
This could also impact cluster operations (if so configured).
Users will get no notification that this event will happen!
Reset Options:

Full CC-SG Database Reset

Preserve CC-SG Personality during Reset

Network Reset

SNMP Reset

Firmware Reset

Install Firmware into CC-SG DB

Diagnostic Console Reset

IP Access Control Lists Reset

Licenses

< RESET System > < Cancel >

It is recommended to use the default options selected.

Option Description

Full CE&SG Database Reset  This option removes the existing <SG database and builds a new version w
the factory default values. Network settings, SNMP settings, firmware, and
diagnostic console settings are not part of the && database.

IP-ACL settings are reset with a FulitBbase reset whether you select the IP
ACL Tables option or not.

The Neighborhood configuration is removed with the reset se6GGo longer
“remembers" being a Neighborhood member if it was.

Preserve CSG Personality  This option is enabled when you select FUHSTZDatabase Reset.
during Reset As the CESG database is rebuilt, some previously configured options are s¢
A Secure Communication between PC Clients an8GC
A Enforce Strong Rawords
A Direct vs. Proxy Connections to @itBand nodes
A Inactivity Timer setting

Note: The Certificate will reset when resetting full DB with personality.

Network Reset This option changes thestwork settings back to factory defaults.
A Host name: CommandCenter
A Domain name: localdomain
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Option Description

Mode: IP Failover
Configuration: DHCP

IP Address: DHCP
Netmask: 255.255.255.0
Gateway: none

Primary DNS: none
Secondary DNS: none
Adapter Speed: Auto

> > > > > > > P

SNMP Reset This option resets the SNMP settings back to factory defaults.
A Port: 161

Readonly Community: public

Readwrite Community: private

System Contact, Name, Location: none

SNMP Trap Configuration

SNMP Trap Destinations

> > > > > P

Firmware Reset This option resets all device firmware files to factory defaults. This option d
not change the GSG database.

Install Firmware into GEG  This option loads the firmware files for the current-8G version into the CE8G
DB database.

Diagnostic Console Reset  This option restores Diagnostic Console settings back to factory defaults.

IP Access Control Lists Rese This option removes all enés from the IPACL table.

IP-ACL settings are reset with a Full Database reset whether you select the
Access Control Lists reset option or not.

SeeAccess Control Ligbn page289).

Licenses Removes all installed licenses.

To reset CE&G to the factory configuration:
Choose Operation > Admin > Factory Reset.
Select the reset options.

Click Reset System.

N

You see a warning message and a progress bar on the screen. The progress
bar indicates the current reset status, and you cannot contreBGhefore
reset is complete.

Do NOT power off, power cycle, or interrupt-8G when reset is in
progress. Doing thisiay result in the loss of €85 data.
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356

Password setting
Regular

Random

Diagnostic Console Password Settings

This option provides the ability to configure the strength of passwords (status
and admin) and allows you to configure password attributes, such as setting
maximum number of days that must lapse before you need to change the
password, which should be dowé the Account Configuration menu. The
operation in these menus applies only to Diagnostic Console accounts (status
and admin) and passwords; it has no effect on the regula8G&GUI accounts

or passwords.

>

1.

3.

To configure Diagnostic Console passwords:

Choose Operation > Admin > DiagCon Passwords > Password
Configuration.

In the Password History Depth field, type the number of passwords that
will be remembered. The default setting is five.

Select either Regular, Random, or Strong for the admin and status (if
enabled) passwords.

Description

These are standard. Passwords must be longer than four characters with
restrictions. This is the system default password configuration.

Provides randomly generated passwords. Configure the maximum passv
size in bits (minimum is 14, maximum is 70, default is 20) and number of
retries (default is 10), which is the number of times you will be asked if yc
want to accept the new passwordolY can either accept (by typing in the ne
password twice) or reject the random password. You cannot select your t
password.
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Password setting Description
Strong Enforce strong passwords.

Retries is the number of times you are prompted before an error messag
issued.

DiffOK $ how many characters can be the same in the new password rel¢
to the old.

MInLEN is the minimum length of characters required in the password.
Specify how many Digits, Uppeaise letters, Lowecase letters, and Other
(special) characters are requitén the password.

t2aA0A0S ydzYoSNA AYRAOFGS GKS YU |
Ot laa OFry 0SS | OONHzSR G(G2¢l NRa U(KS
Negative numbers implies that the password MUST have at least that me
characters from this given clas$ius, numbers ofl means that every
password must have at least one digit in it.

Diagnostic Console Account Configuration

By default, the "status" account does not require a password, but you can
configure it to require one. Other aspects of the admin password can be
configured.

The FS1/FS2 (Field Support level 1 and Field Support level 2) accounts are for
use by the technia support teams when assisting you with issues. By default,

FS2 is disabled, and FS1 can only be accessed at the local console. You can
enable these accounts for SSH access. The FS1 account may be used to assist if
you are locked out from an admin accoufS1 also provides technical support

with additional engineering menus that allow setting system parameters,
application server options, and collecting and defining additional log levels so
that they can assist you with other issues. The FS2 accountsaitmaccess to

a system prompt for technical support and engineering use. These accounts are
not for customer use.

P> To configure accounts:
1. Choose Operation > Admin > DiagCon Passwords > Account Configuration.
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2. Inthe screen that appears, you can view the settings for each account:
Status, Admin, FS1, and FS2.

File Operation ~

This screen is split into three main areas:

A The top displays readnly information about the accounts on the
system.

A The middle section displays the various parameters related and
pertinent to each ID, along with a set of buttons to allow the
parameters to be updated or new passwords provided for the
accounts.

A The lower area restores the password configuration to Fadbefaults
(or to how the system was initially shipped).

3. If you want to require a password for the Status account, select Enabled
underneath it.

4. For the Admin and Status accounts, you can configure:

Setting Description

User\ User Name (Readonly). This is the current user name or ID for this account.

Last Changed (Readonly). This is the date of the last password change for this accot
Expire (Readonly). This is the day that this account must change its passwor:
Mode A configurable option if the account is disabled (no login allowed), or

enabled (authentication token required), or access is allowed and no
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Setting Description
password is required. (Do not lookit both the Admin and FS1 accounts
the same time, or you cannot use Diagnostic Console.)

Min Days The minimum number of days after a password has been changed be
it can be changed again. Default is 0.

Max Days The maximum number of days tipassword will stay in affect. Default is
99999.

Warning The number of days that warning messages are issued before the

password expires.

Max # of Logins The maximum number of concurrent logins the account will allow.
Negative numbers indicate no restrictiond (s the default for status
login). 0 means no one can log in. A positive number defines the num
of concurrent users who can be logged in (7is default for admin login)

UPDATE Saves any changes that have been made for this ID.

New Password Enter a new password for the account.

Configure Remote System Monitoring

You can enable the remote system monitoring feature to use the GKrellM tool.
The GKrellM tool provides a graphical view of resource utilization on tHeGCC
unit. This tool is similar to the Windows Task Manager's Pedooa tab.

> 1: Enable remote system monitoring for the €3G unit:
1. Choose Operation > Utilities > Remote System Monitoring.

[Allowed Remote Monitoring IP Address(es):
IP Addr #1:|NSEEINN

IP Addr #2:

IP Addr #3:
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2. Select Enabled in the Remote Monitoring Service field.

3. Enter the IP address of the client PC you want to allow to monitor the
CGCSG unit in the Allowed Remote Monitoring IP Addresses ffad.can
enter up to three IP addresses.

4. The default port for the GKrellM tool is 19150. You can change the port.
5. Select Submit.

> 2: Download the remote system monitoring client software:
Navigate to www.gkrellm.net.
Download and instathe package that is appropriate for your client PC.

P> 3: Configure the remote system monitoring client to work with €8G:

Follow the instructions in the Read Me file to set the&& unit as the target to
monitor.

Windows users must use the command line to locate the Gkrellm installation
directory and then run the commands specified in the Read.

Display Historical Data Trending Reports

Historical data trending gathers information about CPU utilization, memory
utilization, Java Heap space, and network traffic. This information is compiled
into a report thd you view as a web page from SG. The report contains the
status of the C&GG and links to historical data.

Historical data trending reports stop collecting data if theI&system time

and date change to an earlier time and date. Data collectiortstgain when

the time and date reaches the original time and date. When the time and date
is changed to a later time and date, the reports show a gap in the data.

P> 1: Enable historical data trending display:

1. Choose Operation > Diagnostic Console Config.

2. Inthe Ports list, select Web.

3. Inthe Status list, select the Status checkbox next to Web.
4. Click Save.

v

2: View the historical data trending reports:

Using a supported Internet browser, type this URL.:
http(s)://<IP_address>/status/ where<IP_address> is

the IP address of the €&5. Note the forward slash (/) following /status is
mandatory. For exampldttps://10.20.3.30/status/

2. A status page openshiB page contains the same information as the Status
Console. SeStatus Consoléon page330).

A Click the Historical GEG Monitors link to view information about CPU
utilization, memory utilization, Java Heap space, and network traffic.
Click each graph to view details in a new page.
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Display RAID Status and Disk Utilization

RAID status and disk utilization is available for E1/V1 hardware appliances only.
This option displays the status of-SG disks, including disk size, active and up
status, state of the RAD, and amount of sace currently used by various file
systems.

P> To display disk status of the CEG:

1. Choose Operation > Utilities > Disk / RAID Utilities > RAID Status + Disk
Utilization.

i8R Operation

isk / RAID Tests:
Diagnostic Console Config

Disk T([Network Interfaces >>

Admin >

>
Utilities )21 | |Remote System Moni
Disk / RAID UtilitJJRAID Status + Disk Utiliza

< > Offline Top Display Manual Disk / RAID Tests
NTP Status Schedule Disk Tests
System Snapshot Repair / Rebuild RAID
—|Disk Drive / RAID Status

2. Either click Refresh or press Enter to refresh the display. Refreshing the
display is especially useful when upgrading or installing, and o t@
see the progress of the RAID disks as they are being rebuilt and
synchronized.

Note: The disk drives are fully synchronized, and full-RAtDtection is
available when you see a screen as shown above. The status of both md0 and
md1 arrays are [UV]
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Perform Disk or RAID Tests

You can manually perform SMART disk drive tests or RAID check and repair
operations.

P> To perform a disk drive test or a RAID check and repair operation:

1. Choose Operation > Utilities > Disk/RAID Utilities > Manual Disk/RAID
Tests.

File Operation
CC-SG Administrator Console: Manual Disk / RAID Tests:

Disk Test: Disk Tests: Disk Drives:

Conveyance
0ffline

< Submit >

RAID Test: RAID Tests: RAID Arrays:
< > Check Only < > mde
< > Check & Repair < > mdl

< Submit >

2. To perform a SMART disk drive test:

a. Inthe Disk Test section, select the type of test, and the disk drive that
you want to test.

b. Select Submit.

C. The testis scheduled and a SMART information screen displays.
When the required time has passed as indicated by the screen, you
can view the reglts in the Repair/Rebuild RAID screen. Bepair or
Rebuild RAID DiskKsn page365).

3. To perform a RAID test and repair operation:

a. Inthe RAID Test sian, select the type of test and the RAID Array
that you want to test. The mdO Array is a small boot partition while
md1 Array covers the rest of the system.

b. Select Submit.

c. You can track the test progress in the RAID Status+Disk Utilization

screen. SeDisplay RAID Status and Disk Utilizati@n page361).
Optional.

d. After the test is complete, you can view the results in the
Repair/Rebuild RAID screen. epar or Rebuild RAID DisKen
page365). If a nonzero value displays in the Midatch column for
the given Array, indicating that there may be a problem, you should
contact Raritan Technical Support for assistance.
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Schedule Disk Tests

You can schedule SMARAsed tests of the disk drives to be periodically
performed. Firmware on the disk drive will perform these tests, and you can
view the test results in the Repair/Rebuild screen. Repair or Rebuild RAID
Disks(on page365).

SMART tests can be performed while®& is operational and in use. They
have a marginal impact on the &G performance, but €8G activities may
significantly delay the completion of the SMART tests. Therefore, it is
recommended that you do not schedule frequent tests.

When scheduling SMART tests, be aware of these guidelines:

f
1
f

Only one test can be performed on a given drive at a time.

Another test wil not be scheduled if a drive is currently under test.

If two tests are scheduled for the same time slot, the longer test takes
priority.

The test is performed "within" the hour specified, not necessarily at the
being of the hour.

Do not schedule SMARTsts for periods of higher disk activity, such as
heavy CESG loads or vacuum operation that occurs every day at midnight
and noon.

Note: By default, GEG has a scheduled Short test that is performed at 2 AM
every day and a scheduled Long test that isqreréd at 3 AM every Sunday.
These scheduled tests apply to both disk drives.

>

1.

To change the Scheduling of Disk Tests:
Choose Operation > Utilities > Disk/RAID Utilities > Schedule Disk Tests.



Appendix ADiagnostic Console

2. Click with the mouse or udbe arrow keys to navigate and press the Space
bar to select a test type, marking it with an X. Different types of tests take
a different period of time.

A A Short test takes about 2 minutes to complete when the system is
lightly loaded.

A A Conveyance test takes about 5 minutes.
A A Long test takes about 50 minutes.
A An OffLine test takes up to 50 minutes.

3. Specify the date and time for running this test. Type a number in the
Month, Day of Month, Day of the Week and Hour fields.

A Day of the Wek field uses 1 for Monday through 7 for Sunday.
A Hour must be in 24our format.

Note: A blank field matches all values.

4. Select Submit.
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