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What's New in KX \M01 Release 4.2.0

Release 4.2.0:

1 Support for PDUs using SNMIDU Managementon pagel57)

1 Support for Direct Port Access using S3ikect Port Access via SSH for
DSAM(on pagel75

1 New option on HKC Client to construct Macro from T€gkt to macro(on
page89)

1 More generic support for LDAP grouh®AP Authenticatiorfon pagel16)

1 New settings for terminal block contrdlerminal Block Contrdbn page
165

1 Auto scan aves multiple imagediuto Scarn(on pagel34)
1 All clients now support all function keys,-F24.

Please see the Release Notes for a more detailed explanation of the changes
applied to this version of the Dominion KX;IN)1.
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Installation and Initial Configuration

In This Chapter

YU o] ofo] g (=10l 2740 1V A= SRRSO 1
Minimum Client and System Recommendations............cccccvvvveeeeeeeeeiiinnnns 1
PaCKAgE CONENES ....eiiiiiiiiiiee ittt 2
FrONE VIBW...ce ettt e e e e e e e e 2
REAI VBVttt ettt e e e e e e s e et e e e eaaeaeeee e s 3
Connecting the EQUIPMENT.........cciiiiiiii e 3
Initial CoNfigUIation...........cceeeiii i e e e sreneeeenee . 2
Option 1: Connect a PC to the LAN PQrt.......ccvvvvviieeeiiiieiicciiiieeeee e 4.
Option 2: Connect an iOS device at the Local.Rort............ccoovvvvviiviivnnnnnns 5
Option 3: Serial configUration...............euuieiiiiiieiee e 5
N EXE S P ettt ettt et 6
KVM ClIENt OPLIONS....eiiiiiiiiiieeiiieet et 6.

Supported Browsers

Chrome
Edge
Firefox
Safari

= =4 —a -

See the Release Notes for more details on versions and compatibility.

Minimum Client and System Recommendations

Minimum client requirements vary somewhat depending on what client you
want to use, and what kind of video you plan to stream.

> Network Speed Recommendation:
A A fast network like Gigabit Ethernet or WiFi 802.11ac

P> Standalone Virtual KVM Client (VKCS) and Active KVM Client (AKC)
A CPU:
A For FullHD video: a modern and fast dual core CPU, such as Intel

Core i3 4xxx or newer, or a quad core CPU. If you plan to run more
than one KVM session, a quad core CPU is recommended

A For 4K video: a modern and fast quad core CPU, such as Intel Core
i5 4xxx or newer. If you plan to run more than one 4K stream, a
CPU with 6 or more cores is recommended, such as Intel Core
i5/i7 8xxX.

A 8GB RAM

Raritan. '
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Appendix Alnstallation and Initial Configuration

A Graphics Card: a modern OpenGL capable graphics card, such as
GeForce or Radeon. At least 1GB.

>  HTML KVM Client (HKC):

4K video not recommended on HKC.
A CPU: a modern and fast dual core CPU
A 8GB RAM
A OpenGL capable graphic card

Package Contents

1 Dominion KX 101
1 power cord

1 HDMI cable

1 USBEB to USBA cable
1 mounting bracket kit

> v >y > D>

Front View

[5)

¥
Dominlon KX4-101

|

—ONTROL®
plarr
+
: SFAddde] e ®
C e aum
- O 0

Local Port HDMI Out to local port monitor

lelalelele]
[elelelolele]
[slelelslele]
lolslelele]
QOO000
lelelslslale]

o
o

Local Port USB K/M:

A Use for local port keyboard/mouse, OR connec
or 2 DSAM units

Input/Output
Reset

Power Status LED:
A Green ON: Power on
A Green BLINKING: Remote target connection

A

Raritan.
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Appendix Alnstallation and Initial Configuration

Rear View

|=i

DKX4-101 s

OO O

OO g

[eX<F . » W A=]
.- scoEg0sciEl t:,i

L [sX o] ”“" [+ Xa]

o Power 5V/4A from power adapter

9 RJ45 LAN Network Port with 2 LEDs for network
speed and activity:

Amber OFF/Green OFF: Link Inactive

Amber ON/Geen OFF: 1000 MBps Link/No

Activity

Amber BLINKING/Green OFF: 1000 MBps

Link/Activity(RX, TX)

A Amber OFF/Green ON: 100 MBps Link/No Acti

A Amber OFF/Green BLINKING: 100 MBps
Link/Activity(RX, TX)

A Amber ON/Green ON: 10 MBps Link/No Activit

A Amber BLINKING/Green BLINKING: 10 MBps
Link/Activity(RX, TX)

9 Serial Admin Port

> >

>

0 USB In from target server

6 HDMI In from target server

Connecting the Equipment

Raritan.
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> Connect the Dominion KX &101 to the network:
A Connect the Dominion KXd101 to the network using the LAN port.



Appendix Alnstallation and Initial Configuration

> Connect your target server:

A Connect the target server with an HDMI cable to the Dominion KX

IV¢101 HDMI IN port. If the target server video is not HDMI, purchase
a Raritan cableor videcadapter.

A Connect the target server to the Dominion KX1I®1 USB IN port using
the included USBable.

» Connect the power adapter:

A Newer models include a power adapter with @i connector. Push
the adapter in to lock.

A Some of the original models include twistlock adapters, as shown in
the image below. These are marked with an arrow. Connect with the

arrow facing up. Push in firmly and twist clockwise to lock. Check to
ensure i is locked.

Power on all devices.

Initial Configuration

Default login: admin/raritan

Option 1: Connect a PC to the LAN Port

Reconnect the Dominion KXg101 to the LAN after initial configuration.

{ == [— J—
Rain  owxat01 SO0s080007 3 e
— SoogocesedS
[*] = -
°[@|L]] sseEmetiBl o @
Pawes [ OO ®0 e WOl

0
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Appendix Alnstallation and Initial Configuration

1 Disable the wireless interface of the PC, and make sure the PC is set to
DHCP.

1 Connect a network cable between the PC and Dominion &X0IM_AN
port.

1 Open a browser. Enter the URL "https://kvm.local". The login page
appears.

1 Follow the prompts to changthe default password.

Option 2: Connect an iOS device at the Local Port

Required App: Raritan KVM by Raritan:
https://itunes.apple.com/us/app/raritarkkvm/id14558175397?mt=8

|

Dominlon KX4-101

CONTREL:

Y O
2 @

IFUT QuTRUT

(elelelelele]
(ele]elelele]
(slelalolale]
000000
[slelslelele

(slelelelele]

1 Launch the Raritan KVM app on an iOS device.

1 Connect the iOS device with the Raritan KVM app to the Dominion KX
IV¢101 USB port.

1 Wait until the app detects the connected Dominion KXLIOA.
1 Follow the prompts to change the default password.

Option 3: Serial configuration

Raritan.

Abrand of O legrand
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I Connect a DB9 serial cable or USBial adapter between the PC and the
Dominion KX 18401 serial Admin port.

9 Serial console configuratiofdefault) 115200bps/None/8bits/1stop

 To find the default DHCP IP address, use the "show" command to "show
network".

1 For help with all commands, s€&t| Command®n page202).



Appendix Alnstallation and Initial Configuration

Next Steps

Configure network settings: Sé&etwork (on pagel4?)
Configure time settings: Sd2ate and Timgon pagel36)
Install certificates: SEELS Certificatéon pagel79)
Configure users: Sddser Managemen{on pagell13)

Configure port settingsPort Configuration: KVM Port SettingsGeneral,
Video, Audio(on page9)

= =4 —a —a -1

KVM Client Options

Dominion KX 18101 offers a selection of KVM clients. Upon launching the
Dominion KX 18401 IP address in a supported browser, the login page appears.

The HTML KVM Client (HKC) is loaded by default.

1 Click theLearn morelink in the login page to view other KVM client
options.

Raritan.
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DKX4-101

Other KVM clients offer better video and virtual media
performance. Learn more.

1 TheLearn moreink launches a client options dialog. Click the provided
links to launch a different client.

A https://<IP address> launches HKC
A hitps:// <IP address>/akc launches AKC

Raritan.

A brand of [llegrand



Appendix Alnstallation and Initial Configuration

A https://<IP address>/vkcs launches VKC
KX4-101 Client Options

Three different dients are available to launch KVM sessions®r administer your device, each with its own benefits. Note that you must log into
each client separately.

Client Name How to Launch Notes

HTML KVM Client On anv‘browsel'.iifwcluding mobile, go to ;I'his_ is Wgat ‘1"'_3:'@ rul:lfni_ng "0.W- Q(;lic_kt'ﬁt Ia"‘;E_BSiESI to
(HKO) https://192.168.56.27 log into, but video performance and virtual media
functionality are limited.
On Windows, using Microsoft Edge™ Internet Explorer™
Active KVM Client 11, or another browser with ClickOnce plug-in, go to Recommended high-performance client for Windows. AKC
(AKC) https://192.168.56.27 /akc will load and launch automatically when the link is clicked.

Recommended high-performance client for Mac and Linux.

After clicking link, VKCS will download. If browser does

Standalone (VKCS) https://192.168.56.27vkes not do it automatically, click the downloaded .jnlp file (or
ctrl-click on Mac) to launch.

Virtual KVM Client On any system with Java 1.8, go to

When a different client is selected, DominioK R¢101 automatically checks
your system to make sure it meets the requirements of the client. If your
system is ready, the selected client loads. If your system needs to meet
additional requirements, another message displays with details.

Note: For AKCral VKCS, your browser may display a "This site is not secure"
warning message until you have installed valid certificates. Click to accept the
warnings and go to the site. S&&S Certificatéon pagel79) for help installing
certificates that prevent these warnings.

For more details and instructions for using all clients, €& Clientgon page
46).
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Port Access and Configuration

In This Chapter

POI ACCESS. ...ttt 8
Port Configuration: KVM Port Sefljg- General, Video, Audio..................... 9
Port Configuration: Power ASSOCIAtIAMN............ccoiiiiiieeeiiiii e 18
Port Configuration: Custom EDIDS..........ccoociiiiiiiiieiieeiiee e 19
Port Configuration: Local Port Monitor EDID............ccccoviiiiieeiiiiiiiicene 20
Port Configuration: USB Connection SettingS............ccooviiiieeeeniiiiineennnns 21

Port Access
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Click Port Access to view the port preview and connect to the target.

P> Port Preview:
1 The preview image refreshes every 5 seconds.
1 Your ability to see the preview depends on your privileges. If you do not

have sulfficient privileges, a message displays with details.

Port 1: Dominion_KX4_Port1 Idle

Connect J




Appendix APort Access and Configuration

Connect to the target:
9 Click the Connect button to open a connection to the target server.
1 For help with using the KVM clients, 4€¢M Clientg§on page46).

Control power to the target:

You will see power control options only if you have associated one or more

PDUs to the target, and have permission to do power functions.
1 Click the Power On, Power Off or Power Cycle to control ptovire

target. Power association must be setup first. Beet Configuration:
Power Associatiorfon pagel8)
KVM Port Access

Port 1: KX4101_6218_primary Idle

(no video)

Connect

Power On Power Off Power Cycle

Port Configuration: KVM Port SettingsGeneral, Video, Audio

The Port Configuration page contains all port settings for the KVM port name

and video resolution, as well as USB port and audio settings.

P> To access all port configuration:
1 Click Port Configation.

Port Access

KVM Port 1 Settings
% General
Port Name Dominion_KX4_Port1
Configuration
Current State Active, Idle

Raritan.
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> KVM Port Settings:

General Settings:
1 To rename the KVM port: enter a new name and click Save.
1 View the Current Port Status:
A Active, Idle
A Active, Busy: Connected, but PC Share is disable\@deSecurity
(on pagel72).
A Active, Connected: Connected, and PC Share is enabled.

Video Settings:

1 SelectEnable VGA Modé the video input originates with a VGA or other
analog source, through an HDMI adapter. In VGA mode, resolution is
controlled on the video source device only.

1 Select thePreferred Video Resolutionmportant! The KX IV uses an
G95L5¢ RFGF aGNHzOGdzNBE G2 GStf GKS
wanted. To change the video resolution on the target server, change the
Preferred Video Resolution to the new rastbn. This should change the
resolution when you connect to the target; if not, you can then also change
the resolution on the target server.

A SeeSupported Preferred Video Resolutiofe pagel?) for a list of all
supported resolutions.

A If you have a specific EDID to load, Begt Configuration: Custom
EDIDgon pagel9).

Raritan.
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Appendix APort Access and Configuration

1 Set theVideo Interfaceto HDMI or DVI (no audio).

1 SetalongeCycle Timef your target video is not responding properly to
changes in preferred video resolution. Betft is 200ms. A longer Cycle
Time may allow your target to respond accurately to a new preferred video
resolution.

1 SelectEnable Video Throttléo cap the client frame rate at half the frame
rate of the incoming video. This can be useful to reduce network
bandwidth and CPU load on the client.

@Enable VGA Mode when the video input originates with a VGA
or other analog source, through an HDMI adapter. In VGA mode,
resolution is controlled on the video source device only.

Enable VGA Mode L

@Use these settings if necessary to help force digital video
sources to desired screen resolution. Try a longer cycle time
value if target does not respond properly.

Video Interface HDMI =
Preferred Video Resolution 1920x1080 @ 60Hz :
Cycle Time 200 ms =

OEnable Video Throttle to cap the client frame rate at 1/2 that of
the incoming video. This can be useful to reduce network
bandwidth and/or CPU load on the client.

Enable Video Throttle L

Audio Settings

1 If there is no audio, select Audio Compensation to enable it. You must
reboot the Dominion KX 101 after disabling this function to allow a new
audio connection to another target computer.

© If there is no audio, please enable Audio Compensation.
Please reboot this KX4-101 switch if you disable this setting to connect the KX4-101 to another target computer.

Audio Compensation ]

1 Click Save to apply all settings.

Raritan. L
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Supported Preferred Video Resolutions

Each supported EDID is listedwihe preferred video resolutions it can offer.
The server will generally choose the largest resolution and refresh rate that it
can support.

= =& -4 & —a -8 V¥V = =4 4 -4 -8 a8 V = =4 -4 4 A& VT = =4 -4 A& V¥V

= =4 -4 & -8 & V¥V

1024x768@60Hz

640x480@60Hz, @72Hz, @75Hz
720x400@70Hz

800x600@56Hz, @60Hz, @72Hz, @75Hz
1024x768@60Hz, @70Hz, @75Hz

1152x864@60Hz

640x480@60Hz, @72Hz, @75Hz, @85Hz
720x400@70Hz

800x600@56Hz, @60Hz, @72Hz, @75Hz, @85Hz
1024x768@60Hz, @70Hz, @75Hz, @85Hz
1152x864@60Hz

1280x720@60Hz

640x480@60Hz, @72Hz, @ Z5KD85HZz
720x400@70Hz

800x600@56Hz, @60Hz, @72Hz, @75Hz, @85Hz
1024x768@60Hz, @70Hz, @75Hz, @85Hz
1152x864@60Hz, @75Hz

1280x720@60Hz

1280x960@60Hz

640x480@60Hz, @72Hz, @75Hz, @85Hz
720x400@70Hz

800x600@5hblz, @60Hz, @72Hz, @75Hz, @85Hz
1024x768@60Hz, @70Hz, @75Hz, @85Hz
1152x864@60Hz, @75Hz

1280x960@60Hz

1280x1024@60Hz

640x480@60Hz, @72Hz, @75Hz, @85Hz
720x400@70Hz

800x600@56Hz, @60Hz, @72Hz, @75Hz, @85Hz
1024x768@60Hz, @70Hz, @75Hz, @85Hz
1152x864@60Hz, @75Hz

1280x1024@60Hz, @75Hz

Raritan.
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Appendix APort Access and Configtion

1360x768@60Hz

640x480@60Hz, @72Hz, @75Hz
720x400@70Hz

800x600@56Hz, @60Hz, @72Hz, @75Hz
1024x768@60Hz, @70Hz, @75Hz
1152x864@60Hz, @75Hz
1280x960@60Hz

1280x1024@60Hz

1360x768@6Hz

1440x900@60Hz

640x480@60Hz, @72Hz, @75Hz
720x400@70Hz

800x600@56Hz, @60Hz, @72Hz, @75Hz
1024x768@60Hz, @70Hz, @75Hz
1152x864@75Hz

1280x960@60Hz

1280x1024@60Hz

1440x900@60Hz

1400x1050@60Hz

640x480@60Hz, @72Hz, @75Hz
720x400@70Hz

800x600@56Hz, @60Hz, @72Hz, @75Hz
1024x768@60Hz, @70Hz, @75Hz
1152x864@60Hz, @75Hz
1280x960@60Hz

1280x1024@60Hz, @75Hz
1400x1050@60Hz

1600x900@60Hz

640x480@60Hz, @72Hz, @75Hz, @85Hz
720x400@70Hz

800x600@56Hz, @60Hz, @72Hz, @75Hz, @85Hz
1024x768@60Hz, @70Hz, @75Hz, @85Hz
1152x864@60Hz, @75Hz, @85Hz
1600x900@60Hz

1600x1200@60Hz
640x480@60Hz, @72Hz, @75Hz, @85Hz

13
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= =4 -4 —a -—a -8

= =4 -4 & -4 -8 a8 -2 _9a 4 -2 -8 VT =4 =4 -4 4 -4 -8 & a2 a8 VY

=4 =4 -4 48 & a8 & _a VT

720x400@70Hz

800x600@56Hz, @60Hz, @72Hz, @75Hz, @85Hz
1024x768@60Hz, @70Hz, @75Hz, @85H
1152x864@60Hz, @75Hz, @85Hz
1280x1024@75Hz

1600x1200@60Hz

1680x1050@60Hz

640x480@60Hz, @72Hz, @75Hz
720x400@70Hz

800x600@56Hz, @60Hz, @72Hz, @75Hz
1024x768@60Hz, @70Hz, @75Hz
1152x864@60Hz, @75Hz
1280x960@60Hz

1280x1024@60Hz, @75Hz
1440x900@60Hz

1680x1050@60Hz

1920x1080@60Hz (148.5MHz clock)
640x480@60Hz, @72Hz, @75Hz
720x400@70Hz

800x600@56Hz, @60Hz, @72Hz, @75Hz
1024x768@60Hz, @70Hz, @75Hz
1152x864@75Hz

1280x720@60Hz

1280x960@60Hz
1280x1024@60Hz, @75Hz
1440x900@60Hz

1600x.200@60Hz
1680x1050@60Hz
1920x1080@60Hz

1920x1200@60Hz (Reduced Blanking 154MHz clock)
640x480@60Hz, @72Hz, @75Hz

720x400@70Hz

800x600@56Hz, @60Hz, @72Hz, @75Hz
1024x768@60Hz, @70Hz, @75Hz

1152x864@75Hz

1280x720@60Hz

1280x960@60Hz

1280x1024@60Hz, @75Hz
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Appendix APort Access and Configuration

1440x900@60Hz

1600x1200@60Hz
1680x1050@60Hz
1920x1080@60Hz
1920x1200@60Hz

1920x2160@60Hz
640x480@60Hz, @72Hz, @75Hz
720x400@70Hz

800x600@56Hz, @60Hz, @72Hz, @75Hz
1024x768@60Hz, @70Hz, @75Hz
1152x864@75Hz
1280x720@60Hz
1280x960@60Hz
1280x1024@60Hz, @75Hz
1440x900@60Hz
1600x1200@60Hz
1680x1050@60Hz
1920x1080@60Hz
1920x2160@60Hz

2560x1440@60Hz

640x480@60Hz, @72Hz, @75Hz
720x400@70Hz

720x480@60Hz

720x576 @50Hz

800x600@56Hz, @60Hz, @72Hz, @75Hz
1024x768@60Hz, @70Hz, @75Hz
1152x864@75Hz

1280x720@50Hz, @60Hz
1280x800@60Hz
1280x1024@60H#& 75Hz
1440x900@60Hz

1600x900@60Hz

1680x720@60Hz
1680x1050@60Hz
1920x1080@24Hz, @30Hz, @60Hz
1920x1200@60Hz
2560x1080@30Hz
2560x1410@60Hz

15
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=4 =4 -4 & -4 -8 8 -4 _a 48 _2 _9a 2 _2 -2 -4 -2 -8 V¥

= =4 -4 48 A -8 a8 _a _a _9a a8 -2 9 -4 -2 -8 4 -2 V¥

2560x1600@60Hz

640x480@60Hz, @72Hz, @75Hz
720x400@70Hz

720x480@60Hz

720x576 @50Hz

800x600@56Hz, @60Hz, @72Hz, @75Hz
1024x768@60Hz, @70Hz, @75Hz
1152x864@75Hz

1280x720@50Hz, @60Hz
1280x800@60Hz
1280x1024@60H@ 75Hz
1440x900@60Hz

1600x900@60Hz

1680x720@60Hz
1680x1050@60Hz
1920x1080@24Hz, @30Hz, @60Hz
1920x1200@60Hz
2560x1080@30Hz
2560x1600@60Hz

3840x1080@60Hz

640x480@60Hz, @72Hz, @75Hz
720x400@70Hz

720x480@60Hz

720x576 @50Hz

800x600@56Hz, @60Hz, @72Hz, @75Hz
1024x768@60Hz, @70Hz, @75Hz
1152x864@75Hz

1280x720@50Hz, @60Hz
1280x800@60Hz
1280x1024@60H#& 75Hz
1440x900@60Hz

1600x900@60Hz

1680x720@60Hz
1680x1050@60Hz
1920x1080@24Hz, @30Hz, @60Hz
1920x1200@60Hz
2560x1080@30Hz, @60Hz
2560x1440@60Hz
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2560x1600@60Hz
3840x1080@60Hz

= =

3840x1200@60Hz

640x480@60Hz, @72Hz, @75Hz
720x400@70Hz

720x480@60Hz

720x576 @50Hz

800x600@56Hz, @60Hz, @72Hz, @75Hz
1024x768@60Hz, @70Hz, @75Hz
1152x864@75Hz

1280x720@50Hz, @60Hz
1280x800@60Hz
1280x1024@60Hz, @75Hz
1440x900@60Hz

1600x900@60Hz

1680x720@60Hz
1680x1050@60Hz
1920x1080@24Hz, @30Hz, @60HZz
1920x1200@60Hz
2560x1080@30Hz, @60Hz
2560x1440@60Hz
3840x1200@60Hz

= =4 -4 48 -4 -4 a8 _a _a _9 _2 _a _98 _2 _a -8 a8 -2 -2 V¥

3840x1600@30Hz
640x480@60Hz, @72Hz, @75Hz
720x400@70Hz

720x480@60Hz

720x576 @50Hz

800x600@56Hz, @60Hz, @72Hz, @75Hz
1024x768@60Hz, @70Hz, @75Hz
1152x864@75Hz
1280x720@60Hz
1280x800@60Hz
1280x1024@60Hz, @75Hz
1440x900@60Hz
1600x900@60Hz
1680x1050@60Hz
1920x1080@60Hz
1920x1200@60Hz

=4 =4 -4 48 & -8 48 -2 _a 9 4 -2 98 2 a2 V¥
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= —=a A

=4 =4 -4 & -8 -8 8 _a -8 8 -8 -9 -4 -2 -8 -8 -2 -8 48 -2 _98 - V¥

2560x1080@60Hz
2560x1440@60Hz
3840x1600@30Hz

3840x2160@30Hz

640x480@60Hz, @72Hz, @75Hz
720x400@70Hz

720x480@60HZz

720x576 @50Hz

800x600@56Hz, @60Hz, @72Hz, @75Hz
1024x768@60Hz, @70Hz, @75Hz
1152x864@75Hz

1280x720@50Hz, @60Hz
1280x800@60Hz
1280x1024@60H#& 75Hz
1440x900@60Hz

1600x900@60Hz

1680x720@60Hz
1680x1050@60Hz
1920x1080@24Hz, @30Hz, @60Hz
1920x1200@60Hz
2560x1080@60Hz
2560x1440@60Hz
2560x1600@60Hz
3440x1440@50Hz
3840x2160@24Hz, @25Hz, @30Hz
4096x2160@30HZ

Port Configuration: Power Association

Port association can be done once a power strip is added to the Dominion KX
IV¢101. Seéddding PDUgon pagel57). You can configure up to four power
associations on each target. The outlets may be on the same or different PDUs.

Note: Power association will not be visible if a PDU has not been added to the
Dominion KX 1a101.

e

To configure Power Associations:
Select Port Configuration then scroll down to Power Association.
In the PDU Name fields, select from the drop down list of configured PDUs.

In the Outlet Name fields, select the outlet from each PDU you want to
associate with this target.

Raritan.
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4. Leave extra fields blank or select none.
5. Click Save.

PDU Name Raritan-P)X3 s Outlet Name Outiet 1 $
PDU Name ServerTech-PRO3X s Outiet Name Outlet 1 :
POU Name : Outiet Name H
PDU Name : Outlet Name :

6. Once Power Association is saved, you will see power controls on the KVM
Port Access page.

Port 1: Windows-10 Idle

Power On Power Off Power Cyde

Port Configuration: Custom EDIDs

Raritan.
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A custom EDID can be loaded to allow the Dominion KX0Vto support a

new or different video resolution, or to specify a custom version of standard
supported resolution. Only one custom EDID per resolution can be added. The
files have a ".rfp" extensioand are provided by the vendor on request.

You can upload up to 20 custom EDIDs with a maximum of 10 custom HDMI
EDIDs and 10 custom DVI EDIDs. Custom EDIDs are not included in backups.

> To upload a custom EDID:
1. Click Port Configuration, then scroll down to Custom EDIDs.

19
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2. Click Browse to find and select the .rfp EDID file.

3. Click Upload. Repeat these steps to add more files.

4. Once EDIDs are uploaded, they display in a list sorted by resolution.
A Click Show Description to view the details.
A Click the Delete icon to remove a file.

Custom EDIDs A

© Custom EDIDs extend the capabilities of the KX4 to support new or different video resolutions. The
files have a ".rfp" extension and are provided by vendor on request.

Resolution 4

800x600 @ 60Hz Show Description [}

1024x768 @ 70Hz Show Description ]

Port Configuration: Local Port Monitor EDID

If a Local Port Monitor is attached to Dominion KXLDA, a Local Port Monitor
EDID section appears on the Port Configuration page and the monitor's EDID is
included in the Preferred Video Resolution. You can use the Local Port
Monitor's EDID by selectinigas the Preferred Video Resolution.

If the Local Port Monitor is removed while it's EDID was in use as the preferred
video resolution, the preferred video resolution will revert back to the default
1920x1080@60Hz standard EDID.

If a new monitor is attdweed, it will overwrite the old Local Port Monitor EDID.

> To view Local Port Monitor EDID:

Click Port Configuration, then scroll down to Local Port Monitor EDID.
2. The EDID of the currently attached local port monitor is listed.

A Click Sbw Description to view the details.

Local Port Monitor EDID A

®Local Port Monitor EDID extends the capabilities of the KX4 to
allow users to use their Local Port Monitor's EDID.

Resolution

1920x1080 @ 60Hz Show Description

20 Raritan.
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Port Configuration: USB Connection Settings

USB Connection Settings are disabled when the port is connected. All users
must be disconnected from the KVM target to change the USB port settings.

To define USB connections for thergget server:
Click Port Configuration, then scroll down to USB Connection Settings.
1 Select the USB connection settings you will be using:

A Enable Absolute MouseDisable if the target does not support
absolute mouse mode

A Use Full SpeedUseful for BIOS that cannot accommodate High Speed
USB devices. Clear the checkbox to allow negotiation to the target's
highest USB speed capability.

A Enumeate virtual media first before keyboard and mouse: Useful to

resolve issues when a target cannot detect USB mass storage at the
BIOS.

 Click Save.

USB Connection Settings

Basic
Enable Absolute Mouse v

Use Full Speed - Useful for BIOS that
cannot handle High Speed USB devices

Enumerate virtual media first before
keyboard and mouse

1 Set Advanced Options as needed:

A Virtual Media Interface Types: Both interfaces cannot be set to CDROM
or Removable Disk.

A Disabled
A CDROM
A Removable Disk

A Auto- can function as either CDROM or Removable Drive but not
both at the same time

A Remove Unused VM Interface From Device Configuration: Select this
option to remove the drive when VM is disconnected. Clear this option
to allow empty drives.

Raritan. 21
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1 Click Save

Virtual Media Interface #1 Type

Remove Unused VM Interface #1 From
Device Configuration

Virtual Media Interface #2 Type

Remove Unused VM Interface #2 From
Device Configuration

| CD-ROM B |
O
| Removable Disk v |
O
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Serial Access With Dominion Serial Acce
Module
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Gonnecting a Dominion KXd101 and a Dominion Serial Access Module (DSAM)
provides access to devices such as LAN switches and routers that ha282 RS
serial port.

The DSAM is & 2r 4 port serial module that derives power from the Dominion
KX 1\¢101.

Connect a maximum of 2 DSAM modules to the Dominion &X0IMusing USB
cables. DSAM can be mounted in a OU configuration.

In This Chapter

CONNECE DSAM....cciiiiiee ettt a e e e e e e e e 24
DSAM Serial POIIS....eeiiiiiiiiiiiii et 25
Configure DSAM Serial POILS........uuuiiiiiiieiii e 26
Serial Port KEYWOId LISL........uuuuuiiiiiieieiieieeee e 28
Power Association an@peration from DSAM Serial Poris........................ 30
Update DSAM FIFMWAEIE.......ccciiiiiiiaiiiiiieee ettt 32
Supported CLI COMMEANAS........cooiiiiiiiaiiiiiiee e 32
Connect to DSAM Serial Targets in the Web Intetface.........ccccccceeeee. 34
Connect to DSAM Serial Target with URL Direct Port Access................ 35
Connect to DSAM Serial Targets via SSH........ccccooiiiiiiiiiiiiie 35
HTML Serial Console (HSC) Help.......coooiiiiiii e 36
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Appendix A Serial Access With Dominion Serial Access Module

Connect DSAM

To connect DSAM to Dominion KXcA01:

1 Connect the DSAM unit's USB cable to either of the USB K/M ports on the
front of the Dominion KX R01.

1 Connect the serial devices to the serial ports on the DSAM unit.

1 When 2 DSAM units are connected, a local keyboard and mouse cannot be
connected.

1 When only 1 DSAM unit is connected, a combined keyboard/mouse can be
connected to the available USB port.

Serial Devices Serial Devices

Cats
Connections

USB
DSAM-4 DSAM-4

Connections

Local
Port
Monitor

Serial overlIP

DSAM LED Operation
The DSAM unit has one LED for status, and 2 LEDs on each port.

Raritan DSAM-4

©

Status 1 2 3 & (=)

g—"‘?@ﬁ‘ﬁ“ﬁ‘
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> Status LED:

The Status LED is labeled on the unit front. Light is on back. The Status LED
gives information at bootup and upgrade.

1 Green LEBSlow blink: DSAM booting up but not controlled by Dominion
KX 1\¢101.

1 Blue LEDSlow blink: DSAM controlled by DominionIk101.
1 Blue LEDFast blink: Firmware upgrade in progress.

> USB Port LEDs:
Each USB port has a left Green LED and a right Yellow LED.

Green LED: Port is set as DCE
9 VYellow LED: Port is set as DTE
LEDs off: Portis set as AUTO

DSAM Serial Ports

Raritan.
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When a DSAM unit is connected to the Dominion KA0¥, a DSAM Serial
Ports page is available.

P . -
LSS Serial Port Access and Configuration
% #a Name Type Status Availibility Settings
®
11 DSAM1 Port 1 DTE Active Idie o
Port
Configuration 1.2 DSAM1 Port 2 DTE Active Idle &
143 DSAM1 Port 3 DCE Active Idie -3
1.4 DSAM1 Port 4 DCE Active Idle o

> To view DSAM serial ports:

Click DSAM Serial Ports. You can access and configure serial ports from this
page.

1 Ports are listed by physical USB position on the DSAM unit.

i # column indicates whichdninion KX 1¥101 USB port DSAM is plugged
into.

I Type column indicates port's DTE/DCE setting.
i Status and Availability columns show current activity.
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Configure DSAM Serial Ports
You can renameerial ports and configure their settings.

P> To configure DSAM serial ports:

1. Click DSAM Serial Ports, then click the gear icon for the port you want to
configure to open the settings.

Serial Port Access and Configuration

# A Name Type Status Availibility Settings

1.1 DSAM1 Port 1 DTE Active Idle o
1.2 DSAML Port 2 DTE Active Idle o

13 DSAML1 Port 3 DCE Active Idie &

1.4 DSAML Port 4 DCE Active Idle o

2. Inthe General section:

DSAM Serial Port 1.1 Settings

General
Name DSAM1 Port 1
Current State Active, Idle

A Enter a Name for the port.
A Check the Current State of the port. Status and Availablity are listed.
3. Inthe Serial Settings section, check or change the following settings:

Serial Settings
Emulation VT100 H Escape Mode Control =
Encoding Default B Escape Character ]
Equipment Type Auto Detection H Char Delay (ms) 0
BPS 9600 & Line Delay (ms) 0
Send Break
Parity/| Node/ —
arity/Bits lode/8 H Duration (ms) 300
Flow Control None H Suppress
Messages
Stop Bits 1 ; Always Active
Multiple Writers Single writer allowed of Exit Command
Port Keywords

4. Emulation: Select the terminal emulation mode used to match the serial
targets connected to the ports.

A VT100
A VT220
A VT320
A ANSI

26 Raritan.
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10.
11.

12.

13.

Appendix ASerial Access With Dominion Serial Access Modi

Encoding: Select a specific character encoding for this port if needed.
Encoding overrides #hglobal setting for the port to whatever value you
set.

DEFAULT
USASCII
8-BIT ASCII
ISG8859-1
ISG8859-15
UTF8
ShiftJIS
EUGIP
EUCGCN
EUGKR

Equipment Type: Indicate whether you want the Dominion K40V to
automatically detect a physical connection to the target.

A Default is Auto Detection.

A Force DTE causes Dominion KO to act as a piece of data
terminal detection equipment to detedargets connected to it.

A Force DCE causes Dominion K0 to act as a piece of data
communications equipment to detect equipment connected to it.

> > >y > > > > D> D> D>

Note: If the target has the ability to autodetect either DTE or DCE, you must
select either Force DTEFwrce DCE for the port. Dominion KedD4 does
not support autodetection of both DCE and DTE on the same port.

Bits Per Second (BPS): Select a value.

A BPS options: 1200, 1800, 2400, 4800, 9600, 19200, 38400, 57600,
115200, 230400

Parity/Bits: Select a value.
Flow Control: Select a value.
Stop Bits: Select a value.

Multiple Writers: Select an option to allow single or multiple writers on a
port at one tme.

Port Keywords: When configured, port keywords appear here. Go to
Device Settings > Serial Port Keyword List to add port keywords.

Escape Mode: The escape sequence affects only the CLI. When entering
escape mode, the user is given a menu of commahdsdan be

performed (for example, gethistory, view commands, and so on), a
command to return to the port session, and a command to exit the port
connection. Default is Control.

A None

A Control
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14.

15.

16.

17.

18.

19.

20.

Escape Character: The default for the Dominion KXAYVis ] (closed
bracket).

Raritan recommends that you do not use [ or-Ct#ither of these may
cause unintended commands, such as invoking the Escape Command
unintentionally. This key sequence lisoatriggered by the arrow keys on
the keyboard.

Char Delay: To specify the delay between when individual characters are
sent via the port, enter the time in milliseconds.

Line Delay: To specify the delay between when lines of text are sent via the
port, enter it in the field.

Send Break Duration: Entering the send break time in milliseconds. Range
is from Oms 1000ms.

Always Active: Select the checkbox if you want to log activities coming into
a port even if no user is connected.

The default option i$0 not maintain port access without a connected user,
which means ignore data coming into a port when no user is connected.

This option is for port data logs.

Note: When no users are logged into a port session, port traffic, by default,
is discarded .

Exit Command: Type a command, suclogsut, to be sent to your
system when a user with write permission disconnects from the port.

This ensures that the usegssion on the target machine is closed, but it
is not imperative to have an Exit command configured on a port.

Click Save.

Serial Port Keyword List

Port keywords work as a filter. If a keyword is detected, message are sent to:

f
f
f
f

Event Log
SNMP
SMTP
Syslog

This feature is useful for notifying administrators if a particular event occurs on
a port. For keywords to trigger when no users are connected to a port, "Always
Active" must be selected in the port settings. (®mnfigure DSAM Serial Ports
(on page26).) You can also view the list of existing port keywords on the serial
port settings page.

>

To configure serial port keywords:

Click Device Settings > Serial Port Keywords. The Serial Port Keyword List
page opens.

Click New. The New Keyword Settings page opens.

Raritan.
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3. Enter a keyword in the Keyword field, then select the ports you want to
associate with that keyword. For all ports, select the top checkbox.

New Keyword Setting

Event
Management
Keyword Example
Keycode List
Select Ports
Network Name 4
v DSAM1 Port 1
Network )
Services DSAM1 Port 2
DSAM1 Port 3
Serial Port
DSAM1 Port 4

Serial Port
Keyword List

Cancel Add Keyword

4. Click Add Keyword. The Serial Port Keyword List appears.

Serial Port Keyword List

No. Keyword

1 Example
New  Edit Delete

A To edit or delete a keywdr select it to highlight blue, then click Edit or
Delete.

Raritan. 29
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Power Association and Operation from DSAM Serial Ports

You can perform power operations from DSAM serial ports just like KVM ports.
Serial port association can be done once a power strip is added to the
Dominion KX I§101. SeéAdding PDUgon pagel57). You can configure up to

four power associations on each serial port. The outlets may be on the same or
different PDUs.

Note: DSAM Serial Ports menu will become available when DSAM is connected
to the Dominion KX &101.

Port Access Serial P A andconﬂgu ti

5°O #a Name Type Status Availibility Settings
Port 2.1 DSAM2 Port 1 DCE Active Idle o
Configuration 22 DSAM2 Port 2 AUTO Inactive Idle &
23 DSAM2 Port 3 DTE Active Idle -]
@ 24 DSAM2 Port 4 DCE Active Idle &

Device
Information

Q
-T-}
DSAM Serial
Ports

P> To configure power association to DSAM serial ports:

1. Click DSAM Serial Ports >click the Settings icon to open configuration for
the port.

2. Scroll down to the Power Association section.

DSAM Serial Port 2.1 Settings
General
Name DEAMZ Port 1
Current State Active, Ide
Sarial Settings
Emulation NTL0O ] Escape Mode Control z
Encoding Defauk ) Escape Character ]
R =
i f P 0 o i wv wzz 233900 Pl e
Power Association
POU Name 3 3 Outfet Name Qutiet 2 .
POV Name H Qutlet Nams s
FOU Name & Outiet Name
FOU Name & Outiet Name: $

3. Inthe PDU Name fields, select from the drop down list of configured PDUs.

4. In the Outlet Name fields, select the outlet from each PDU you want to
associate with this serial port.
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5. Click Save.

Note: Power associationilvbe grayed out if no PDU is added to the Dominion
KX 1¢101.

P> To perform power operation from DSAM serial ports:

Power operations are done from the Serial Port Access and Configuration page.

1. Select DSAM Serial Ports.

2. On the Serial Port Access and Configuration page, click one of the
associated DSAM Ports.

3. Click Power On or Power Off or Powerl€yc

a0 lraxtve [
[rextave o
Inactive e

e tve L9

» To check the outlet status:

Click Device Settings > PDU Management, then click thevMPD&& outlets
you want to check.

2. Scroll down to the Outlets to see the status.
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